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1 

 

UNIT I : INFORMATION SECURI TY BASICS TO 

POLICIES  

1.1 LEARNING OBJECTIVES 
After going through this unit, you will be able to: 

¶ Define security 

¶ Understand policy 

¶ Apply procedures for organizational security 

1.2 INTRODUCTION 
Organizations are becoming increasingly sophisticated in the way in which they organize and use 

IT. They are spending too much on IT just to take benefits form latest technologies and to boost 

their business and grow leaps and bounds. We can see it around us in real time. Now for booking 

a cab we rarely have to tell the cab driver our pickup address manually, app detects it 

automatically. Most of the providers use location based system (GPS) to track the user and set 

that address as a pickup location. Itôs just matter of minutes that booked cab arrives at your 

place. People have never thought of these 10 years ago. Even organizations are using technology 

this much, still most of the organization are not having dedicated budget for security as they 

donôt see any direct return on investment. Once Organization goes through major attack then 

they start thinking about security and start spending budget on security things.  

As a companyôs part people should be aware of their security responsibility. For proper security 

in organization people process and technology should be focus area of improvement. In these 

days employees are most targeted, because they are easily exploitable. For example company 

spends too much in technology and often believes if we are spending on these expensive and 

advanced firewalls, IDS/IPS then we must be secure and protected. For this company, attacker 

manipulated one employee of the company and got the credentials and other details of these 

latest devices and in matter of seconds, this company was hacked, although they were using 

latest technology and they were also spending for security. 

Now one question arises in oneôs mind, where to start if one wants its organization to secure its 

assets. So the first step is to prepare and follow a security guideline document which includes all 

the security procedures to be followed while carrying out different processes in the organization 

as well as the disadvantage. Before discussing it further, let us familiarise ourselves with some of 

the common terminologies that we are going throughout our discussion in this chapter. 

1.2.1 Glossary 

a. Policy: Policy is a high level document to represent corporate philosophy of a particular 

organization. Policies are kept more clear and concise to keep them effective. Basic 

elements of a policy are purpose, scope, responsibility and compliance. 



 

 

 

 

b. Asset management: Asset management is all about discovery, ownership, value, 

acceptable use, protection, and disposal of information-related assets. 

c. Owner: The information owner is the entity within the organization that has been 

assigned the responsibility to exercise the organizationôs proprietary rights and grant 

access privileges to those with a true business need. 

d. Custodian: The custodian is the entity which is responsible for overseeing and 

implementing the necessary safeguards to protect assets, at the level classified by the 

information owner. 

e. User: User is the person who is responsible for viewing, amending, or updating the 

content of the information assets. This can be any user of the information in the inventory 

created by the information owner. 

 

1.3 DETAILED DESCRIPTION OF IT SECURITY POLICIES 
Policies are set with the objectives of reduced risk, compliance with laws & regulations, & 

assurance of operational continuity, information integrity, & confidentiality. Policies are also 

known to be first layer of defence. Policies are important reference documents for internal audits 

& for resolution of legal disputes about managementôs due diligence. Policy documents can act 

as a clear statement of managementôs intent. 

1.3.1 Security Policy 

Security policy
1
 is a definition of what it means to be secure for a system, organization or other 

entity. For an organization, it addresses the constraints on behaviour of its members as well as 

constraints imposed on adversaries by mechanisms such as doors, locks, keys and walls. For 

systems, the security policy addresses constraints on functions and flow among them, constraints 

on access by external systems and adversaries including programs and access to data by people. 

Security policy is general statement produced by senior management that dictates what role 

security will play within the organization. Senior management may be selected policy board or 

committee. 

Security policy communicates a coherent security standard to users, management and technical 

staff. For building secure infrastructure security policy is the first step to take. A security policy 

can be an organizational policy, an issue-specific policy, or a system-specific policy. In an 

organizational security policy, management establishes how a security program will be set up, 

lays out the programôs goals, assigns responsibilities, shows the strategic and tactical value of 

security, and outlines how enforcement should be carried out. This policy must address relative 

laws, regulations, and liability issues, and how they are to be satisfied. The organizational 

security policy provides scope and direction for all future security activities within the 

organization. It also describes the amount of risk senior management is willing to accept. 

                                                 
1
 https://en.wikipedia.org/wiki/Security_policy 

https://en.wikipedia.org/wiki/System


 

 

 

 

While developing security policy some of the important things should be kept in mind is as 

follows:  

¶ Policy creation, implementation and adherence should be driven by business objectives. 

It should not dictate objective of business. 

¶ It should be kept simple so that everyone can understand it easily and serve as reference 

for all employees and management. 

¶ It should be developed and used to integrate security into all business functions and 

processes. 

¶ It should be derived from and support all legislation and regulations applicable to the 

company. 

¶ It should be reviewed and modified as a company changes, such as through adoption of a 

new business model, a merger with another company, or change of ownership. 

¶ Each iteration of the policy should be dated and under version control. 

¶ The units and individuals who are governed by the policy must have easy access to it. 

Policies are commonly posted on intranet portals. 

¶ It should be created with the intention of having the policies in place for several years at a 

time. This will help ensure policies are forward-thinking enough to deal with potential 

changes that may arise. 

¶ The level of professionalism in the presentation of the policies reinforces their 

importance as well as the need to adhere to them. 

¶ It should not contain language that isnôt readily understood by everyone. Use clear and 

declarative statements that are easy to understand and adopt 

¶ It should be properly supported and administered. 

¶ It should contribute in overall success of organization. 

¶ While formulation of policies information system users should be involved. 

 

Security policy must be approved by senior management and should be documented and 

controlled.  The success of an information resources protection program depends on the policies, 

& on the attitude of management toward securing information on systems.  The policy maker set 

the tone and the emphasis on how important a role InfoSec will have within your agency. So the 

policy maker should be having overall organizational picture so that policy designed by him can 

cover the whole organization. 

1.3.2 Why policies are important? 

A good quality of Information Security program begins & ends with policy. Policies are least 

expensive means of control & often the most difficult to implement.  It is a direct link between 

an organizationôs óVisionô and their day-to-day operations. Policies identify the key activities 

and provide a general strategy to decision-makers on how to handle issues as they arise. This is 

accomplished by providing the reader with limits and a choice of alternatives that can be used to 

óguideô their decision making process as they attempt to overcome problems. I like to think of 



 

 

 

 

ópoliciesô as a globe where national boundaries, oceans, mountain ranges and other major 

features are easily identified. With this concept in mind we will talk about procedures.
2
  

1.3.3 Ways to make policies more effective
2
 

For making policies there are many factors which contribute. Some of them are 

¶ Goals: Has the issue been adequately defined and properly framed? How will the policy 

achieve the high-level policy goals of the department. 

¶ Ideas: Has the policy process been informed by evidence that is high quality and up to 

date? Has account been taken of evaluations of previous policies? Has there been an 

opportunity or licence for innovative thinking? Have policy makers sought out and 

analysed ideas and experience from the ófront lineô, overseas and the devolved 

administrations? 

¶ Design: Have policy makers rigorously tested or assessed whether the policy design is 

realistic, involving implementers and/or end users? Have the policy makers addressed 

common implementation problems? Is the design resilient to adaptation by 

implementers? 

¶ External engagement: Have those affected by the policy been engaged in the process? 

Have policy makers identified and responded reasonably to their views? 

¶ Appraisal:  Have the options been robustly assessed? Are they cost-effective over the 

appropriate time horizon? Are they resilient to changes in the external environment? 

Have the risks been identified and weighed fairly against potential benefits? 

¶ Roles and accountabilities: Have policy makers judged the appropriate level of  

involvement? Is it clear who is responsible for what, who will hold them to account, and 

how? 

¶ Feedback and evaluation: Is there a realistic plan for obtaining timely feedback on how 

the policy is being realised in practice? Does the policy allow for effective evaluation, 

even if top management is not doing it? 

¶ Proper dissemination: There should be proper dissemination of policies So that people 

can become aware of and contribute in adherence of policy. 

¶ Read by the targeted staff/audience: Policies are only useful if the people for whom itôs 

targeted read those policies. 

o Itôs effective when people read the policies and understood those policies. 

o People should be agreed-to the formulated policies then only they will be 

effective. 
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As in this dynamic environment upon the need policies should be updated from time to time, if 

required to make them effective. 

 

1.4 TYPES OF INFORMATION SECURITY POLICIES 
In order to produce a complete InfoSec policy, management must define 3 types of InfoSec 

policy: 

¶ Enterprise InfoSec program policy 

¶ Issue-specific InfoSec policies 

¶ Systems-specific InfoSec policies 

1.4.1 Examples of Information Security Policies 

Some of the examples of Information Security policies that a typical organization needs are: 

¶ Information Classification Security Policy 

¶ Acceptable Use Policy 

¶ Minimum Access Policy 

¶ Network Access Policy 

¶ Remote Access Policy 

¶ Acceptable Encryption Policy 

¶ Web Server Security Policy 

¶ Extranet Policy 

¶ Application Service Provider Policy 

¶ Authentication Credentials Policy 

 

1.5 IT SECURITY PROCEDURES 
Procedures consist of step by step instructions to assist workers in implementing the various 

policies, standards and guidelines. Whilst the policies, standards and guidelines consist of the 

controls that should be in place, a procedure gets down to specifics, explaining how to 

implement these controls in a step by step fashion. For example, a procedure could be written to 

explain how to install Windows securely, detailing each step that needs to be taken to 

harden/secure the operating system so that it satisfies the applicable policy, standards and 

guidelines.
4
  

 

1.6 DIFFERENCES BETWEEN POLICIES AND PROCEDURES 
Policies: 

¶ Are general in nature 

¶ Identify company rules 

¶ Explain why they exist 



 

 

 

 

¶ Tells when the rule applies 

¶ Describes who it covers 

¶ Shows how the rule is enforced 

¶ Describes the consequences 

¶ Are normally described using simple sentences & paragraphs 

Procedures: 

¶ Identify specific actions 

¶ Explain when to take actions 

¶ Describes alternatives 

¶ Shows emergency procedures 

¶ Includes warning & cautions 

¶ Gives examples 

¶ Shows how to complete forms 

¶ Are normally written using an outline format 

1.7 ASPECTS OF ORGANIZATIONAL SECURITY 
Every company needs to have security program in some or the other form. Practical approach to 

organization Information Security Management is to develop communicate roll out and publish 

comprehensive organisational security which should be effective. 

1.7.1 Physical Security 

Physical security is one of the important areas of Information security. Physical security 

encompasses different threats, vulnerabilities and risks which should be addressed by 

organization to keep themselves secure. In physical security as a info sec professional one looks 

for site design, layout, environmental components, access controls, intrusion detection and 

power, fire protection and many more things. 

Physical security describes security measures that are designed to deny unauthorized access to 

facilities, equipment and resources, and to protect personnel and property from damage or harm 

(such as espionage, theft, or terrorist attacks).Physical security plays a major role in information 

security of organization. As its responsibility of organization, to provide access to its employees 

to a secure environment, so that employees can work and assets of the organization remains 

secured. Some of the initiatives by the organizations are like keeping guards at entrance of 

building. Installing gates on the entrance of the premise and frisking the personal before letting 

them in. All these prevent intruders of unwanted personal out of the building and hence they 

provide physical security. 

In early dayôs physical security was not a big challenge, as computer and devices which were 

used were very big and mostly they were kept in locked cabins and rooms and very limited 

people were provided with its access. But now days as technology progress size of devices 

decreased, day by day. Now company has high end laptops which are very light and stores 

confidential data and can be taken anywhere with any one very easily. So to protect these devices 



 

 

 

 

has become very challenging. Most of us were not aware of physical security when we talk about 

information security. We generally associate information security with hackers and all. But 

information security without proper physical security never works.  

I will give you some of examples then you will be agreed with this. A laptop of an insurance 

company employee was stolen while he was on his way to home. This laptop was carrying 

personally identifiable information like Aadhar card number, pan card details and voter id details 

of customers. This laptop was having unencrypted hard drive. Company lost its important data 

and was fined by regulatory authorities for not protecting customerôs data. 

1.7.1.1. Examples of Controls for Physical security which you can easily see in your daily 

life 

a. Physical barriers: Physical barriers such as fences, walls, and vehicle barriers act as the 

outermost layer of security. They serve to prevent, or at least delay, attacks, and also act 

as a psychological deterrent by defining the perimeter of the facility and making 

intrusions seem more difficult. Tall fencing, topped with barbed wire, razor wire or metal 

spikes are often emplaced on the perimeter of a property, generally with some type of 

signage that warns people not to attempt to enter. However, in some facilities imposing 

perimeter walls/fencing will not be possible (e.g. an urban office building that is directly 

adjacent to public sidewalks) or it may be aesthetically unacceptable (e.g. surrounding a 

shopping center with tall fences topped with razor wire); in this case, the outer security 

perimeter will be defined as the walls/windows/doors of the structure itself. 

 

 
 

Figure 1: Spikes atop a barrier wall act as a deterrent to people trying to climb over the wall
3
 

 

b. Natural surveillance: Another major form of deterrence that can be incorporated into the 

design of facilities is natural surveillance, whereby architects seek to build spaces that are 

more open and visible to security personnel and authorized users, so that 

intruders/attackers are unable to perform unauthorized activity without being seen. An 

example would be decreasing the amount of dense, tall vegetation in the landscaping so 

that attackers cannot conceal themselves within it, or placing critical resources in areas 
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where intruders would have to cross over a wide, open space to reach them (making it 

likely that someone would notice them). 

c. Security lighting: Security lighting is another effective form of deterrence. Intruders are 

less likely to enter well-lit areas for fear of being seen. Doors, gates, and other entrances, 

in particular, should be well lit to allow close observation of people entering and exiting. 

When lighting the grounds of a facility, widely-distributed low-intensity lighting is 

generally superior to small patches of high-intensity lighting, because the latter can have 

a tendency to create blind spots for security personnel and CCTV cameras. It is important 

to place lighting in a manner that makes it difficult to tamper with (e.g. suspending lights 

from tall poles), and to ensure that there is a backup power supply so that security lights 

will not go out if the electricity is cut off. 

1.7.2 Financial Security 

Economic security or financial security is the condition of having stable income or other 

resources to support a standard of living now and in the foreseeable future. It includes: probable 

continued solvency. For more details on financial security we will be learning GLBA, which 

pertains to the financial security and focused on the protection of the confidentiality and integrity 

of financial information. From information security point of view whenever we apply any control 

we do risk assessment and based on the result of this assessment management decides whether 

this risk needs to be treated or need to be accepted. If risk is accepted then there is no control 

deployed and if it is to be treated then control is required for treatment.  This decision is also 

based on the asset value if there is asset of Rs 100 logically organization should not spend Rs 

200 on protecting that asset. Predictability of the future cash flow of a person or other economic 

entity, such as a country. 

1.7.3 Online Security 

In fundamental of security you must have gain understanding of tips which need to be followed 

to keep yourself secure in this IT world. Here we will be talking about some technical stuff that 

how exactly security works and understand terminologies in security. There are two states of 

data which needs protection. 

1. Data which is at transit, and  

2. Data which is at rest.  

Data which is at rest is protected by applying secure encryption on hard drive/pen drive and data 

at transit can be protected by communicating using secure channel which again uses encryption 

and this provides online security. Online Security is sometimes also referred as internet 

security. In online security aim is to secure users by using different techniques and types of 

security. 

Internet security is a branch of computer security specifically related to the Internet, often 

involving browser security but also network security on a more general level as it applies to other 

applications or operating systems on a whole.  



 

 

 

 

Its objective is to establish rules and measures to use against attacks over the Internet. The 

Internet represents an insecure channel for exchanging information leading to a high risk of 

intrusion or fraud, such as phishing. Different methods have been used to protect the transfer of 

data, including encryption. 

a. Need of internet security: There are different methods to secure user data which is 

travelling via internet to servers which is miles apart. General methods of securing data is 

encrypting  data into a format which is only readable by the authorized or targeted 

audience in this case a server, another user etc. 

For example: Mike wants to send money to his mother living in another city, mike uses 

internet banking, the transaction of money between mikeôs machine and bank server 

should be secure so that no attacker can use this information and manipulate it in such a 

way that he transfer money to his own account. For this we need a secure transaction to 

happen and it will only happen if there is internet security. 

To achieve internet security different mechanism work together. As info sec professional 

one should be aware of these. 

b. Secure Communication: Communication do happen using different network so 

communication security should be there at computer network and this is provided by 

using TLS, earlier SSL was used but it is vulnerable so now days TLS is used. If TLS is 

implemented then for attacker to perform MITM (Man in the Middle Attack) to modify 

bank credential is not possible. This Secure Sockets Layer (SSL), succeeded by Transport 

Layer Security (TLS) is used for web traffic. 

c. Internet Protocol Security (IPsec): IPsec is designed to protect TCP/IP communication 

in a secure manner. It is a set of security extensions developed by the Internet Task Force 

(IETF). It provides security and authentication at the IP layer by transforming data using 

encryption.  

Two main types of transformation that form the basis of IPsec:  

1. Authentication Header (AH) and  

2. ESP.  

These two protocols provide data integrity, data origin authentication, and anti-replay 

service. These protocols can be used alone or in combination to provide the desired set of 

security services for the Internet Protocol (IP) layer. 

 

Basic components of the IPsec security architecture 

Security protocols for AH and ESP 

¶ Security association for policy management and traffic processing 

¶ Manual and automatic key management for the Internet key exchange (IKE) 

¶ Algorithms for authentication and encryption 

 

The set of security services provided at the IP layer includes access control, data origin 

integrity, protection against replays, and confidentiality. The algorithm allows these sets 



 

 

 

 

to work independently without affecting other parts of the implementation. The IPsec 

implementation is operated in a host or security gateway environment giving protection 

to IP traffic. 

1.7.4 Security Token 

For more secure infrastructure online sites offer customers the ability to use a code which 

randomly changes every 30ï60 seconds on a security token. Security token is device provided by 

the online site. The keys on the security token have built in mathematical computations and 

manipulate numbers based on the current time built into the device. Every thirty seconds there is 

only a certain array of numbers possible which would be correct to validate access to the online 

account. 

 

 
Figure 2: Security tokens

4
 

The website that the user is logging into would be made aware of that devices' serial number and 

would know the computation and correct time built into the device to verify that the number 

given is indeed one of the handful of six-digit numbers that works in that given 30-60 second 

cycle. After 30ï60 seconds the device will present a new random number which can make user 

log into the website. 

1.7.5 Electronic Mail Security 

Email messages are composed, delivered, and stored in a multiple step process, which starts with 

the message's composition. When the user finishes composing the message and sends it, the 

message is transformed into a standard format: an RFC 2822 formatted message. Afterwards, the 

message can be transmitted. Using a network connection, the mail client, referred to as a mail 

user agent (MUA), connects to a mail transfer agent (MTA) operating on the mail server. The 

mail client then provides the senderôs identity to the server. Next, using the mail server 

commands, the client sends the recipient list to the mail server. The client then supplies the 

message. Once the mail server receives and processes the message, several events occur: 
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Recipient server identification, connection establishment, and message transmission. Using 

Domain Name System (DNS) services, the senderôs mail server determines the mail server(s) for 

the recipient(s). Then, the server opens up a connection(s) to the recipient mail server(s) and 

sends the message employing a process similar to that used by the originating client, delivering 

the message to the recipient(s). 

1.7.6 Pretty Good Privacy (PGP) 

For email security or sending secure email we should use Pretty Good Privacy. Pretty Good 

Privacy provides confidentiality by encrypting messages to be transmitted or data files to be 

stored using an encryption algorithm such as Tripler DES or CAST-128.  

Email messages can be protected by using cryptography in various ways, such as the following: 

¶ Signing an email message to ensure its integrity and confirm the identity of its sender. 

¶ Encrypting the body of an email message to ensure its confidentiality. 

¶ Encrypting the communications between mail servers to protect the confidentiality of both 

message body and message header. 

The first two methods, message signing and message body encryption, are often used together; 

however, encrypting the transmissions between mail servers is typically used only when two 

organizations want to protect emails regularly sent between each other. 

 

 

 

Figure 3: Pretty Good Privacy
5
 

For example, the organizations could establish a virtual private network (VPN) to encrypt the 

communications between their mail servers over the Internet. Unlike methods that can only 

encrypt a message body, a VPN can encrypt entire messages, including email header information 

such as senders, recipients, and subjects. In some cases, organizations may need to protect header 
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information. However, a VPN solution alone cannot provide a message signing mechanism, nor 

can it provide protection for email messages along the entire route from sender to recipient. 

1.7.7 Multipurpose Internet Mail Extensions (MIME) 

MIME transforms non-ASCII data at the sender's site to Network Virtual Terminal (NVT) ASCII 

data and delivers it to client's Simple Mail Transfer Protocol (SMTP) to be sent through the 

Internet. The server SMTP at the receiver's side receives the NVT ASCII data and delivers it to 

MIME to be transformed back to the original non-ASCII data. 

1.7.8 Message Authentication Code 

A Message authentication code (MAC) is a cryptography method that uses a secret key to 

encrypt a message. This method outputs a MAC value that can be decrypted by the receiver, 

using the same secret key used by the sender. The Message Authentication Code protects both a 

message's data integrity as well as its authenticity. 

1.7.9 Firewall 

Firewalls is network security system that monitors the incoming and outgoing network traffic 

and allow or deny the packets based on predetermined security rules. A firewall typically 

establishes a barrier between a trusted, secure internal network and another outside network, 

such as the Internet, that is assumed to not be secure or trusted. 

In broader terms firewalls are of two types. 

a. Network firewalls  

b. Host-based firewalls. 

1.7.10 Malicious Software 

A computer user can be tricked or forced into downloading software onto a computer that is of 

malicious intent. Such software comes in many forms, such as viruses, Trojan horses, spyware, 

and worms. 

¶ Malware, short for malicious software, is any software used to disrupt computer 

operation, gather sensitive information, or gain access to private computer systems. 

Malware is defined by its malicious intent, acting against the requirements of the 

computer user, and does not include software that causes unintentional harm due to some 

deficiency. The term badware is sometimes used, and applied to both true (malicious) 

malware and unintentionally harmful software. 

¶ A botnet is a network of zombie computers that have been taken over by a robot or bot 

that performs large-scale malicious acts for the creator of the botnet. 

¶ Computer Viruses are programs that can replicate their structures or effects by infecting 

other files or structures on a computer. The common use of a virus is to take over a 

computer to steal data. 

¶ Computer worms are programs that can replicate themselves throughout a computer 

network, performing malicious tasks throughout. 



 

 

 

 

¶ Ransom ware is a type of malware which restricts access to the computer system that it 

infects, and demands a ransom paid to the creator(s) of the malware in order for the 

restriction to be removed. 

¶ Scare ware is scam software with malicious payloads, usually of limited or no benefit, 

that are sold to consumers via certain unethical marketing practices. The selling approach 

uses social engineering to cause shock, anxiety, or the perception of a threat, generally 

directed at an unsuspecting user. 

¶ Spyware refers to programs that surreptitiously monitor activity on a computer system 

and report that information to others without the user's consent. 

¶ A Trojan horse, commonly known as a Trojan, is a general term for malicious software 

that pretends to be harmless, so that a user willingly allows it to be downloaded onto the 

computer. 

1.7.11 Denial of Service Attack 

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) is 

an attempt to make a computer resource unavailable to its intended users. Although the means to 

carry out, motives for, and targets of a DoS attack may vary, it generally consists of the 

concerted efforts to prevent an Internet site or service from functioning efficiently or at all, 

temporarily or indefinitely. According to businesses who participated in an international business 

security survey, 25% of respondents experienced a DoS attack in 2007 and 16.8% experienced 

one in 2010. 

1.7.12 Phishing 

Phishing is another common threat to the Internet. "SA, the Security Division of EMC, 

announced the findings of its January 2013 Fraud Report, estimating the global losses from 

Phishing at $1.5 Billion in 2012." Filter evasion, website forgery, phone phishing, Covert 

Redirect are some well-known phishing techniques. 

Hackers use a variety of tools to conduct phishing attacks. They create forged websites that 

pretend to be other websites in order for users to leave their personal information. These hackers 

usually host these sites on legitimate hosting services using stolen credit cards while the last 

trend is to use a mailing system and finding a mailing list of people which they can try and fraud. 

1.7.13 Application Vulnerabilities 

Applications used to access Internet resources may contain security vulnerabilities such as 

memory safety bugs or flawed authentication checks. The most severe of these bugs can give 

network attackers full control over the computer. Most security applications and suites are 

incapable of adequate defence against these kinds of attacks. 

 

1.8 SUMMARY 
1. Policies are set with the objectives of reduced risk, compliance with laws & regulations, 

& assurance of operational continuity, information integrity, & confidentiality. 



 

 

 

 

2. Policies are important reference documents for internal audits & for resolution of legal 

disputes about managementôs due diligence. 

3. Security policy communicates a coherent security standard to users, management and 

technical staff.  

4. A security policy can be an organizational policy, an issue-specific policy, or a system-

specific policy.  

5. In an organizational security policy, management establishes how a security program will 

be set up, lays out the programôs goals, assigns responsibilities, shows the strategic and 

tactical value of security, and outlines how enforcement should be carried out. 

6. Physical security encompasses different threats, vulnerabilities and risks which should be 

addressed by organization to keep themselves secure. 

7. Economic security or financial security is the condition of having stable income or other 

resources to support a standard of living now and in the foreseeable future. 

8. Data which is at rest is protected by applying secure encryption on hard drive/pen drive 

and data at transit can be protected by communicating using secure channel which again 

uses encryption and this provides online security. 

 

1.9. CHECK YOUR PROGRESS 
1. _____________ are also known to be first layer of defence. 

2. _____________ security describes security measures that are designed to deny 

unauthorized access to facilities, equipment and resources, and to protect personnel and 

property from damage or harm (such as espionage, theft, or terrorist attacks). 

3. If _________ is accepted then there is no control deployed and if it is to be treated then 

control is required for treatment.   

4. MCA stands for ___________________.  

5. __________ is network security system that monitors the incoming and outgoing network 

traffic and allow or deny the packets based on predetermined security rules.  

6. MIME stands for _________________________. 

 



 

 

 

 

1.10 ANSWERS TO CHECK YOUR PROGRESS 
1. Policies 

2. Physical 

3. Risk 

4. Message authentication code 

5. Firewalls 

6. Multipurpose Internet Mail Extensions 

1.11 MODEL QUESTIONS 
1 What are the basic elements of policy? 

2 What are types of security policy? 

3 List out the ways to make policies more effective? 

4 List out five basic differences between policies and procedures? 

5 What is physical security? 

6 Explain IP Sec? 

7. Explain working of PGP in detail along with diagram? 

8. Differentiate between Malware, Botnet, Virus and Worms? 

  



 

 

 

 

UNIT II:CYBER CRIME AND DIFFERNET MODES OF 

ATTACKS  

2.1 LEARNING OBJECTIVES 
After going through this unit, you will be able to: 

¶ Know the basic terminologies of attacks 

¶ Definition of word cyber crime  

¶ How to report a cyber crime  

¶ Differentiate between insider and outsider attacks 

¶ Define attacks 

2.2 INTRODUCTION
 

Attack is any attempt to destroy, expose, alter, disable, steal, gain unauthorized access, or to 

make unauthorized use of an asset
6
. There are many definition of an attack found in literature. 

Some of the popular ones are: 

a. Internet Engineering Task Force defines attack: An assault on system security that 

derives from an intelligent threat, i.e., an intelligent act that is a deliberate attempt 

(especially in the sense of a method or technique) to evade security services and violate 

the security policy of a system. 

b. Committee on National Security Systems of United States of America defines an attack 

as: Any kind of malicious activity that attempts to collect, disrupt, deny, degrade, or 

destroy information system resources or the information itself. 

 

The increasing dependencies of modern society on information and computers networks (both in 

private and public sectors, including military) have led to new terms like cyber-attack 

and Cyberwarfare. 

 

It further defines ñAn attack, via cyberspace, targeting an enterpriseôs use of cyberspace for the 

purpose of disrupting, disabling, destroying, or maliciously controlling a computing 

environment/infrastructure; or destroying the integrity of the data or stealing controlled 

information.ò 

 

Cyber-attacks can range from installing spyware on a PC to attempts to destroy the infrastructure 

of entire nations. Cyber-attacks have become increasingly sophisticated and dangerous as 

the Stuxnet worm recently demonstrated.  
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2.2.1 Glossary 

The term attack relates with some other basic security terminologies as shown in the Figure 4 

below. The current section defines some of the terms used frequently in context of cyber 

security. 

a. Asset: An asset is defined as any physical or logical resource. 

b. Vulnerability: It is a weakness which allows an attacker to reduce a system's information 

assurance. 

c. Threat: A threat can be either "intentional" (i.e., intelligent; e.g., an individual cracker or 

a criminal organization) or "accidental" (e.g., the possibility of a computer 

malfunctioning, or the possibility of a natural disaster such as an earthquake, a fire, or 

a tornado) or otherwise a circumstance, capability, action, or event. 

d. Threat Agent:  System entity that performs a threat action, or an event that results in 

a threat action. Examples of threat agents are malicious hackers, organized 

crime, insiders (including system administrators and developers), terrorists, and nation 

states. 

e. Confidentiality, Integrity and Availability(CIA): A resource (both physical and logical), 

called an asset, can have one or more vulnerabilities that can be exploited by 

a threat agent in a threat action. The result can potentially compromises 

the Confidentiality, Integrity and Availability properties of resources (potentially different 

that the vulnerable one) of the organization and others involved parties (customers, 

suppliers). 

 

 

Figure 4: Risk factors of the risk scenario
7
 

2.3 TYPES OF ATTACKS
 

An attack can be active or passive.  

a. Active attack: It is defined as an attempt to alter system services/resources or affect the 

operation they performing. 
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b. Passive attack: It is defined as an attempt to learn or make use of information which was 

gathered from the system, but it does not affect the system resources. 

The attacks can be classified according to their origin. Based on whether the attacker is from 

inside or outside the organization, an attack can further be classified as: 

a. An "inside attack" is an attack initiated by an entity inside the security perimeter (an 

"insider"), i.e., an entity that is authorized to access system resources but uses them in a 

way not approved by those who granted the authorization. It can be any disgruntled 

employee who wants to attack on the system. 

b. An "outside attack" is initiated from outside the perimeter, by an unauthorized or 

illegitimate user of the system (an "outsider"). In the Internet, potential outside attackers 

range from amateur pranksters to organized criminals, international terrorists, and hostile 

governments. 

An attack usually is perpetrated by someone with bad intentions; Black hated attacks falls in this 

category. An Ethical Hacker performs Penetration testing on an organization information system 

to find out if all foreseen controls are in place. It can also be classified based on the fact whether 

the attack is conducted using one or more computers in the last case is called a distributed attack. 

Botnet are used to conduct distributed attacks. 

Other classifications are according to the procedures used or the type of vulnerabilities exploited. 

Attacks can be concentrated on network mechanisms or host features. 

Some attacks are physical: i.e. theft or damage of computers and other equipment. Others are 

attempts to force changes in the logic used by computers or network protocols in order to achieve 

unforeseen (by the original designer) result but useful for the attacker. Software used to for 

logical attacks on computers is called malware. 

The following is a partial short list of attacks: 

¶ Passive 

o Network 

- Wiretapping 

- Port scanner 

- Idle scan 

¶ Active 

o Denial-of-service attack 

o Spoofing 

o Network 

- Man in the middle 

- ARP poisoning 

- Ping flood 

- Ping of death 



 

 

 

 

- Smurf attack 

 

o Host 

- Buffer overflow 

- Heap overflow 

- Stack overflow 

- Format string attack 

2.3.1 Insider Attack  

An insider attack is a malicious attack perpetrated on a network or computer system by a person 

with authorized system access such as employees, former employees, contractors or business 

associates, who have inside information concerning the organization's security practices, data 

and computer systems. 

Insiders that perform attacks have a trenchant advantage over external attackers because they 

have authorized system access and also familiar with network architecture and system 

policies/procedures. In addition, there may be less security against insider attacks because many 

organizations focus on protection from external attacks. 

Knowing who is an insider is the first step to classifying internal attacks, and understanding what 

constitutes an insider attack will be the next step. Some common attacks made by employees, 

contractors, or students are: 

¶ Making an unintentional mistake. 

¶ Trying to accomplish needed tasks ï for example, in a cause in which the system does not 

support a particular action or the insider is blocked from accessing certain data, the 

insider may try workarounds to accomplish the same thing. 

¶ Trying to make the system do something for which it was not designed, as a form of 

innovation to make the system more useful or usable. 

¶ Checking the system for weaknesses, vulnerabilities or errors, with the intention of 

reporting the problems. 

¶ Acting with the intention of causing harm, for reasons such as fame, greed, capability, 

divided loyalty or delusion. 

 

2.3.1.1 Types of Insider Attack 

a. Compromised actors: Insiders with access credentials or computing devices that have 

been compromised by an outside threat actor. These insiders are more challenging to 

address since the real attack is coming from outside, posing a much lower risk of being 

identified. 

b. Unintentional actors: Insiders who expose data accidentally, such as an employee who 

accesses company data through public Wi-Fi without the knowledge that itôs unsecured. 



 

 

 

 

A large number of data breach incidents result from employee negligence towards 

security measures, policies, and practices. 

c. Emotional Attackers: Insiders who steal data or destroy company networks 

intentionally, such as a former employee who injects malware or logic bomb in corporate 

computers on his last day at work. 

d. Tech savvy actors: Insiders who react to challenges. They use their knowledge of 

weaknesses and vulnerabilities to breach clearance and access sensitive information. 

Tech savvy actors can pose some of the most dangerous insider threats, and are likely to 

sell confidential information to external parties or black market bidders. 

 

2.3.1.2 How to prevent Insider Attack  

If you consider the full attack path of an external hacker, the first step is to gain internal access. 

Usually organisations expend an extra ordinary amount of resources on protecting their edge 

specifically to counter insider threats. Every organisation need to create an effective security 

policy is understand your attack surface. Below are the steps for preventing insider attack: 

a. Step 1: The first step in protecting a companyôs assets from internal attacks is to identify 

and classify what those assets are and what controls are currently in place to protect those 

assets.  If a companyôs most important asset is money, then it will be important to note its 

physical location, how it is accessed, how it is guarded, who currently protects it, how 

much of it exists, and how the amount is recorded and maintained safe from alteration.  

If the most important asset is data, it will be important to note what form is it stored in 

(electronic or physical), where it is stored (on a server, in a file cabinet), how it is 

accessed (over the network, physically opening a file cabinet), who has access to it 

(employees, managers), how changes are logged, and what controls are in place to secure 

it (usernames & passwords, lock & key). After identifying the assets and all the means of 

accessing them, the company should determine who, within the company, has access to 

these assets. This list should be reviewed and re-evaluated against job roles to ensure that 

only those employees that actually need access to conduct their daily responsibilities 

continue to have access. For all other employees, regardless of rank or managerial 

influence, their access should be removed. 

b. Step 2- Assigning Owners: Classify your information so you can design and implement 

the proper controls for different types of data. The owner should be typically a senior 

ranking official, who have a solid understanding of the high level business processes but 

he/she should not be involved in the daily routine of operations or maintenance. 

The owner should be responsible for making decisions about the assets including who 

should have access to them, and for what purpose. The information supervisor should be 

responsible for the maintenance and administration of the assets. The supervisor should 

follow the directives of the information owner and provides the operational and security 

aspects of maintaining the asset. If the owner defines the ñwhat and whoò, the supervisor 

provides the ñhowò. 



 

 

 

 

c. Step 3- Recognize Suspicious behaviour: It is difficult to prevent a malicious attack 

from a motivated insider, there are ways to spot bad behaviour before it becomes a big 

problem. Each employee has logical patterns of information usage, and the organization 

should look for abnormal usage and investigate when this occurs. For example, if an 

employee looks at 50 customer accounts each day and then one day looks at 100 or more, 

there is a potential issue that should be investigated. You always need to understand if 

unusual behaviour is warranted or malicious. Identifying potential issues or unauthorized 

changes requires logging or record keeping of all changes so as to be able to identify who 

made the change, when it happened, and the details of the changes. 

d. Step 4- File Sharing on internal network: Most common vulnerabilities of companies 

is caused by their inherent desire to share everything internally. When members of a team 

want to communicate or share files with each other, they will create a folder on an 

internal file server, give it their teamôs name, and begin sharing files. Although we like to 

believe our employees are inherently good, it is not good practice to leave the bank vault 

completely unlocked. As with network file shares, if the Finance and Accounting team 

creates a folder that has employee or customer banking information in it, does this really 

need to be visible to everyone? 

e. Step 5: Permission Allotment 

A small company may have one employee tasked with multiple jobs. As the company 

grows this employee will begin to delegate his responsibilities to new employees, thereby 

reducing his access requirements to specific assets. The trouble is, many companies focus 

their efforts on providing access to their employees and do not focus on removing access 

or ensuring alignment with actual job responsibilities.If an employee started out as a 

database developer and was promoted after three years to manager and then three years 

later to director of operations, it is likely that their access requirements would be 

significantly different today versus when they started. But there are many directors and 

vice presidents that still possess their same permissions that they had when they started 

with the company. This can pose a significant risk to a company if that VP or director 

becomes disgruntled or didnôt get that raise they were expecting. 

f. Step 6: Data Portablity 

The Internet provides a backbone of communication for legitimate business use but also 

facilitates employees sending internal information outside the company. This can be 

accomplished by email, file transfer protocol, instant messaging, or even over the web via 

hypertext transfer protocol (HTTP). Along with relying on networks to send and receive 

data, employees can also take advantage of local data portability from their desktop or 

laptop via CD/DVD burners or even USB thumb drives. While the devices may simplify 

the transfer of data between machines, their use also increases the risk of data theft. 

Employees with access to the companyôs intellectual property may rationalize the transfer 

from their work machines to their home systems to work at home. The problem is that 



 

 

 

 

once the data leaves a company computer, the company can no longer ensure the security 

or legitimate use of the data. 

g. Step 6: Manage Incident Response 

Incident response is a very tricky and precise job. Even a small mistake can lead to major 

pieces of evidence being lost or some other evidence being tainted in a way that makes it 

inadmissible in court. If your security team is not trained and certified in incident 

response, you should have a relationship with an organization that is and call them as 

soon as you identify a problem. Theyôll likely want to get on the ground immediately. 

2.3.2 Outsider Attack 

Outsider threat occurs when an individual or a group seeks to gain protected information by 

infiltrating and taking over profile of a trusted user from outside the organization.
 

Attacks perpetrated by adversaries that do not have access to direct access to any of the 

authorized nodes in the network. However, the adversary may have access to the physical 

medium, particularly if we are dealing with wireless networks. Therefore, attacks such as replay 

messages and eavesdropping fall into this classification. However, coping with this attack is 

fairly easy by using traditional security techniques such as encryption and digital signatures. 

Malicious attackers use various method, tools, and techniques to enter, disrupt, and steal 

information from a system. 

2.3.2.1 Types of Outsider Attack 

a. E-mail Hacking: The most common mail transfer protocols (SMTP, POP3, IMAP4) do 

not typically include provisions for reliable authentication as part of the core protocol, 

allowing e-mail messages to be easily forged. Although extensions to these basic 

protocols do exist, the decision whether to use them needs to be established as part of the 

mail server administration policy. Some of the extensions use a previously established 

means of authentication while others allow the client and server to negotiate a type of 

authentication that both ends support. 

b. Social Engineering: It can be used both by outsiders and by people within an 

organization. Social engineering is a hacker term for tricking people into revealing their 

password or some form of security information. A common example of social 

engineering would be where a hacker sends e-mail to an employee, claiming to be an 

administrator who needs the employee's password to do some administrative work. The 

normal user who has not been taught about security might not know the difference 

between the actual administrator and the imposter administrator, especially in a large 

organization. 

"Shoulder surfing" is also common among hackers and users who wish to learn 

someone's password. In this case, they hang around a user's desk, talking and waiting for 

the user to type in a password. Users should be informed not to type in their passwords in 

front of others or, if they have and suspect that someone else now has their password, that 

they should change the password immediately. Another form of social engineering is 



 

 

 

 

guessing a user's password. When people can learn things about certain users' personal 

and social lives, they can use this against them. For example, users might choose a 

daughter or son's name or birth date or a friend's name as a password. Users also often 

use passwords that they can read on their desks or on posters in the work area.  

c. Intrusion Attacks:  This often happens when attackers use known vulnerabilities in the 

network. In updateable systems, administrators may not have or take the time to install all 

the necessary patches in a large number of hosts.  

Users may also demand network services and protocols that are known to be flawed and 

subject to attack. For example, a user might ask, "Why can't I just FTP the files down?" It 

is very important that security policies deal not only with end-user demands but also with 

the threats and vulnerabilities associated with those demands. Realistically, however, it is 

seldom possible to remove all vulnerabilities. 

d. Denial-of-Service Attacks: DoS attacks are designed to prevent legitimate use of a 

service. Attackers achieve this by flooding a network with more traffic than it can handle. 

Examples of this include: 

¶ Saturating network resources, thereby preventing users from using network resources. 

¶ Disrupting connections between two computers, preventing communications between 

services. 

¶ Preventing a particular individual from accessing a service. 

¶ Disrupting services to a specific system or client. 

DoS attacks flood a remote network with an enormous amount of protocol packets. 

Routers and servers eventually become overloaded by attempting to route or handle each 

packet. Within minutes, network activity exponentially rises and the network stops 

responding to normal traffic and service requests from clients. This is also known as a 

network saturation attack or bandwidth consumption attack. Attackers strike with various 

tools, including Trin00 and Tribe Flood Network (TFN, TFN2K).
5
 

2.3.2.2 How to prevent Outsider Attack 

For many a system is a hub of significant documents, files, and applications, but there is always a 

risk of losing the important files because of outside threat
8
. Outside threats have become a big 

concern for all users, especially those who use the internet regularly. Starting from damage to 

your system to cyber crime like identity theft, outside threats pose many dangers to your system. 

However, the silver lining to this concern is the presence of ways to protect and guard your 

system from these threats. You do not need to be a computer wizard to do this, as you just have 

to follow some simple steps. When it comes to computer security, you have to look after many 

aspects such as risk analysis, kinds of threats, security policy, and then come protection 

techniques. Viruses, keylogging, worms and phishing attacks are all around your system to 

damage it, but there are ways through which you can assure the security of your system. The 

main ways of computer security includes: 
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Á Antivirus programs, which can scan and keeps you alert about viruses 

Á Firewall of your system, which can be configured for enabling you to transfer selected 

information between your system and internet. 

Á Backup is another way of protecting your important files and documents, as this helps to 

restore lost files because of virus attack. 

 

Things to remember 

Apart from the main security options for your data, there are some more points that you should 

keep in mind. These are as follows: 

Á Indentify the symptoms of threats, so that you can take proper measures to tackle them 

Á Keep the virus database of your antivirus program updated 

Á Scan your system once in a week, to look out for new bugs 

Á Be alert of emails that ask for personal information 

Á Scan USB devices that you use for transferring data 

Á Keep your web browser and OS up to date 

 

2.4 CYBER CRIME 
Study of Cybercrime ï Analysis of criminal law and criminal procedure in the context of the 

Internet or computer networks. The computer may have been used in the commission of a crime, 

or it may be the target.  

Netcrime refers, more precisely, to criminal exploitation of the Internet. Issues surrounding this 

type of crime have become high-profile, particularly those surrounding hacking, copyright 

infringement, identity theft, child pornography, and child grooming. There are also problems 

of privacy when confidential information is lost or intercepted, lawfully or otherwise
9
. 

Cyber-crimes have gone beyond conventional crimes and now have threatening ramifications to 

the national security of all countries, even to technologically developed countries as the United 

States. According to a publication in which states that ñthe adoption by all countries of 

appropriate legislation against the misuse of Information and Communication Technology (ICT), 

for criminal or other purposes, including activities intended to affect the integrity of national 

critical information infrastructures, is central to achieving global cyber securityò. Professor 

Augustine Odinma states that ñcyber-crime is any illegal acts perpetrated in, on or through the 

internet with the intent to cheat, defraud or cause the malfunction of a network device, which 

may include a computer, a phones, etc. The illegal act may be targeted at a computer network or 

devices e.g., computer virus, denial of service attacks (DOS), malware (malicious code). the 

                                                 
9
 http://cert-in.org.in/ 

 



 

 

 

 

illegal act may be facilitated by computer network or devices with target independent of the 

computer network or deviceò. 

2.4.1 Overview of Cyber Crime 

Cyber-space refers to the boundless space known as the internet. It refers to the interdependent 

network of information technology components that underpin many of our communications 

technologies in place today. Cyber security is the collection of tools, policies, security concepts, 

security safeguards, guidelines, risk management approaches, actions, training, best practices, 

assurance and technologies that can be used to protect the cyber environment and organization 

and userôs assets. Organization and userôs assets include connected computing devices, 

personnel, infrastructure, applications, services, telecommunications systems, and the totality of 

transmitted and/or stored information in the cyber environment. Cyber security strives to ensure 

the attainment and maintenance of the security properties of the organization and userôs assets 

against relevant security risks in the cyber environment. 

2.4.2 Categories of Cyber Crime
10

 

Hacking: Hackers make use of the weaknesses and loop holes in operating systems to destroy 

data and steal important information from victim's computer. It is normally done through the use 

of a backdoor program installed on your machine. A lot of hackers also try to gain access to 

resources through the use of password hacking software. Hackers can also monitor what you do 

on your computer and can also import files on your computer. A hacker could install several 

programs on to your system without your knowledge. Such programs could also be used to steal 

personal information such as passwords and credit card information. Important data of a 

company can also be hacked to get the secret information of the future plans of the company. 

Cyber-Theft:  Cyber-Theft is the use of computers and communication systems to steal 

information in electronic format. Hackers crack into the systems of banks and transfer money 

into their own bank accounts. This is a major concern, as larger amounts of money can be stolen 

and illegally transferred. Credit card fraud is also very common. Most of the companies and 

banks don't reveal that they have been the victims of cyber -theft because of the fear of losing 

customers and shareholders. Cyber-theft is the most common and the most reported of all cyber-

crimes. Cyber-theft is a popular cyber-crime because it can quickly bring experienced cyber-

criminal large cash resulting from very little effort 

Viruses and worms: Viruses and worms are very major threat to normal users and companies. 

Viruses are computer programs that are designed to damage computers. It is named virus 

because it spreads from one computer to another like a biological virus. A virus must be attached 

to some other program or documents through which it enters the computer. A worm usually 

exploits loop holes in software's or the operating system. Trojan horse is dicey. It appears to do 

one thing but does something else. The system may accept it as one thing. Upon execution, it 
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may release a virus, worm or logic bomb. A logic bomb is an attack triggered by an event, like 

computer clock reaching a certain date. Chernobyl and Melissa viruses are the recent examples. 

Experts estimate that the Mydoom worm infected approximately a quarter-million computers in a 

single day in January 2004. Back in March 1999, the Melissa virus was so powerful that it forced 

Microsoft and a number of other very large companies to completely turn off their e-mail 

systems until the virus could be contained. 

Spammingï involves mass amounts of email being sent in order to promote and advertise 

products and websites.  Email spam is becoming a serious issue amongst businesses, due to the 

cost overhead it causes not only in regards to bandwidth consumption but also to the amount of 

time spent downloading/ eliminating spam mail. Spammers are also devising increasingly 

advanced techniques to avoid spam filters, such as permutation of the emails contents and use of 

imagery that cannot be detected by spam filters. 

Financial Fraud- These are commonly called ñPhishingô scams, and involve a level of social 

engineering as they require the perpetrators to pose as a trustworthy representative of an 

organization, commonly the victimôs bank. 

Identity Theft, Credit Card Theft, Fraudulent Electronic Mails (Phishing):  Phishing is an 

act of sending an e-mail to a user falsely claiming to be an established legitimate enterprise in 

order to scam the user into surrendering private information that will be used for identity theft. 

Cyber harassment- is electronically and intentionally carrying out threatening acts against 

individuals. Such acts include cyber-stalking. 

Cyber laundering- is an electronic transfer of illegally-obtained monies with the goal of hiding 

its source and possibly its destination. 

Website Cloning: One recent trend in cyber-crime is the emergence of fake ócopy-catô web sites 

that take advantage of consumers what are unfamiliar with the Internet or who do not know the 

exact web address of the legitimate company that they wish to visit. The consumer, believing 

that they are entering credit details in order to purchase goods from the intended company, is 

instead unwittingly entering details into a fraudsterôs personal database. The fraudster is then 

able to make use of this information at a later stage, either for his own purposes or to sell on to 

others interested in perpetrating credit card fraud. 

2.4.3 Challenges of Cyber Crime 

Domestic and international law enforcement:  A hostile party using an Internet connected 

computer thousands of miles away can attack internet- connected computers in any country as 

easily as if he were next door. It is often difficult to identify the perpetrator of such an attack, and 

even when a perpetrator is identified, criminal prosecution across national boundaries is 

problematic. 



 

 

 

 

Lack of Infrastructure : Proper monitoring and arrest calls for sophisticated state of the art 

Information and Communication Technology devices. 

Lack of National Functional Databases: National database could serve as a means of tracking 

down the perpetrators of these heinous acts by checking into past individual records and tracing 

their movements. 

Proliferation of Cybercafés: As a means of making ends meet, many entrepreneurs have taken 

to establishment of cybercafés that serve as blissful havens for the syndicates to practice their 

acts through night browsing service they provide to prospective customers without being guided 

or monitored. 

Porous Nature of the Internet: The Internet is free for all with no central control. Hence, the 

state of anarchy presently experienced. 

2.4.4 Complexities of Cybercrime 

The speed and power of modern information technology complicates the detection and 

investigation of computer crimes. For example, communications networks now span the globe 

and a small personal computer can easily connect to sites that are located in different 

hemispheres or continents. This raises very significant problems in terms of jurisdiction, 

availability of evidence, co-ordination of the investigation and the legal framework(s) that can be 

applied to criminal acts that occur in this context. 

New technologies create new concepts that have no legal equivalence or standing. Nevertheless, 

a virus utilizes the resources of the infected system without the ownerôs permission. Hence, even 

a benign virus may be variously interpreted as a system penetration, a piece of electronic graffiti 

or simply a nuisance prank. The major point however, is that the legal system and therefore the 

definition of computer crime itself is reactive and unable to encompass behaviors or acts that 

involve new computational concepts. 

Information has several unique and abstract properties - for example its capacity to still be in the 

ownerôs possession after it has been copied or stolen. The last decade has seen the legal system 

struggle with the implications of this in a computer based context. Clearly, conventional notions 

of copyright, patent rights and theft have been strained when applied to software and computer 

based information, basically because existing concepts of theft and break-in for example, relate 

to common notions of permanent deprivation or removal (theft) or physical damage (break-ins). 

A related property of digital information is the ease and extent to which it can be transformed 

and translated. That is, a piece of information (i.e., a program) can be represented in a huge 

variety of informational forms. It can be represented as program text (source code), executable 

code (binaries), or it can be transformed in a large number of ways - mathematically, by 

encryption, or by conversion to say a holographic image or a piece of music. As long as the 

method(s) of transformation are known, the music, image, or encrypted text can be translated 



 

 

 

 

back to its original form. Therefore, the informational form in which information exists may 

eventually have no legal status. Instead, some measure of its value or functionality as 

information itself may eventually determine its legal and commercial position. 

This malleability of information has implications in terms of system break-ins where information 

may not be destroyed (as in corrupted or erased) but is encrypted or made temporarily 

inaccessible. Such actions can hardly be classified as theft or even malicious damage. 

2.4.5 Effects of Cyber Crime 

Financial loss: Cybercriminals are like terrorists or metal thieves in that their activities impose 

disproportionate costs on society and individuals. 

Loss of reputation: Most companies that have been defrauded or reported to have been faced 

with cybercriminal activities complain of clients losing faith in them. 

Reduced productivity: This is due to awareness and more concentration being focused on 

preventing cybercrime and not productivity. Vulnerability of their Information and 

Communication Technology (ICT) systems and networks. 

2.4.6 Solutions to cybercrime 

Education: Cybercrime is difficult to prove as it lacks the traditional paper audit trail, which 

requires the knowledge of specialists in computer technology and internet protocols; hence We 

need to educate citizens that if they are going to use the internet, they need to continually 

maintain and update the security on their system. We also need to educate corporations and 

organizations in the best practice for effective security management. For example, some large 

organizations now have a policy that all systems in their purview must meet strict security 

guidelines. Automated updates are sent to all computers and servers on the internal network, and 

no new system is allowed online until it conforms to the security policy. 

Establishment of Programs and IT Forums for Youths: Since the level of unemployment in 

the country has contributed significantly to the spate of e-crime, the government should create 

employments for these youths and set up IT laboratories/forum where these youths could come 

together and display their skills. This can be used meaningfully towards developing IT at the 

same time they could be rewarded handsomely for such novelty. 

Address Verification System: Address Verification System (AVS) checks could be used to 

ensure that the address entered on your order form matches the address where the cardholderôs 

billing statements are mailed. 

Interactive Voice Response (IVR) Terminals: This is a new technology that is reported to 

reduce charge backs and fraud by collecting a ñvoice stampò or voice authorization and 

verification from the customer before the merchant ships the order. 



 

 

 

 

IP Address tracking: Software that could track the IP address of orders could be designed. This 

software could then be used to check that the IP address of an order is from the same country 

included in the billing and shipping addresses in the orders. 

Use of Video Surveillance Systems: The problem with this method is that attention has to be 

paid to human rights issues and legal privileges. 

Antivirus and Anti spyware Software: Antivirus software consists of computer programs that 

attempt to identify, thwart and eliminate computer viruses and other malicious software. Anti-

spy wares are used to restrict backdoor program, Trojans and other spy wares to be installed on 

the computer. 

Firewalls: A firewall protects a computer network from unauthorized access. Network firewalls 

may be hardware devices, software programs, or a combination of the two. A network firewall 

typically guards an internal computer network against malicious access from outside the 

network. 

Cryptography:  Cryptography is the science of encrypting and decrypting information. 

Encryption is like sending a postal mail to another party with a lock code on the envelope which 

is known only to the sender and the recipient. A number of cryptographic methods have been 

developed and some of them are still not cracked. 

Cyber Ethics and Cyber legislation Laws: Cyber ethics and cyber laws are also being 

formulated to stop cyber-crimes. It is a responsibility of every individual to follow cyber ethics 

and cyber laws so that the increasing cyber-crimes will reduce. Security software like anti 

viruses and anti-spy wares should be installed on all computers, in order to remain secure from 

cyber-crimes. Internet Service Providers should also provide high level of security at their 

servers in order to keep their clients secure from all types of viruses and malicious programs. 

Access Device Fraud Statutes: 18 U.S.C. § 1029 outlines 10 different offenses under which an 

offender could violate concerning device fraud. These offenses include: 

¶ Knowingly trafficking in a counterfeit access device 

¶ Trafficking the counterfeit access device with the intention to committing fraud 

¶ Possessing more than 15 devices with the purpose to defraud 

¶ Production/possession/trafficking in equipment to create access devices if the intent is to 

defraud 

¶ Receiving payment from an individual in excess of $1,000 in a one-year period who was 

found using illegal access devices 

¶ Solicitation of another individual with offers to sell illegal access devices 

¶ Distributing or possessing an altered telecommunication device for the purpose of 

obtaining unauthorized telecommunication services 

¶ Production, possession, or trafficking in a scanning receiver 



 

 

 

 

¶ Using or possessing a telecommunication device that has been knowingly altered to 

provide unauthorized access to a telecommunication service 

¶ Using a credit card which was illegally obtained and used to purchase goods and services. 

2.5 HOW TO REPORT AN INCIDENT 
A computer security incident is any adverse event whereby some aspect of a computer system is 

threatened like loss of confidentiality, disruption of data or system integrity, denial of service 

availability. 

Any organisation or corporate using computer systems and networks may be confronted with 

security breaches or computer security incidents. By reporting such computer security incidents 

to CERT-In the System Administrators and users will receive technical assistance in resolving 

these incidents. This will also help the CERT-In to correlate the incidents thus reported and 

analyze them; draw inferences; disseminate up-to-date information and develop effective 

security guidelines to prevent occurrence of the incidents in future. 

System Administrators can report an adverse activity or unwanted behaviour which they may 

feel as an incident to CERT-In.  

They may use the following channels to report the incident. 

¶ E-mail : incident@cert-in.org.in 

¶ Helpdesk :  +91-1800-11-4949 

¶ Fax: +91-1800-11-6969 

 

The following information (as much as possible) should be provided while reporting the incident. 

 

¶ Time of occurrence of the incident  

¶ Information regarding affected system/network  

¶ Symptoms observed  

¶ Relevant technical information such as security systems deployed, actions taken to 

mitigate the damage etc. 

 

CERT-In will then analyse the information provided by the reporting authority and identify the 

existence of an incident. In case it is found that an incident has occurred, a tracking number will 

be assigned to the incident. Accordingly, the report will be acknowledged and the reporting 

authority will be informed of the assigned tracking number. CERT-In will designate a team as 

needed.  

The designated team will assist the concerned System Administrator in following broad aspects 

of incident handling: 

Identif ication: to determine whether an incident has occurred, if so analyzing the nature of such 

incident, identification and protection of evidence and reporting of the same.  



 

 

 

 

Containment: to limit the scope of the incident quickly and minimise the damage  

Eradication: to remove the cause of the incident  

Recovery: taking steps to restore normal operation 

 

CERT-In will provide support to the System Administrators in identification, containment, 

eradication, and recovery during the incident handling in the form of advice.  

 

2.6 SUMMARY 
1. Attack is any attempt to destroy, expose, alter, disable, steal, gain unauthorized access, or 

to make unauthorized use of an asset. 

2. The increasing dependencies of modern society on information and computers networks 

(both in private and public sectors, including military) have led to new terms like cyber-

attack and Cyberwarfare. 

3. An attack usually is perpetrated by someone with bad intentions. 

4. The attacks can be classified according to their origin. Based on whether the attacker is 

from inside or outside the organization. 

5. Insiders that perform attacks have a trenchant advantage over external attackers because 

they have authorized system access and also familiar with network architecture and 

system policies/procedures.  

6. In addition, there may be less security against insider attacks because many organizations 

focus on protection from external attacks. 

7. Cyber-crimes have gone beyond conventional crimes and now have threatening 

ramifications to the national security of all countries, even to technologically developed 

countries as the United States. 

8. Cyber-space refers to the boundless space known as the internet. It refers to the 

interdependent network of information technology components that underpin many of our 

communications technologies in place today. 

9. A computer security incident is any adverse event whereby some aspect of a computer 

system is threatened like loss of confidentiality, disruption of data or system integrity, 

denial of service availability. 

10. Cybercrime is difficult to prove as it lacks the traditional paper audit trail, which requires 

the knowledge of specialists in computer technology and internet protocols; hence We 

https://en.wikipedia.org/wiki/Cyberwarfare


 

 

 

 

need to educate citizens that if they are going to use the internet, they need to continually 

maintain and update the security on their system. 

2.7 CHECK YOUR PROGRESS 
1. An ___________ is defined as any physical or logical resource. 

2. _____________  a  system entity that performs a threat action. 

3. An _______ Hacker performs Penetration testing on an organization information system 

to find out if all foreseen controls are in place. 

4. _________ is the use of computers and communication systems to steal information in 

electronic format. 

5. IVR stands for _________________.  

6. ____________ is an electronic transfer of illegally-obtained monies with the goal of 

hiding its source and possibly its destination. 

2.8 ANSWERS TO CHECK YOUR PROGRESS 
1. Asset 

2. Threat agent  

3. Ethical 

4. Cyber-Theft 

5. Interactive Voice Response 

6. Cyber laundering 

2.9 MODEL QUESTIONS  
1. Define an attack? Discuss various types of attacks. 

2. What is an insider attack? Explain different types of insider attacks. 

3. How to prevent Insider attack? 

4. What is an outsider attack? Explain different types of outsider attacks. 

5. How to prevent outsider attack? 

6. What are the challenges of a cyber crime? 

7.  Define social engineering. 

8. What are the various effects of cyber crime? 

9.  Differentiate between Active & Passive Attacks? 

10.  Differentiate between inside & outside Attacks with their types?  

11. What is CIA? Explain. 



 

 

 

 

12. What is distributed attack? 

13. Define Cybercrime according to Professor Augustine Odinma? 

14. What is an incident? Write down steps to report an incident? 

15. How the designated team handle an incident. Explain briefly? 

  



 

 

 

 

UNIT III:  INTRUSION DETECTION SYSTEM 

3.1 LEARNING OBJECTIVES 
After going through this unit, you will be able to: 

¶ Know the basic terminologies of intrusion detection system 

¶ Definition of word intrusion detection system 

¶ Know the objectives of intrusion detection system 

¶ Differentiate between intrusion detection system and intrusion prevention system 

¶ Define intrusion and intruders 

¶ Difference between vulnerability scanner and intrusion detection system. 

¶ Difference between inbound and outbound network activities. 

3.2 INTRODUCTION 
An Intrusion Detection System (IDS) is a device or software application that monitors network 

or system activities for malicious activities or policy violations and produces reports to a 

management station
11

. In some cases the IDS may also respond to anomalous or malicious traffic 

by taking action such as blocking the user or source IP address from accessing the network. An 

Intrusion Prevention System(IPS) is a type of IDS that can prevent or stop unwanted traffic. The 

IPS usually logs such events and related information.
12

 

Intrusion detection provides the following:
13

 

¶ Monitoring and analysis of user and system activity 

¶ Auditing of system configurations and vulnerabilities 

¶ Assessing the integrity of critical system and data files 

¶ Statistical analysis of activity patterns based on the matching to known attacks 

¶ Abnormal activity analysis 

¶ Operating system audit 

3.2.1 Components of IDS 

There are three main components to the Intrusion detection system. 

a. Network Intrusion Detection system (NIDS)ïIt performs an analysis for a passing traffic 

on the entire subnet. Works in a promiscuous mode, and matches the traffic that is passed 

on the subnets to the library of knows attacks. Once the attack is identified, or abnormal 

behaviour is sensed, the alert can be send to the administrator. Example of the NIDS 

would be installing it on the subnet where you firewalls are located in order to see if 

someone is trying to break into your firewall. 
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b. Network Node Intrusion detection system (NNIDS) ï It performs the analysis of the 

traffic that is passed from the network to a specific host. The difference between NIDS 

and NNIDS is that the traffic is monitored on the single host only and not for the entire 

subnet. The example of the NNIDS would be, installing it on a VPN device, to examine 

the traffic once it was decrypted. This way you can see if someone is trying to break into 

your VPN device. 

c. Host Intrusion Detection System (HIDS) ï It takes a snap shot of your existing system 

files and matches it to the previous snap shot. If the critical system files were modified or 

deleted, the alert is sent to the administrator to investigate. The example of the HIDS can 

be seen on the mission critical machines that are not expected to change their 

configuration. 

The Figure 5 below shows various components of an IDS working together to provide network 

monitoring. 

 

Figure 5: An intrusion detection system
14

 

 Before discussing IDS/IPS in detail, let us first gear up with some common terminologies used 

frequently in it.  

3.2.2 Glossary 

i. Sensors- These are deployed in a network or on a device to collect data. IT detects a 

potential security breach, logs the information and signals an alert on the console or 

owner. Input is collected, organized, and then forwarded to one or more analyzers. 

ii . Analysers- Analysers in IDS collect data forwarded by sensors and then determine if an 

intrusion has actually occurred. Output from the analyzers should include evidence 

supporting the intrusion report. The analyzers may also provide recommendations and 

guidance on mitigationsteps.
2
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iii . User interface- The user interface of the IDS provides the end user a view and way to 

interact with the system. Through the interface the user can control and configure the 

system. Many user interfaces can generate reports as well. 

iv. Honeypot- In an organization where IDS is fully deployed, some administrators may 

choose to install a ñhoneypotò, essentially a system component set up as hook or decoy 

for intruders.  Honeypots can be used as the systems which warns before an attack going 

to be occurred, decoys from critical systems, and data collection sources for attack 

analyses. Honeypots are used by many vendors for research purposes, and to develop 

new intrusion signatures. Note that a honeypot should only be deployed when the 

organization has the resources to maintain it. A honeypot left unmanaged may become a 

significant liability because attackers may use a compromised honeypot to attack other 

systems. 

v. Event or Signature-based Analysis- The event, or signature-based, systems function 

much like the anti-virus software with which most people are familiar. The vendor 

produces a list of patterns that it deems to be suspicious or indicative of an attack; the 

IDS merely scan the environment looking for a match to the known patterns. The IDS can 

then respond by taking a user-defined action, sending an alert, or performing additional 

logging. This is the most common kind of intrusion detection system.
4
 

vi. Statistical Analysis- A statistical analysis system builds statistical models of the 

environment, such as the average length of a telnet session, then looks for deviations 

from ñnormalò. After over 10 years of government research, some products are just 

beginning to incorporate this technology into marketable products.
15

 

vii . Adaptive Systems- The adaptive systems start with generalized rules for the 

environment, then learn, or adapt to, local conditions that would otherwise be unusual. 

After the initial learning period, the system understands how people interact with the 

environment, and then warns operators about unusual activities. There is a considerable 

amount of active research in this area. 
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3.3 CHARACTERSTICS OF IDS 

Figure 6: The characteristics of IDS 

Detection method describes the characteristics of the analyzer. When the intrusion-detection 

system uses information about the normal behavior of the system it monitors, it will be 

considered as behavior-based. When the intrusion-detection system uses information about the 

attacks, it will be considered as knowledge-based. 

The behavior on detection describes the response of the intrusion-detection system to attacks. 

When it actively takes a necessary action to the attack by taking either corrective (closing holes) 

or pro-active (logging out possible attackers, closing down services) actions, then the type of 

intrusion-detection system is said to be active. If the intrusion-detection system simply generates 

alarms (such as paging), it is said to be passive. 



 

 

 

 

The audit source location separates intrusion-detection systems based on the kind of input 

information they analyze. This input information can be audit trails (system logs, firewall logs) 

on a host, network packets, application logs, or intruder alerts generated by other intrusion-

detection systems. 

The detection paradigm describes the detection mechanism used by the intrusion-detection 

system. Intrusion-detection systems can evaluate states (secure or insecure) or changeovers (from 

secure to insecure). 

3.4 TYPES OF IDS 
IDS come in a variety of flavors and approach the goal of detecting suspicious traffic in different 

ways. There are two main types: Network based (NIDS) and Host based (HIDS) intrusion 

detection systems.  

3.4.1 Network Intrusion Detection System 

Network Intrusion Detection Systems are placed at a strategic point or points within the network 

to monitor traffic to and from all devices on the network. It performs an analysis of passing 

traffic on the entire subnet, and matches the traffic that is passed on the subnets to the library of 

known attacks. Once an attack is identified, or abnormal behavior is sensed, the alert can be sent 

to the administrator. 

The network IDS usually has two logical components: the sensor and the management station. 

The sensor sits on a network segment, monitoring it for suspicious traffic. The management 

station receives alarms from the sensor(s) and displays them to an operator. The sensors are 

usually dedicated systems that exist only to monitor the network. They have a network interface 

in promiscuous mode, which means they receive all network traffic, not just which destined for 

their IP address, and they capture passing network traffic for analysis. If they detect something 

that looks unusual, they pass it back to the analysis station. The analysis station can display the 

alarms or do additional analysis. Some displays are simply an interface to a network 

management tool, like HP Openview, but some are custom GUIs designed to help the operator 

analyze the problem. 

3.4.2 Host based Intrusion Detection System 

Host Intrusion Detection Systems are run on individual hosts or devices on the network. A HIDS 

monitors the inbound and outbound packets from the device only and will alert the user or 

administrator of suspicious activity is detected. These frequently use the host systemôs audit and 

logging mechanism as a source of information for analysis. They look for unusual activity that is 

confined to the local host such as logins, improper file access, unapproved privilege escalation, 

or alterations on system privileges. This IDS architecture generally uses rule-based engines for 

analyzing activity; an example of such a rule might be, ñsuper-user privilege can only be attained 

http://linux.about.com/cs/linux101/g/IDS__intrusion_.htm


 

 

 

 

through the su command.ò Therefore successive login attempts to the root account might be 

considered an attack. 

3.4.3 Misuse- Detection IDS (MD-IDS) 

Misuse detection is a system based on rules, either preconfigured by the system or setup 

manually by the administrator. The rules are looking for signatures on network and system 

operations trying to catch a well known attack that should be considered as Misuse. You can 

think of Misuse detection as a specific deny rule firewall.  

3.4.4 Anomaly- Detection IDS (AD-IDS) 

Anomaly detection on the other hand proceeds by comparing every phenomenon to what a 

"normal" situation would be. It seems obvious that such system needs a profile of the 

network/system which may be a problem in the way that it takes time and resources to train an 

anomaly detection sensor in order to build a profile that is reflecting a normal system / network 

usage. Think of Anomaly detection as an alarm for strange system behavior.  

3.5 ROLE OF IDS IN AN ORGANIZATION 
The IDS however is not an answer to all your Security related problems. You have to know what 

it CAN, and what it CAN NOT do. In the following subsections we will try to show few 

examples of what an Intrusion Detection Systems are capable of, but each network environment 

changes and each system needs to be oriented to meet your enterprise environment needs.  

The IDS usually provide the following: 

- It can add a greater degree of integrity to the rest of organisation infrastructure. 

- You can trace user activity from point of entry to point of impact using IDS. 

- It can recognize and report the modifications held on data. 

- It automates the task of monitoring the Internet searching for the latest attacks. 

- It detects that when your system is under attack. 

- It detects the errors present in your system configuration. 

- It can guide system administrator in the critical step of establishing a policy for your 

computing assets. 

- It makes the security management of your system possible by non-expert staff. 

 

Below mentioned are some point roles which cannot be expected by an IDS to be performed:  

- It doesnôt compensate for a weak identification and authentication mechanisms. 

- It should not conduct investigations of attacks without human intervention. 

- It will compensate for weaknesses in network protocols. 

- It does not compensate for problems in the quality or integrity of information the system 

provides. 



 

 

 

 

- It will not analyse all the traffic on a busy network. 

- It canôt always deal with problems involving packet-level attacks. 

- It should not deal with some of the modern network hardware and features. 

 

3.6 STEPS TO INSTALL AN IDS IN AN ORGANIZATION 
Installing IDS with other tools in the security arsenal requires some extra planning. This section 

helps you to avoid common pitfalls when installing your IDS. 

a. Placement of Sensor for a Network IDS: If you are deploying network IDS, you need 

to plan out where to place the monitoring sensors. This will totally depend on the 

significance of intrusion from which you want to protect your network. Let's start with a 

detailed network diagram. First of all you need to evaluate the collection of systems 

which are sensitive to business.  If an IDS is being used for monitoring a web server, then 

the most useful points for placing sensors is in DMZ segment along with web server. If 

an IDS is being used for monitoring a internal servers such as DNS server or mail 

servers, then sensor should be placed just inside the firewall on the segment that directly 

connects the firewall to the internal network. Logic behind implementing of sensor inside 

firewall is that it will prevent the majority of attacks aimed at the organization, and the 

regular monitoring of firewall logs will identify them easily. Then the IDS will detect 

some of those attacks that manage to get through the firewall. This technique is called as 

"defence in depth". If IDS is being used to monitor internal resources like sensitive 

collection of machines, physical location or a specific department, then the most logical 

place for sensor will be on the main point between those systems and the rest of whole 

internal network. 

b. Host integration for Host IDS: The host IDS should be firstly installed on a 

development system with the advance planning of installation on a production system. 

Even on a inactive system, there will be some files that will change regularly (for 

example, the audit files), then the installed IDS will report some changes. In some host-

based systems, the IDS will report when a user process of altering the system password 

file. This would happen if an intruder or a new user add an account. It also happens, 

however, when a user changes his or her password. That time the IDS analyst needs to 

become familiar with the correct operation of each system, so that he or she can properly 

diagnose deviations from "normal" alarms. Important point: Host based IDS should be 

monitored frequently i.e. at least twice a day. 

c. Alarm Configuration : IDSs come with a configurable alarm levels in which some will 

integrate with network management stations, some allow paging, some send e-mail, and 

some can interoperate with firewalls to shut down all traffic from the network that 

originated the attack. IDS Manager should have. In fact, we suggest you to be very 

cautious about using these features for the first month or two, turn off all alarms. 



 

 

 

 

Manager should have to analyze the output from the system for monitoring that what it is 

detecting. You need to be familiar with your particular system before you start turning on 

alarms. 

d. Integration Schedule: Install one sensor at a time. A sensor in a DMZ may see a given 

set of behaviours, while a sensor on the internal network may see another set of 

behaviours, with a very small intersection. 

 

3.7 INCIDENT HANDLING  
The Organizationsô Incident Response Plan is documented to provide a well-defined, consistent, 

and organized approach for handling security incidents, as well as taking appropriate action 

when an incident at an external organization is traced back to and reported to the Organization
16

. 

The plan identifies and describes the roles and responsibilities of the Organizationôs Computer 

Incident Response Team (UCIRT), which is responsible for activating the Incident Response 

Plan. Incident Handling Details Although technical procedures vary depending on the 

categorization and type of incident, each incident must include the following six (6) phases:  

1. Preparation: Ready the Organization to handle incidents.  

2. Detection: Gather and analyze events; determine the existence of a threat and the impact 

to confidentiality, availability, or integrity of an Organizationôs IT resource. 

3. Containment: Stop the damage from attackers and preserve evidence. 

4. Remediation: Remove artifacts left from attacker.  

5. Resolution: Return systems to production and monitor.  

6. Closure and lessons learned: Document findings and implement lessons learned to 

improve operations and/or incident handling.  

Based on the investigation, it may be necessary to repeat some of the phases; however, once an 

incident is detected the process should be followed to completion. 

Phase 1 Preparation: The Preparation phase involves readying the UCIRT to handle incidents. 

Some required elements for incident handling are indicated below:  

¶ Communications 

¶  Data  

¶ Documentation 

¶  People  

¶ Policy  

¶ Software/Hardware  

¶ Space  

¶ Supplies  
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¶ Training  

¶ Transportation  

Preparation should be done at regular intervals prior an actual incident occurring.  

Phase 2 Detection: Incident detection occurs internally in all areas and at all levels of the 

University, as well as externally, through reports from non-University incident handlers. All 

High-Risk incidents should immediately be reported to ITSO once detected. Administrators and 

users must be familiar with their systems to determine if an event constitutes an incident. 

Effective incident detection occurs when:  

1. The administrator or user is familiar with normal operations. 

2. Systems are equipped with effective auditing and logging tools.  

3. Administrators review systems and logs to identify deviations from normal operations.  

Security contacts must analyze all available information in order to understand the scope of an 

incident and effectively contain and remediate the incident. The incident must be fully diagnosed 

prior to beginning subsequent phases of the Incident Response Plan.  

 Phase 3 Containment: The first priority of Organization, in every incident, is to contain the 

incident as quickly as possible. An incident is considered contained when no additional harm can 

be caused and the incident handler is able to focus on remediation. Containment consists of three 

stages:  

¶ Short-term containment: stopping the progress of the incident or attacker.  

¶ Information gathering. 

¶ Long-term containment: making changes to the production system.  

 

Phase 4 Remediation: The goal of the Remediation phase is to clean up a system and remove 

any artifacts (e.g., rootkits) left from the attacker. During the Remediation phase, the  team must 

also determine and document the cause and symptoms of the incident: isolating the attack based 

on information gathered during the detection phase, and determining how the attack was 

executed.  

Phase 5 Resolution: During the Resolution phase, the Team restores normal business 

operations. It is critical to carefully handle incident Resolution and verify system performance 

and security before being brought back online. Tests must be completed and baseline system 

activity (gathered in the Preparation phase) must be compared to ensure the system is verified 

before operations are restored.  

Phase 6 Closure: and Lessons Learned In the Closure and Lessons Learned phase, the ITSO 

documents findings from the incident and the handling of the incident is reviewed by the 

Organizationsô Security Incident handling Team. The expected outcome of this phase is 

improved operations and improved incident response procedures. 



 

 

 

 

The incident handling process has many phases. It describes the sequence of steps that begin 

when an incident reaches your team. It could follow a very simple or very sophisticated model. 

Start planning your incident handling process with a simple set of tasks and subsequently expand 

it to new ones according to your real work and needs.  You can use the set of tasks discussed 

below as a framework for your incident handling procedure. This is the same set of tasks that 

form the workflow shown in Figure 7. 

 

Figure 7: This diagram workflow of incident handling process
17

 

3.8 SUMMARY 
1. An Intrusion Detection System (IDS) is a device or software application that monitors 

network or system activities for malicious activities or policy violations and produces 

reports to a management station. 

2. Network Intrusion Detection system (NIDS) performs an analysis for a passing traffic on 

the entire subnet. 

3. A statistical analysis system builds statistical models of the environment, such as the 

average length of a telnet session, then looks for deviations from ñnormalò. 

4. Detection method describes the characteristics of the analyzer. 

5. Intrusion-detection systems can evaluate states (secure or insecure) or changeovers (from 

secure to insecure). 
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6. Network Intrusion Detection Systems are placed at a strategic point or points within the 

network to monitor traffic to and from all devices on the network. 

7. Once an attack is identified, or abnormal behavior is sensed, the alert can be sent to the 

administrator. 

8. Host Intrusion Detection Systems are run on individual hosts or devices on the network. 

9. A HIDS monitors the inbound and outbound packets from the device only and will alert 

the user or administrator of suspicious activity is detected. 

10. The Organizationsô Incident Response Plan is documented to provide a well-defined, 

consistent, and organized approach for handling security incidents, as well as taking 

appropriate action when an incident at an external organization is traced back to and 

reported to the Organization. 

 

3.9 CHECK YOUR PROGRESS 
1. IDS stands for ______________. 

2. An _____________________ is a type of IDS that can prevent or stop unwanted traffic. 

3. __________________________ performs the analysis of the traffic that is passed from 

the network to a specific host. 

4. _________________ are deployed in a network or on a device to collect data. 

5. _________________ are used by many vendors for research purposes, and to develop 

new intrusion signatures. 

6. The ____________ systems start with generalized rules for the environment, then learn, 

or adapt to, local conditions that would otherwise be unusual. 

7. The ___________ on detection describes the response of the intrusion-detection system 

to attacks. 

8. If the intrusion-detection system simply generates alarms (such as paging), it is said to 

be___________ . 

9. The _____________ describes the detection mechanism used by the intrusion-detection 

system. 

10. _____________________ performs an analysis of passing traffic on the entire subnet, 

and matches the traffic that is passed on the subnets to the library of known attacks. 

http://linux.about.com/cs/linux101/g/IDS__intrusion_.htm


 

 

 

 

11. The network IDS usually has two logical components: the _________ and the _________ 

station. 

12. _____________ detection is a system based on rules, either preconfigured by the system 

or setup manually by the administrator. 

 

3.10 ANSWERS TO CHECK YOUR PROGRESS  
1 Intrusion Detection System 

2 Intrusion Prevention System(IPS) 

3 Network Node Intrusion detection system (NNIDS) 

4 Sensors 

5 Honeypots 

6 Adaptive 

7 Behaviour 

8 Passive 

9 detection paradigm 

10 Network Intrusion Detection Systems 

11 Sensor, management  

12 Misuse 

3.11 MODEL QUESTIONS 
1. What is IDS? What are the different components of an IDS? 

2. What is a Honeypot? 

3. What are the different characteristics of an IDS? 

4. What are the steps to install an IDS in an organization? 

5. What is incident handling? 

6. Differentiate network and host based IDS? 

7. Make diagram of IDS Components? 

8. Explain characteristics of IDS with the help of diagram? 

9. Give examples of Misuse & Anomaly Detection IDS? 

10. What is DMZ? 

11. Explain lifecycle of Incident Handling along with diagram? 



 

 

 

 

UNIT IV:IT ASSETS AN D WIRELESS SECURITY  

 

4.1 LEARNING OBJECTIVES 
After going through this unit, you will be able to: 

¶ Know the meaning of the term asset 

¶ Understand asset management 

¶ Explain the CIA 

¶ Define risk 

¶ Understand risk analysis 

 

4.2 INTRODUCTION 
In information security, computer security and network security an asset is any data, device, or 

other component of the environment that supports information-related activities. Assets generally 

include hardware (e.g. servers and switches), software (e.g. mission critical applications and 

support systems) and confidential information. Assets should be protected from illicit access, 

use, disclosure, alteration, destruction, and/or theft, resulting in loss to the organization
18

.IT asset 

management (ITAM) is the set of business practices that join financial, contractual and inventory 

functions to support life cycle management and strategic decision making for the IT 

environment. Assets include all elements of software and hardware that are found in the business 

environment.
2
 Any security standard or best practice should be founded on a solid foundation of 

an asset classification. To ensure proper protection of our information resources, it is necessary 

to define what an owner is and how that entity has ultimate responsibility for the information 

assets within its business unit, and this includes classification and assigning retention 

requirements. 

4.2.1Glossary 

a. Asset: Any physical or logical resource OR Anything which has value to the 

organisation. 

b. Asset management: Asset management is all about discovery, ownership, value, 

acceptable use, protection, and disposal of information-related assets. 

c. Owner: The information owner is the entity within the organization that has been 

assigned the responsibility to exercise the organizationôs proprietary rights and grant 

access privileges to those with a true business need. 
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d. Custodian: The custodian is the entity which is responsible for overseeing and 

implementing the necessary safeguards to protect assets, at the level classified by the 

information owner. 

e. User: User is the person who is responsible for viewing, amending, or updating the 

content of the information assets. This can be any user of the information in the inventory 

created by the information owner. 

 

4.3 SECURING AN ASSET 
An IT asset is any company-owned information, system or hardware that is used in the course of 

business activities. The goal of Information Security is to ensure the Confidentiality, Integrity 

and Availability of assets from various threats. For example, a hacker might attack a system in 

order to steal credit card numbers by exploiting vulnerability. Information Security experts must 

assess the likely impact of an attack and employ appropriate countermeasures. In this case they 

might put up a firewall and encrypt their credit card numbers. Broadly assets can be classifies as:  

a. Tangible Assets: Tangible assets are those assets which we can touch, see and feel. All 

fixed assets are tangible. Hardware is also a tangible asset. 

b. Intangible Assets: Intangible assets cannot be seen, felt or touched physically by us. 

Some examples of intangible assets are like software, data, goodwill, franchise 

agreements, patents, copyrights, brands, trademarks etc. 

4.3.1 Steps of securing an asset 

1. Create an action plan. Bring together everyone who needs to be involvedðIT, legal and 

office management staff, and even C-level executives. Consider creating a 

decommissioning and asset management plan that makes data removal from hardware 

devices your highest priority
19

. Evaluate the costs of managing an IT asset disposition 

planðas well as the potential costs (legal and otherwise) of not doing it. And when these 

issues start to stump you, consider getting help from a third-party disposition expert with 

the expertise you need to address your data destruction and asset disposition needs. 

2. Ask: ñItôs demolished, but is it gone?ò Before you get rid of your old hardware, you 

must ensure that all the data on it has been permanently destroyed and is non-recoverable. 

A trusted partner can help you establish a defensible, documented and repeatable process 

to prepare, handle or transport, and destroy data both onsite or offsite, using methods that 

comply with the latest U.S. and international standards. 

3. Ensure that offsite, secure disposition processes are in place. Itôs 10 p.m.- do you 

know where your equipment is? You need to know the where about of your assets 

throughout their destruction process. That secure chain of custody is vital to prove youôve 
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complied with regulations. A trusted partner can provide auditable verification and strict 

security practices that include GPS tracking, protected transportation and a documented 

chain of custody. That means peace of mind (and a good nightôs sleep) for you. 

4. Keep an eye on the prize: your bottom line. Getting managerial buy-in for an 

environmentally friendly philosophy usually doesnôt work in the corporate arena. Focus 

instead on the bottom line, making the case for the cost savings and risk management you 

can achieve by clearing out the old to make way for the new while also guarding against 

data breaches or thefts. Retiring old assets at the right time cuts maintenance costs, 

software licensing costs and even leasing overages. 

5. Publicize your compliance achievements. When you choose a partner that conducts 

electronics recycling in accordance you know that your equipment is going to be 

destroyed or recycled without being exported, improperly incinerated, or land filled in a 

way that could harm the local water supply or affect other natural resources. That matters 

not only because regulations demand it, but also because recycling the right way gives 

your company green credibility. Go ahead and brag about it make it part of your 

corporate responsibility message. 

4.4 HARDWARE BASED SECURITY 
A Hardware Security Module is defined as a combination of hardware and associated software 

that usually binds inside the PC or server and it provides at least minimum number of 

cryptographic functions. These cryptographic functions include encryption, decryption, key 

generation, and hashing and many more. Physical device offers some level of physical tamper-

resistance along with it has a user interface and a programmable interface. Other names of 

Hardware Security are: 

¶ PCSM ï Personal Computer Security Module 

¶ SAM ï Secure Application Module 

¶ SCD ï Secure Cryptographic Device 

¶ SSCD ï Secure Signature Creation Device 

¶ TRSM ï Tamper Resistant Security Module 

 

HSMs are typically housed in a secure environment and managed with additional procedural 

controls external to the device. An HSM is a dedicated hardware device that is managed 

separately from the operating system. These modules provide a secure hardware store for CA 

keys, as well as a dedicated cryptographic processor to accelerate signing and encrypting 

operations. Windows utilizes the HSM through the CryptoAPI interfacesðthe HSM functions as 

a cryptographic service provider (CSP) device. 

An HSM can provide secure operational management - protected by multi-layered hardware and 

software tokens - as well as a number of other key features, including: 



 

 

 

 

¶ Hardware-based, cryptographic operations (such as random number generation, key 

generation, digital signatures, and key archive and recovery). 

¶ Hardware protection of valuable private keys used to secure asymmetric cryptographic 

operations. 

¶ Secure management of private keys. 

¶ Acceleration of cryptographic operations. (This relieves the host server of having to 

perform processor-intensive, cryptographic calculations.) 

¶ Load balancing and failover in hardware modules using multiple HSMs linked together 

through a daisy chain. 

4.4.1 Types of HSMs 

¶ Local interface ï e.g. PCI cards 

¶ Remote interface ï e.g. Ethernet 

¶ Sharable between multiple hosts 

¶ Smart cards 

¶ USB tokens - usually a smart card with integrated reader 

4.4.2 HSM Functionality  

An HSM can perform a number of important security-related functions. It provides accelerated 

cryptographic operations such as encryption, digital signatures, hashing, and Message 

Authentication Codes. A Message Authentication Code (or MAC) is an algorithm that 

mathematically combines a key with a hash to provide a ñcodeò that can be appended with a 

given piece of data to ensure its integrity. For example, suppose a database contains a list of 

account balances. It is very desirable from a security perspective to be able to prevent an 

unauthorized person from manually changing these values. Therefore, when an authorized entry 

is made, the HSM would provide an interface to MAC the input value that would be contained 

within the record itself. Because the HSM maintains the key that formulates the MAC, nobody 

else can theoretically reproduce a valid MAC for a given account balance. So when an 

authorized program retrieves the database value, the data provider would automatically ask the 

HSM to verify that the MAC for the value is correct. If the MAC verification fails, the program 

would know that the data has been tampered with and can perform the appropriate action such as 

auditing, logging, generating alarms, etc. 

Another important function of an HSM is key management. With any type of system that uses 

cryptographic keys, it is imperative that the tools that generates, backup and hold these keys do 

so in a secure manner. To be optimally secure, the HSM should store all of the keys on the 

physical device itself. The key backups should be done using a secure connection to another 

HSM or to one or more smart cards (preferably more than one). The card reader should attach 

directly to the HSM to prevent the data from intercepted. 



 

 

 

 

4.4.3 How to implement HSM 

An HSM has a number of different uses. The functionality and security vary with price. 

Generally HSMs are implemented for the following uses: 

¶ The key generator and safe key storage facility for a certificate authority. 

¶ A tool to aid in authentication by verifying digital signatures. 

¶ An accelerator for SSL connections. (When the new IPSec standard begins replacing IP, 

the demand for server-side cryptographic acceleration will likely increase further). 

¶ A tool for securely encrypting sensitive data for storage in a relatively unsecure location 

such as a database. 

¶ A tool for verifying the integrity of data stored in a database. 

¶ A secure key generator for smartcard production. 

 

4.5 FIREWALL 
A firewall  is a network security system that monitors and controls the incoming and outgoing 

network traffic based on predetermined security rules. A firewall typically establishes a barrier 

between a trusted, secure internal network and another outside network, such as the Internet, that 

is assumed to not be secure or trusted.
 
A firewall is a protective system that lies, in essence, 

between your computer network and the Internet. When used correctly, a firewall prevents 

unauthorized use and access to your network. Without a firewall, all the traffic directly moves 

from the Internet to your computer. In this diagram, the "valid" traffic is colored green, and the 

"malicious" traffic is colored red. 

 

 

Figure 8: A firewall
20

 

The job of a firewall is to carefully analyze data entering and exiting the network based on your 

configuration. It ignores information that comes from unsecured, unknown or suspicious 
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locations. A firewall plays an important role on any network as it provides a protective barrier 

against most forms of attack coming from the outside world. 

Windows Firewall adds an additional level of security by examining each piece of data. If the 

data is good, it passes through the firewall and reaches the computer. If the data is identified as 

bad traffic, the network packets are simply dropped and never make their way to the computer. 

Although this diagram shows the Window Firewall as a separate icon, the Windows Firewall is 

software that physically runs on your computer. 

 

 

Figure 9: Firewall in an organization
21

 

As this diagram shows, Windows Firewall intercepts all network communication to provide 

protection against unauthorized network traffic. This protection exists if this traffic enters your 

computer through a modem, a wired network adapter, or a wireless network connection. 

Windows Firewall protects your computer regardless of its connection to the Internet!
8
 

4.5.1 Types of Firewalls 

There are different types of firewalls depending on where the communication is going on, where 

we need to intercept the communication tracing the state. 

a. Network layer/Packet filters: Network layer firewalls, also called packet filters. They 

operate at a comparatively low level of the TCP/IP protocol stack, which doesnôt allow 

packets to pass through the firewall unless they match the established rule set. The 

firewall administrator may define the rules; or default rules may apply. Network layer 

firewalls consists of two sub-categories, stateful and stateless.  Stateful firewalls maintain 

records about active sessions, and use that "state information" to speed packet processing. 

Stateless firewalls require less memory, and can be faster for simple filters which require 

less time to filter than to look up a session. It should also be necessary for filtering 

stateless network protocols that have no concept of a session. 
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b. Application-layer: Application-layer firewalls work on the application level of the 

TCP/IP stack (i.e., all browser traffic, or all telnet or ftp traffic), and may intercept all 

packets which are traveling towards or from an application and they block other packets 

(usually dropping them without acknowledgment to the sender). The function of 

application firewalls to determine whether a process should accept any given connection. 

Application firewalls achieve their function by hooking into socket calls to filter the 

connections between the application layer and the lower layers of the OSI model. The 

type of application firewalls which hook into socket calls are also referred to as socket 

filters. Application firewalls works more like a packet filter but application filters apply 

filtering rules (allow/block) on a per process basis instead of filtering connections on a 

port basis. Generally, prompts are used to define rules for processes that have not yet 

received a connection. It is rare to find out application firewalls not combined or used in 

conjugation with a packet filter. 

c. Proxies: A proxy server (running either on dedicated hardware or as software on a 

general-purpose machine) will act as a firewall by responding to input packets 

(connection requests, for example) in the manner of an application, while blocking other 

packets. A proxy server is a gateway from one network to another for a specific 

application on network, in the sense that it functions as a proxy interface on behalf of the 

network user. 

d. Network address translation: Firewalls often have network address translation (NAT) 

functionality, and the hosts protected behind a firewall commonly have addresses in the 

"private address range", as defined in RFC 1918. Firewalls often have such functionality 

to hide the true address of hosted protected. Originally, the NAT function was developed 

to address the limited number of IPv4 routable addresses that could be used or assigned 

to companies or individuals as well as reduce both the amount and therefore cost of 

obtaining enough public addresses for every computer in an organization. Hiding the 

addresses of protected devices has become an increasingly important defence 

against network reconnaissance. 

4.5.2 Software Based Firewalls 

Software-based
22

 or "personal" firewalls are often the last line of defense between you and the 

Internet.
 
Software Firewall is a piece of software that is installed on your computer in order to 

protect it from unauthorized access. Modern software firewalls use a combination of port 

filtering, stateful packet inspection and application level filtering. Such firewalls are provided for 

each machine as part of the operating system ï as in the case of Windows, for example ï or as an 

application designed to run on a stand-alone PC that guards the entire network.
 

A software firewall will protect your computer from outside attempts to control or gain access 

your computer, and, depending on your choice of software firewall, it could also provide 

protection against the most common Trojan programs or e-mail worms. Many software firewalls 
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have user defined controls for setting up safe file and printer sharing and to block 

unsafe applications from running on your system.
7 

 

 

Figure 10: A software firewall 

A good software firewall will run in the background on your system and use only a small amount 

of system resources. It is important to monitor a software firewall once installed and 

to download any updates available from the developer. Personal firewalls have the advantage of 

identifying which applications on the computer are creating security risks. If a worm infects your 

system and attempts to open your computer to the world, a software-based firewall will identify 

this new application service. The personal firewall will prompt you to confirm the new 

application or to prevent its use. Your personal firewall may be your first warning that a 

malicious program is attempting to use the network. 

4.5.3 Hardware Based Firewalls 

A hardware firewall uses a PC-like appliance to run software that blocks unwanted outside 

traffic. Hardware firewalls can be purchased as a stand-alone product but more recently hardware 

firewalls are typically found in broadband routers, and should be considered an important part of 

your system and network set-up, especially for anyone on a broadband connection. Hardware 

firewalls can be effective with little or no configuration, and they can protect every machine on a 

local network. Most hardware firewalls will have a minimum of four network ports to connect 

other computers, but for larger networks, business networking firewall solutions are available. 



 

 

 

 

A firewall appliance may allow the firewall administrator to simply drag and drop various rules 

into place. For example, if your business wishes to block all incoming traffic from particular top 

level domains (TLDôs), such as particular country codes, a few clicks will give the option of 

blocking incoming, outgoing or both types of traffic to/from those TLDôs. Likewise, if a given 

user group ï perhaps your tech support operation ï needs to run Microsoft Remote Desktop 

Connection (RDC) to assist users on another network, that entire group can be dragged and 

dropped into an ñauthorized usersò category while the RDC application can be dropped into an 

ñauthorized applicationò category. 

A hardware firewall uses packet filtering to examine the header of a packet to determine its 

source and destination. This information is compared to a set of predefined or user-created rules 

that determine whether the packet is to be forwarded or dropped. 

Hardware Firewall are typically good for small or medium business owners, with 5 or more PC 

or a co-operate environment. The main reason is that it then becomes cost-effective, because if 

you purchase Internet Security/Firewall software licenses for 10 to 50 copies, and that too on an 

annual subscription basis, it will cost a lot of money and deployment could also be an issue. The 

users will have better control over the environment. If the user is not tech savvy and if 

they choose to inadvertently allow a connection that has Malware behavior, it could ruin the 

entire network and put the company in risk with data security. 

4.6 HOW TO PREVENT YOUR NETWORK FROM ANONYMOUS 

ATTACK 
A professional knows where to draw the line and how far she can push the network without 

breaking it. Be aware of the mythical "your network is secure" statement. With alarming 

frequency, security consultants will leave you with a report that claims that your network is 

secure, based on the fact that they were unable to get into anything. This certainly does not mean 

your network is secure! It only means they couldn't find a way to break it, but someone else still 

could. 

In spite of vulnerabilities, new solutions which are digital nowadays can improve operations, 

enhance the customer experience and encourage the bottom line. Itôs not necessary or cost-

effective to put non-payment solutions on a separate physical network to isolate them from 

cardholder data. 

These six measures can help in securing cardholder information while allowing normal network 

data flow: 

1. Never click on a link which was not expected by you to receive: One of the important 

rules. The main way criminals infect PCs with malware is by tempting users to click on a 

link or open an attachment. "Most of the time phishing emails contain obvious spelling 

mistakes and poor grammar and are easy to spot," says Sideway of Integrals.   



 

 

 

 

2. Use different passwords on different websites: If individuals typically having up to 100 

online accounts, the tendency has become to share one or two passwords across accounts 

or use very simple ones, such as loved ones' names, pets names or favorite sports teams 

and many more common terms.  

3. Avoid reusing your main email/accounts password: Any hacker who has cracked or 

anyhow get entered into your main email password has the keys to your [virtual] 

kingdom because passwords from the other sites you visit can be reset via your main 

email account. 

4. Use updated antivirus and Conduct regular scans of your entire network: The best 

way to determine if your systems have been compromised is to scan them regularly for 

vulnerabilities. For relatively low budget, a security vendor will remotely scan all of your 

external systems/access points to determine if any of them are vulnerable to intrusion. 

5. Limit remote access and make some rules: Most of the organizations leave their 

firewalls open to outsiderôs entry by mangers who are working remotely or vendors who 

routinely perform maintenance on systems. Create strong passwords instead of using the 

default ones, and change them after a particular set of time. Similarly, always change 

default firewall settings to allow only necessary access, and limit remote access to secure 

methods such as VPN. 

6. Ensure all sensitive data is encrypted using a strong encryption algorithm: If you 

have older POS equipment that sends raw credit card data to a back-office server, itôs 

time to upgrade that equipment. Modern, secure POS systems encrypt credit card data as 

soon as a card is swiped, and they immediately send that data to the payment processor 

without any temporary storing of data. Double-check your POS system to make sure it 

complies with PCI standards. 

7. Maintain a strong firewall for securing your network : The PCI data security standards 

prescribe firewalls for compliance. Make sure your firewall is hardened according to new 

rules and updated with recent intruderôs definition and is supported by virus protection 

software. 

8. Segment your network into necessary divisions: For example, make sure your POS 

data traffic is separate from your Wi-Fi system, security cameras, digital menu boards, 

other connections, etc. If you want to enable managers to connect to the POS via Wi-Fi, 

connect them through a virtual LAN that differentiates authorized traffic into a security 

zone. 

9. Keep your software updated/upgraded with latest updates: Manufacturers frequent 

update their operating systems and POS software to tighten security and eliminate the 

weaknesses vulnerable to hackers. Make sure you have downloaded the latest operating 

system patches and keep all POS software up-to-date. 

10. System Hardening: This can also be referred as lockdown or security tightening, and 

involves activities such as configuring software for optimum use, deactivating 

unnecessary software that can lead to some simple attacks, and configuring the operating 



 

 

 

 

system for optimum security. Usually the system-hardening process is carried out in a 

mannered step by step approach to iteratively increase the number of defensive layers and 

reduce the exposed attack surfaces. 

 

4.7WIRELESS SECURITY 
Wireless Internet access technology is being increasingly deployed in both office and public 

environments, as well as by the Internet users at home. Wireless technologies, in the simplest 

sense, enable one or more devices to communicate without physical connectionsðwithout 

requiring network or peripheral cabling. Wireless technologies use radio frequency transmissions 

as the means for transmitting data, whereas wired technologies use cables. 

Wireless security is the prevention of unauthorized access or damage to computers using 

wireless networks. The most common types of wireless security are Wired Equivalent Privacy 

(WEP) and Wi-Fi Protected Access (WPA). WEP is a notoriously weak security standard. WEP 

is an old IEEE 802.11 standard from 1999, which was out dated in 2003 by WPA, or Wi-Fi 

Protected Access. WPA was a quick alternative to improve security over WEP. The current 

standard is WPA2; some hardware cannot support WPA2 without firmware upgrade or 

replacement. WPA2 uses an encryption device that encrypts the network with a 256-bit key; the 

longer key length improves security over WEP. 

Wireless devices communicate through radio transmissions, without physical connections and 

without network or peripheral cabling. Wireless systems include local area networks, personal 

networks, cell phones, and devices such as wireless headphones, microphones, and other devices 

that do not process or store information. Other wireless devices being widely used include 

infrared (IR) devices such as remote controls, cordless computer keyboards, mouse devices, and 

wireless hi-fi stereo headsets, all of which require a direct line of sight between the transmitter 

and the receiver. 

Authentication: Only clients who know a shared secret may connect to the network.WEP was 

the first cryptographic protocol developed for Wi-Fi to enable privacy and authentication. WEP, 

however, was not secure after all. To rectify the security issues with WEP, the Wi-Fi Alliance 

pushed a new cryptographic protocol, WPA. Since then, a common practice of securing a WPA 

enabled network with passwords has been discovered to be vulnerable to an offline dictionary-

attack. Even though WPA itself is thought to be secure, apart from the dictionary-attack, it was a 

quick fix to the problems in WEP. 

4.7.1 Use of Wi-Fi 

Wireless technologies have become inexpensive, user- friendly and available to a large number 

of people and companies. In dense urban areas, access points belonging to different individuals 

are so closely spaced that their coverage areas overlap. With its popularity and the availability to 



 

 

 

 

anyone within range, many individuals detect Wi-Fi networks as a hobby. War drivers bring their 

laptops and Wi-Fi gear1With WEP, anyone participating in the network can eavesdrop on other 

conversations in the network in their cars. With the aid of a Global Positioning System (GPS) 

receiver and an antenna, they explore areas and map the locations and coverage areas of access 

points. Some do it for the fun, and some with the intent to exploit vulnerable Wi-Fi networks. 

War bikers and war walkers do the same by other means of transportation. 

4.7.2 Types of Wireless Security 

Wireless security is of two types: WEP and WPA. 

WEP: WEP stands for Wired Equivalent Privacy. WEP was designed to provide the same level 

of security as wired networks. When you enable WEP, you set up a network security key. This 

key encrypts the information that one computer sends to another computer across your network. 

However, WEP security is relatively easy to crack. 

When using WEP, all clients and APs on a wireless network use the same key to encrypt and 

decrypt data. The key resides in the client computer and in each AP on the network. Since the 

802.11 standard does not specify a key management protocol.
15

 

The shared key can be used for client authentication. This requires a four step process between 

the AP and the client. This process is as follows:  

1. The client makes an authentication request to the AP. 

2. The AP returns a challenge phrase to the client. 

3. The client encrypts the challenge phrase using the shared symmetric key and transmits it 

to the AP. 

4. The AP then compares the client's response with its phrase; if there is a match, the client 

is authorized otherwise the client is rejected. 

 

Security problems with WEP include the following: 

1. The use of static WEP keys: Many users in a wireless network potentially sharing the 

identical key for long periods of time, is well-known security vulnerability. This is in part 

due to the lack of any key management provisions in the WEP protocol. If a computer 

such as a laptop were to be lost or stolen, the key could become compromised along with 

all the other computers sharing that key. 

2. Caffe Latte attack: The Caffe Latte attack is another way to defeat WEP. It is not 

necessary for the attacker to be in the area of the network using this exploit. By using a 

process that targets the Windows wireless stack, it is possible to obtain the WEP key 

from a remote client. By sending a flood of encrypted ARP requests, the assailant takes 

advantage of the shared key authentication and the message modification flaws in 802.11 



 

 

 

 

WEP. The attacker uses the ARP responses to obtain the WEP key in less than 6 

minutes.
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3. WEP provides no cryptographic integrity protection.  However, the 802.11 MAC 

protocol uses a no cryptographic Cyclic Redundancy Check (CRC) to check the integrity 

of packets, and acknowledge packets with the correct checksum. The combination of no 

cryptographic checksums with stream ciphers is dangerous and often introduces 

vulnerabilities, as is the case for WEP. There is an active attack that permits the attacker 

to decrypt any packet by systematically modifying the packet and CRC sending it to the 

AP and noting whether the packet is acknowledged. These kinds of attacks are often 

subtle, and it is now considered risky to design encryption protocols that do not include 

cryptographic integrity protection, because of the possibility of interactions with other 

protocol levels that can give away information about cipher text.
12

 

4. Authentication is not enabled; only simple SSID identification occurs. Identity-based 

systems are highly vulnerable particularly in a wireless system because signals can be 

more easily intercepted. 

5. Device authentication is simple shared-key challenge-response. One-way challenge-

response authentication is subject to ñman-in the-middleò attacks. Mutual authentication 

is required to provide verification that users and the network are legitimate. 

 

4.7.3 WPA 

WPA stands for Wi-Fi Protected Access. WPA is introduced as an interim security enhancement 

over WEP while the 802.11i wireless security standard was being developed. Most current WPA 

implementations use a pre shared key (PSK), commonly referred to as WPA Personal, and the 

Temporal Key Integrity Protocol (TKIP, pronounced tee-kip) for encryption. WPA Enterprise 

uses an authentication server to generate keys or certificates.  

 

WPA's encryption method is the Temporal Key Integrity Protocol (TKIP). TKIP addresses the 

weaknesses of WEP by including a per-packet mixing function, a message integrity check, an 

extended initialization vector, and a re-keying mechanism. WPA provides "strong" user 

authentication based on 802.1x and the Extensible Authentication Protocol (EAP). WPA depends 

on a central authentication server such as RADIUS to authenticate each user.  

 

WPA also includes a message integrity check, which is designed to prevent an attacker from 

altering and resending data packets. This replaces the cyclic redundancy check (CRC) that was 

used by the WEP standard. CRC's main flaw was that it did not provide a sufficiently strong data 

integrity guarantee for the packets it handled. Well tested message authentication codes existed 

to solve these problems, but they required too much computation to be used on old network 

cards. WPA uses a message integrity check algorithm called Michael to verify the integrity of the 

packets. Michael is much stronger than a CRC, but not as strong as the algorithm used in WPA2. 



 

 

 

 

Researchers have since discovered a flaw in WPA that relied on older weaknesses in WEP and 

the limitations of Michael to retrieve the key stream from short packets to use for re-injection 

and spoofing. 

WPA also implements something called the Extensible Authentication Protocol (EAP) for 

authorizing users. Instead of authorizing computers based solely on their MAC address, WPA 

can use several other methods to verify each computer's identity. This makes it more difficult for 

unauthorized systems to gain access to the wireless network. 

Security problems with WPA include the following: 

1. Weak Password: Pre-shared key WPA and WPA2 remain vulnerable to password cracking 

attacks if users rely on a weak password or passphrase. To protect against a brute force attack, a 

truly random passphrase of 20 characters (selected from the set of 95 permitted characters) is 

probably sufficient. Brute forcing of simple passwords can be attempted using the Aircrack Suite 

starting from the four-way authentication handshake exchanged during association or periodic 

re-authentication. 

2. WPS PIN recovery: Most recent models have this feature and enable it by default. Many 

consumer Wi-Fi device manufacturers had taken steps to eliminate the potential of weak 

passphrase choices by promoting alternative methods of automatically generating and 

distributing strong keys when users add a new wireless adapter or appliance to a network. These 

methods include pushing buttons on the devices or entering an 8-digit PIN. The Wi-Fi Alliance 

standardized these methods as Wi-Fi Protected Setup; however the PIN feature as widely 

implemented introduced a major new security flaw. The flaw allows a remote attacker to recover 

the WPS PIN and, with it, the router's WPA/WPA2 password in a few hours. 

 

Wireless Security Policy: 

¶ Secure communications: Encrypt data that travels on the network, and authenticate users 

to be sure you know who is using the WLAN. Cisco supports all industry-standard 

encryption and authentication methods for the broadest client device compatibility. 

¶ Use strong encryption: As soon as you install your network, set up the strongest wireless 

encryption you can. Wired Equivalent Privacy (WEP) encryption is adequate, but WPA 

and WPA2 give you stronger options. 

¶ Change the default network name: When you set up your network equipment, change the 

default name to make it more difficult for hackers to find. Do not choose your company 

name, company phone number, or other information about your company that is easy to 

guess or find on the Internet. 

¶ Use VLANs or MAC address control lists combined with encryption to restrict user access. 

¶ Implement Cisco secure guest access features to allow visitors to connect to the network or 

Internet while keeping your business network and resources separate and secure. 



 

 

 

 

¶ Be sure that management ports are secured. 

¶ Physically hide or secure access points to prevent tampering. In many buildings, Cisco 

access points can be installed in the plenum space above the ceiling, providing optimal 

coverage in a secure location. 

¶ Use video surveillance cameras to monitor your office building and site for suspicious 

activity. 

 

4.8 SUMMARY 
1. In information security, computer security and network security an asset is any data, 

device, or other component of the environment that supports information-related 

activities. 

2. IT asset management (ITAM) is the set of business practices that join financial, 

contractual and inventory functions to support life cycle management and strategic 

decision making for the IT environment. 

3. An IT asset is any company-owned information, system or hardware that is used in the 

course of business activities. 

4. Consider creating a decommissioning and asset management plan that makes data 

removal from hardware devices your highest priority. 

5. Before you get rid of your old hardware, you must ensure that all the data on it has been 

permanently destroyed and is non-recoverable. 

6. A Hardware Security Module is defined as a combination of hardware and associated 

software that usually binds inside the PC or server and it provides at least minimum 

number of cryptographic functions. 

7. If the MAC verification fails, the program would know that the data has been tampered 

with and can perform the appropriate action such as auditing, logging, generating alarms, 

etc. 

8. A firewall typically establishes a barrier between a trusted, secure internal network and 

another outside network, such as the Internet, that is assumed to not be secure or trusted. 

9. A proxy server (running either on dedicated hardware or as software on a general-

purpose machine) will act as a firewall by responding to input packets (connection 

requests, for example) in the manner of an application, while blocking other packets. 



 

 

 

 

10. Firewalls often have network address translation (NAT) functionality, and the hosts 

protected behind a firewall commonly have addresses in the "private address range", as 

defined in RFC 1918. 

11. A good software firewall will run in the background on your system and use only a small 

amount of system resources. 

12. Usually the system-hardening process is carried out in a mannered step by step approach 

to iteratively increase the number of defensive layers and reduce the exposed attack 

surfaces. 

13. Wireless Internet access technology is being increasingly deployed in both office and 

public environments, as well as by the Internet users at home. 

14. Wireless technologies, in the simplest sense, enable one or more devices to communicate 

without physical connectionsðwithout requiring network or peripheral cabling. 

 

4.9 CHECK YOUR PROGRESS 
1. _______________ generally include hardware (e.g. servers and switches), software (e.g. 

mission critical applications and support systems) and confidential information. 

2. The ___________ is the entity which is responsible for overseeing and implementing the 

necessary safeguards to protect assets, at the level classified by the information owner. 

3. A __________  is a network security system that monitors and controls the incoming and 

outgoing network traffic based on predetermined security rules. 

4. ____________ firewall operate at a comparatively low level of the TCP/IP protocol stack, 

which doesnôt allow packets to pass through the firewall unless they match the established 

rule set. 

5. A ________ server is a gateway from one network to another for a specific application on 

network, in the sense that it functions as a proxy interface on behalf of the network user. 

6. A ___________ firewall will protect your computer from outside attempts to control or 

gain access your computer, and, depending on your choice of software firewall, it could 

also provide protection against the most common Trojan programs or e-mail worms. 

7. ______________  can also be referred as lockdown or security tightening, and involves 

activities such as configuring software for optimum use, deactivating unnecessary 



 

 

 

 

software that can lead to some simple attacks, and configuring the operating system for 

optimum security. 

8. _____________ technologies use radio frequency transmissions as the means for 

transmitting data, whereas wired technologies use cables. 

9. WEP stands for ______________. 

 

4.10 ANSWERS TO CHECK YOUR PROGRESS 
1. Assets 

2. Custodian 

3. Firewall 

4. Packet filter  

5. Proxy 

6. Software 

7. System hardening 

8. Wireless 

9. Wired Equivalent Privacy 

 

4.11 MODEL QUESTIONS 
1 Define IT Asset Management (ITAM)? 

2 Differentiate between tangible and intangible assets? 

3 Write down the steps for securing an asset? 

4 Full forms of PCSM, SAM, SCD, SSCD, TRSM? 

5 List out key features and types of Hardware Security Module (HSM)? 

6 Define MAC? 

7 What do you understand by firewalls? Explain along with its types and diagram? 

8 When and where to implement hardware based firewall? 

9 Write down few points to prevent your network from anonymous attack? 

10 Define WEP and WPA? 

11 What are the security problems with WEP and WPA? Explain briefly. 
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UNIT I : CYBER SECURITY ASSURANCE 

FRAMEWORK  
  

1.1 LEARNING OBJECTIVES 
After going through this unit, you will be able to: 

¶ Understand the concept of cyber security assurance. 

¶ Know the difference between Network Security and Web application security. 

¶ Understand the Cyber security maturity and self assessment 

¶ Know the different type of cyber exercises. 

¶ Conduct basic cyber exercises. 

1.2 INTRODUCTION TO INFORMATION ASSURANCE 
Information assurance can be explained with the help of McCumber Cube, as shown Figure 11, 

which provides widely accepted definitional model of information assurance (IA). John 

McCumber created a model framework for establishing and evaluating information security 

(information assurance) programs, now known as The McCumber Cube. Technologies, 

policies/practices and human are methods for securing information assets. These methods are 

deployed through the three basic information states- transmission, storage and processing; 

providing three services to systems- Confidentiality, Integrity and Availability.  

 

Figure 11:The McCumber Cube defining information assurance 

The concept of this model is, in developing information assurance systems organizations must 

consider the interconnectedness of all the different factors that impact them. The McCumber 

model helps to remind about considering all important design aspects without becoming too 

focused on any one in particular. 



 

 

 

 

1.2.1 Dimensions of McCumber Cube 

¶ Objectives 

V Confidentiality: assurance that sensitive information is not intentionally or 

accidentally disclosed to unauthorized individuals. 

V Integrity: assurance that information is not intentionally or accidentally modified in 

such a way as to call into question its reliability. 

¶ Availability: ensuring that authorized individuals have both timely and reliable access to 

data and other resources when needed. 

Information states 

V Storage: Data at rest (DAR) in an information system, such as that stored in memory 

or on a magnetic tape or disk. 

V Transmission: transferring data between information systems - also known as data in 

transit (DIT). 

¶ Processing: performing operations on data in order to achieve a desired objective. 

Safeguards 

V Policy and practices: administrative controls, such as management directives, that 

provide a foundation for how information assurance is to be implemented within an 

organization. 

V Human factors: ensuring that the users of Information System are aware of their roles 

and responsibilities regarding the protection of Information System and are capable 

of following the standards. 

V Technology: software and hardware-based solutions designed to protect Information 

System. 

In this unit we will discuss cyber security assurance program in India, Security maturity for 

organizations and method of self-assessment. It will be followed by the section on providing 

guidelines for conducting cyber exercises in an Organization- which is considered to be one of 

the useful tools for assurance.  

1.3 CYBER SECURITY ASSURANCE FRAMEWORK - INDIA  
In this section we will discuss the cyber security strategy and assurance framework in India. It 

mainly focuses on the activities and initiatives of Government of India with reference to the 

cyber security assurance. 

1.3.1 Strategic Approach 

Consistent with the need, the primary objectives for securing country's cyber space are: 

¶ Preventing cyber attacks against the country's critical infrastructures 

¶ Reduce National vulnerability to cyber attacks 

¶ Minimize damage and recovery time from cyber attacks 

1.3.2 Actions 

Actions to secure cyberspace include: 



 

 

 

 

¶ Forensics and attack attribution 

¶ Protection of networks and systems critical to National security 

¶ Early watch and warnings 

¶ Protection against organized attacks capable of inflicting debilitating damage to the 

economy 

¶ Research and technology development that will enable the critical infrastructure 

organizations to secure their IT assets 

1.3.3 Strategic Objectives 

To pursue the strategic objectives the following major initiatives have been identified: 

¶ Security Policy, Compliance and Assurance 

¶ Security Incident - Early Warning & Response 

¶ Security training - skills/competence development & user end awareness. 

¶ Security R&D for Securing the Infrastructure, meeting the domain specific needs and 

enabling technologies 

¶ Security - Promotion & Publicity 

1.3.3.1 Security Policy, Compliance and Assurance 

The Focus is on Creation, Establishment and operation of Cyber Security Assurance Framework 

aimed at enabling Government, Critical Infrastructure Organizations and other key IT users of 

nation's economy. The main objectives are:  

a) Critical I nformation Infrastructure Protection: Many of the critical services that are 

essential to the well being of the economy are increasingly becoming dependent on IT. 

As such, the Government is making efforts to identify the core services that need to be 

protected from electronic attacks and is seeking to work with organizations responsible 

for these systems so that their services are secured in a way that is proportional to the 

threat perception. The primary focus of these efforts is to secure the information 

resources belonging to Government as well as those in the critical sectors. The critical 

sectors include Defense, Finance, Energy, Transportation and Telecommunications. 

Consequently, many experts from the industry and critical infrastructure organizations 

have come to recognize that their continued ability to gain consumer confidence will 

depend on improved software development, systems engineering practices and the 

adoption of strengthened security models and best practices. 

b) Cyber Security Assurance Framework:  Cyber Security Assurance Framework is a 

National framework for "Cyber Security Assurance" to assist National level efforts in 

protecting critical information infrastructure. It aims to cater to the security assurance 

needs of Government and critical infrastructure organizations through "Enabling and 

Endorsing" actions. Enabling actions are essentially Promotional/Advisory/Regulatory in 

nature and are best done by Govt. or its authorized entity that can be seen and perceived 

as independent of bias and/or commercial interests. These action involves publication of 



 

 

 

 

"National Security Policy Compliance requirements" and IT security guidelines and 

supporting documents to facilitate IT security implementation and compliance. Endorsing 

actions are essentially commercial in nature and may involve more than one service 

provider offering commercial services after having fulfilled requisite qualification criteria 

and demonstrated ability prior to empanelment. These include 

o Assessment and certification of compliance to IT security best practices, 

standards and guidelines (Ex. ISO 27001/BS 7799 ISMS certification, IS system 

audits etc) 

o IT Security product evaluation and certification as per 'Common Criteria' standard 

ISO 15408 and Crypto module verification standards 

o IT security manpower training and other services to assist user in IT security 

implementation and compliance. 

Trusted company certification: With India emerging as a leading outsourcing partner, 

there is a need to address perceptible gap among Indian IT/ITES/BPOs in respect of 

compliance to international standards and best practices on security and privacy. Today, 

although increasing number of organizations in India have aligned their internal 

processes and practices to international standards such as ISO 9000, CMM, Six Sigma, 

Total Quality Management, ISO 27001 etc., it is to be noted that existing models such as 

SEI CMM levels cover exclusively software development processes and do not address 

security issues. As such, there is a need for a comprehensive assurance framework that 

can enable compliance within the country and provide assurance on compliance to 

outsourcing organizations and rest of the world. Accordingly, efforts are on to create a 

model that is based on self-certification concept and on the lines of Software capability 

maturity model (SW-CMM) of CMU, USA. 

1.3.3.2 Security incident - Early Warning & Response 

The creation of National Cyber Alert System(NCAS) for Rapid identification & response to 

security incidents and information exchange is to reduce the risk of cyber threat and resultant 

effects. Its main focus areas are:  

a) Rapid identification, information exchange, and remediation can often mitigate the 

damage caused by malicious cyberspace activity. For those activities to take place 

effectively at a national level, it requires a partnership between government and industry 

to perform analyses, issue warnings, and coordinate response efforts. Because no cyber 

security plan can be impervious to concerted and intelligent attacks, information systems 

must be able to operate while under attack and also have the resilience to restore full 

operations in their wake. The National Cyber Alert System will involve critical 

infrastructure organizations, public and private institutions to perform analysis, conduct 

watch and warning activities, enable information exchange, and facilitate restoration 

efforts. 

b) The essential actions under National Cyber Alert System include: 



 

 

 

 

o Identification of focal points in the critical infrastructure 

o Establish a public-private architecture for responding to national - level cyber 

incidents 

o Tactical and strategic analysis of cyber attacks and vulnerability assessments; 

o Expand the Cyber Warning and Information Network to support the role of 

Government in coordinating crisis management for cyberspace security; 

o Improve national incident response capabilities (CERT-In and Sectoral CERTs) 

o Exercise cyber security continuity plans and drills 

c) Creation and Augmentation of Response Capabilities 

(i) Augmentation of CERT-In: CERT-In is operational since January 2004 

and is catering to the security needs of Indian Cyber community, 

especially the Critical Information Infrastructure. In line with the 

expectation of the user community and various stake holders, there is a 

need to augment the facilities at CERT-In in terms of Manpower, 

Communication systems, tools, etc. for vulnerability prediction, analysis 

& mitigation, Cyber forensics/artifact analysis, Cyber space monitoring & 

interception Capabilities and Critical information infrastructure Security 

health check. The National Information Board and National Security 

Council have endorsed the need for augmentation of facilities at CERT-In. 

(ii ) Creation/augmentation of Sectoral CERTs: For an effective National 

Cyber Security Alert System, there is a need to create sectoral CERTs to 

cater to the very specific domain needs of different sectors. In this 

direction sectoral CERTs have been established by Army, Air force and 

Navy in Defense sector, IDRBT in Finance sector. But the facilities of 

these sectoral CERTs are at primitive levels and need to be augmented to 

meet the needs of respective sectors. Similarity sectoral CERTs with state-

of-the-art facilities need to be created in other critical sectors such as 

Aviation, Energy, Telecommunication, Railways etc. 

d) International cooperation and information sharing: The cyber threat sources and attacks 

span across countries. As such as there is a need to enhanced global cooperation among 

security agencies, CERTs and Law Enforcement agencies of various countries to 

effectively mitigate cyber threats. Accordingly it vital to have well developed Cyber 

Security and Information Assurance research and development program which is 

executed through different government agencies in broad collaboration with private 

sectors, partners and stakeholders in academia, national and international agencies. 

In this context the priorities for collaboration are: 

o Cyber Security & Information Assurance Technology to prevent, protect against, 

detecting, responding, and recovering from cyber attacks in critical information 

infrastructure that may have large-scale consequences. 



 

 

 

 

o Collaboration for training personnel in implementing and monitoring secure 

government intranets and cyber space. 

o Joint R&D projects in the area of Steganography, water marking of documents, 

security of next generation networks and Cyber Forensics. 

o Coordination in early warning, threat & vulnerability analysis and incident 

tracking. 

o Cyber security drills/exercises to test the vulnerability & preparedness of critical 

sectors. 

1.3.3.3 Security training - Security, Digital Evidence & Forensics 

The focus of security training is to meet the specific needs of Law Enforcement, Judiciary and 

other users such as E-Governance project owners catering for: 

¶ A baseline for IT Security awareness 

¶ Skill & Competence development 

¶ Advanced Manpower Certification programmers 

Many cyber vulnerabilities exist because of lack of cyber security awareness on the part of 

computer users, system/network administrators, technology developers, auditors, Chief 

Information Officers (CIOs), Chief Executive Officers (CEOs), and Corporate. A lack of trained 

personnel and the absence of widely accepted, multi-level certification programs for cyber 

security professionals complicate the task of addressing cyber vulnerabilities. This Cyber 

Security Strategy identifies following major actions and initiatives for user awareness, education, 

and training which includes: 

¶ Promote a comprehensive national awareness program 

¶ Foster adequate training and education programs to support the Nation's cyber security 

needs 

¶ Increase the efficiency of existing cyber security training programs and devise domain 

specific training programs (for eg., Law Enforcement, Judiciary, E-Governance, etc.) 

¶ Promote private-sector support for well-coordinated, widely recognized professional 

cyber security certifications. 

 

1.3.3.4 Security R&D 

The focus of security R&D is on Facilitating Basic research, Technology demonstration and 

Proof-of concept and R&D test bed projects. Indigenous R&D is an essential component of 

national information security measure due to various reasons- a major one being export 

restrictions on sophisticated products by advanced countries. Second major reason for 

undertaking R&D is to build confidence that an imported IT security product itself does not turn 

out to be a veiled security threat. Other benefits include creation of knowledge and expertise to 

face new and emerging security challenges, to produce cost-effective, tailor-made indigenous 

security solutions and even compete for export market in information security products and 

services. Success in technological innovation is significantly facilitated by a sound S&T 



 

 

 

 

environment. Resources like skilled manpower and infrastructure created through pre-

competitive public funded projects provide much needed inputs to entrepreneurs to be globally 

competitive through further R&D. Private sector is expected to play a key role in meeting needs 

of short term R&D leading to commercially viable products. Besides in-house R&D, this sector 

may find it attractive to undertake collaborative R&D with leading research organizations. 

1.3.4 Security best practices - Compliance and Assurance  

I. Critical Information Infrastructure Protection : The primary focus of these efforts is to 

secure the information resources belonging to Government as well as those in the critical 

sectors. The critical sectors include Defense, Finance, Energy, Transportation and 

Telecommunications. Consequently, many in the industry and critical infrastructure 

organizations have come to recognize that their continued ability to gain consumer 

confidence will depend on improved software development, systems engineering 

practices and the adoption of strengthened security models and best practices. The 

designated agency of the Government would coordinate the efforts towards protection of 

critical information infrastructure in the country and enable development of expertise in 

communication, interception, monitoring and early warning, and surprise vulnerability 

checks with due authorization. 

a. Implementation of security best practices in Govt. and Critical sectors: In order to 

reduce the risk of cyber attacks and improve upon the security posture of critical 

information infrastructure, Government and critical sector organizations are required 

to do the following on priority:  

1. Identify a member of senior management, as Chief Information Security Officer 

(CISO), knowledgeable in the nature of information security & related issues and 

designate him/her as a óPoint of contactô, responsible for coordinating security 

policy compliance efforts and to regularly interact with the Indian Computer 

Emergency Response Team (CERT-In), Department of Electronics and 

Information Technology (DeitY), which is the nodal agency for coordinating all 

actions pertaining to cyber security. 

2. Prepare information security plan and implement the security control measures as 

per international security best practices standards and other guidelines, as 

appropriate. 

3. Carry out periodic IT security risk assessments and determine acceptable level of 

risks, consistent with criticality of business/functional requirements, likely impact 

on business/functions and achievement of organizational goals/objectives. 

4. Periodically test and evaluate the adequacy and effectiveness of technical security 

control measures implemented for IT systems and networks. Especially, Test and 

evaluation may become necessary after each significant change to the IT 

applications/systems/networks and can include, as appropriate, the following:  

ï Penetration Testing (both announced as well as unannounced) 



 

 

 

 

ï Vulnerability Assessment  

ï Application Security Testing 

ï Web Security Testing. 

5. Carry out Audit of Information infrastructure on an annual basis and when there is 

major up gradation/change in the Information Technology Infrastructure, by an 

independent IT Security Auditing organization. 

6. Report to CERT-In cyber security incidents, as and when they occur and the 

status of cyber security, periodically. 

b. Government networks: The government agencies need to set an example in the 

development and use of secure computer and communication networks. For this 

purpose, a part of departmental budget should be earmarked for IT & Information 

security needs. Besides this, all ministries/departments and other agencies of the 

government should ensure that they take necessary precautions and steps to promote 

the culture of information security amongst their employees and attached agencies. 

Necessary change in office procedure should be undertaken to bring in vogue, reliable 

and robust paperless offices where required. Top-level management of government 

departments should pay attention to the development of suitable information security 

policy and guidelines and encourage the use of appropriate technology and 

applications in the organization. 

c. Government secure intranet: There is a need for priority action to create a 

countrywide secure intranet for connecting strategic installations with CERT-In as the 

nodal center for emergency response and coordination. This intranet will facilitate 

faster and efficient information sharing between strategic installations and CERT-In 

as well as supporting crisis management and disaster recovery during national IT 

security emergencies.  

II . Information Security Assurance Framework: In order to ensure implementation of 

security best practices in critical sector organizations and periodic verification of 

compliance, there is a need to create, establish and operate a óInformation Security 

Assurance Frameworkô, including creation of national conformity assessment 

infrastructure. Information Security Assurance Framework is aimed at assisting National 

level efforts in protecting critical information infrastructure. It supports Government, 

Critical Infrastructure Organizations and other key IT users of nationôs economy through 

series of ñEnabling and Endorsingò actions. 

a. Enabling actions are essentially Promotional/Advisory/Regulatory in nature and 

involve publication of ñNational Security Policy Compliance requirementsò and 

cyber security guidelines and supporting documents to facilitate cyber security 

implementation and compliance.  

b. Endorsing actions are part of national conformity assessment infrastructure: These 

are essentially commercial in nature and may involve more than one service provider 



 

 

 

 

offering commercial services after having fulfilled requisite qualification criteria and 

demonstrated ability prior to empanelment. These include: 

¶ Assessment and certification of compliance to international IT security best 

practices, standards and guidelines (Ex. ISMS certification, Trusted company 

certification for Data security and privacy protection, IS system audits, 

Penetration testing/Vulnerability assessment etc.) Government and critical 

infrastructure organizations can make use of CERT-In evaluated and empanelled 

third party agencies for their organization/site specific IT security assessment 

services (including ISMS assessment, risk assessment, network security profiling, 

penetration testing, vulnerability assessment, application security testing etc.) 

under specific contract and pre-determined rules of engagement. Contact details 

of the agencies empanelled by CERT-In are available at óhttp://www.cert-

in.org.inô).  

¶ IT Security product evaluation and certification as per accepted international 

standards These actions provide an assurance that the process of specification, 

implementation and evaluation of a IT security product has been conducted in a 

rigorous and acceptable manner. 

¶ IT security manpower training, qualification and other related services to assist 

user in IT security implementation and compliance. 

 

c. Data security and privacy protection for óTrust and Confidenceô: In order to stay 

competitive in the global market place, business entities have to continually generate 

adequate levels of trust & confidence in their services in terms of privacy and data 

protection through the use of internationally accepted best practices and ability to 

demonstrate where necessary.  

d. Quality and protection of electronic records: Organizations need to ensure that 

important data/records are protected from loss, destruction and falsification, in 

accordance with statutory, regulatory, contractual, and business requirements. Where 

a follow-up action against a person or organization involves legal action (either civil 

or criminal), electronic evidence needs to be properly collected, retained, and 

presented to conform to the rules for evidence laid down in the relevant 

jurisdiction(s). It is a good practice to have audit logs recording user activities, 

exceptions, and information security events and retained for an agreed period to assist 

in future investigations. 

III . E-governance: All e-governance initiatives in the country should be based on best 

information security practices. Government should encourage wider usage of Public Key 

Infrastructure(PKI) in its own departments. There is a need to empanel Information 

Security professionals/ organizations to assist E-Governance initiatives and monitor 

quality of their performance/service through appropriate quality standards.  



 

 

 

 

IV . Secure software development: Application Software development process whether in-

house or outsourced, needs to be supervised and monitored using a system development 

life cycle methodology that includes information security considerations and selection of 

appropriate security controls and countermeasures. 

V. Open standards: To minimize the risk of dependency on proprietary IT products, open 

standards need to be encouraged. A consortium of government and private sector needs to 

be created for enhancing the use of validated and certified IT products based on open 

standards. 

 

1.4 CYBER SECURITY MATURITY AND SELF ASSESMENT 
A maturity model is a set of characteristics, attributes or indicators that represent capability and 

progress in a particular area. Model content typically exemplifies best practices and may 

incorporate standards or other codes of practice of the discipline. A maturity model thus provides 

a benchmark against which an organization can evaluate the current level of capability of its 

practices, processes, and methods and set goals and priorities for improvement. An industry can 

determine how well it is performing overall by examining the capability of its member 

organizations.  

To measure progress, maturity models typically have ñlevelsò along a ladder or scale. A set of 

attributes defines each level. If an organization demonstrates these attributes, it has achieved 

both that level and the capabilities that the level represents. Having measurable transition states 

between the levels enables an organization to use the scale to:  

¶ Define its current state  

¶ Determine its future, more mature state  

¶ Identify the capabilities it must attain to reach that future state 

 

There are various maturity models in domain of cyber security and mostly customized as per the 

need of the specific sector and industry. In this section we will discuss the Cyber Security 

Capability Maturity Model developed by the Global Cyber Security Capacity Centre 

(http://www.oxfordmartin.ox.ac.uk/cybersecurity). As per the website a Global Cyber Security 

Capacity Centre (Capacity Centre) is created with the goal to increase the scale and effectiveness 

of effective cyber security capacity building internationally. The Centre makes knowledge 

available to governments, communities and organizations to underpin their cyber capacity in 

ways appropriate to ensuring a cyber space which can continue to grow and innovate in support 

of well-being, human rights and prosperity for all. 

Global Cyber Security Capacity Centre considers cyber security capacity as being comprised of 

five dimensions: 

1) devising cyber policy and strategy 



 

 

 

 

2) encouraging responsible cyber culture within society 

3) building cyber skills into the workforce and leadership 

4) creating effective legal and regulatory frameworks 

5) controlling risks through organization, standards and technology 

1.4.1 Cyber Security Capability Maturity Model  (CMM)  

In each of five dimension mentioned above there are multiple factors which characterize what it 

means to possess cyber security capacity; countries, regions and organizations will have varying 

degrees of capacity in each factor and consequently across every dimension. CMM identify these 

levels in a cyber security capability maturity model(CMM) ï whereby the lowest level would 

imply a non-existent or limited level of capacity, and the highest level both a strategic approach 

and an ability to optimize against environmental considerations (operational, threat, socio-

technical and political). 

CMM define five levels of maturity in the Capability Maturity Model: 

¶ Start-up: At this level either nothing exists, or it is very embryonic in nature.   It could also 

include initial discussions about cyber capacity building, but no concrete actions have been 

taken.  It also includes a lack of observed evidence in this particular indicator. 

¶ Formative: Some features of the indicators have begun to grow and be formulated, but may 

be ad-hoc, disorganized, poorly defined - or simply "new". However, evidence of this activity 

can be clearly evidenced. 

¶ Established: The elements of the sub-factor are in place, and working. There is not, 

however, well-thought out consideration of the relative allocation of resources.   Little trade-

off decision making has been made concerning the *relative* investment in the various 

elements of the sub-factor. But the indicators are functional and defined. 

¶ Strategic: Choices have been made about which parts of the indicator are important, and 

which are less important for the particular organization/nation.  Of course, we would all like 

everything to be as important as everything else, but with finite resources, choices must be 

made. The strategic level reflects the fact that these choices have been made.  They should 

have been made contingent on the nation/organization's particular circumstances. 

¶ Dynamic: At the Dynamic level, there are clear mechanisms in place to alter strategy 

depending on the prevailing circumstances. For example, the technology of the threat 

environment, global conflict, a significant change in one area of concern. Dynamic 

organizations have developed methods for changing strategies in stride, in a "sense-and-

respond" way. Rapid decision-making, reallocation of resources, and constant attention to the 

changing environment are feature of this level. 

Model such as CMM model allows an organization to self-assess its current cyber security state. 

In each case, understanding the requirements to achieve higher levels of capacity should directly 

indicate areas requiring further improvement, and the data required to evidence such capacity 

levels. This means that the CMM could also be used to build business cases for investment and 



 

 

 

 

expected performance enhancements. Necessarily there are relationships that exist between the 

factors both within and between dimensions. 

1.4.2 Selection of Cyber Capacity Building Factors    

The Capacity Centre began the process of selection of factors and attributes contributing to 

building capacity in cyber security through an initial broad capture. This capture sought to gather 

as much publically available material on cyber capacity building as possible, in order to avoid 

the potential for missing relevant material and reduce the risk of duplicating efforts conducted by 

other institutions. Therefore, the Capacity Centre researched, assessed, and analyzed cyber 

security capacity building material from several organizations across the world. 

This material sought to ensure that the cyber security CMM developed by the Capacity Centre is 

as scientifically rigorous as possible. Such material includes, but is not limited to, content 

produced by: the International Telecommunications Union (ITU), the European Network and 

Information Security Agency (ENISA), Hathaway Global Strategies LLC., the National Institute 

of Standards and Technologies (NIST), the Economist Intelligence Unit (EIU), the Organization 

for Economic Co-Operation and Development (OECD), the Australian Strategic Policy Institute 

(ASPI), and the World Economic Forum (WEF). These diverse organizations (among others) 

have all conducted significant research into various factors contributing to cyber capacity 

building. The Capacity Centre has attempted to incorporate the thinking behind these various 

research initiatives into the development of its cyber security CMM. 

In addition, in order to collect as diverse and credible input as possible, the Capacity Centre 

consulted with various stakeholders with diverse geographic, organizational and disciplinary 

perspectives.  These stakeholders are all regarded as experts in their respective fields, which 

encompass the five dimensions of cyber security capacity building identified by the Capacity 

Centre. Stakeholders routinely contributed the collection of cyber capacity building material. 

Once the initial broad collection of cyber security capacity building material had been conducted, 

the Capacity Centre proceeded to prioritize these factors based on a defined methodology. 

Prioritization is deemed necessary in order to prevent an over-abundance of information during 

the implementation phase. In order to conduct this prioritization, the Capacity Centre developed 

a survey which proposed the following questions: 

o CATEGORISATION: To what extent do you believe that this should be a primary 

factor in assessing cyber education/skills into the workforce and leadership (as 

opposed to a factor that serves as a sub-component of another primary factor)?  

o EVIDENCE: To what extent do you believe it is impossible and easy to gather 

evidence to demonstrate that a nation state or other organization possesses this 

capability (i.e. is it measurable or demonstrable in an observable way)? 

o VALIDATION: How scientifically robust do you believe measures of this factor 

could be? 



 

 

 

 

o POTENTIAL: Do you agree that this factor should be included in the capability 

maturity model, assuming supporting data could be acquired? 

o RELEVANCE: How important is this factor to the future development of cyber 

security capacity? 

 

1.4.3 Guidelines for the use of Cyber Capability Maturity Model  

The structure of the cyber capability maturity model is similar to the ones developed by Carnegie 

Mellon University for software development processes. CMM model contains four basic 

components: 

¶ Dimension Name 

¶ Factor Name 

¶ Category 

¶ Indicators 

 

At the Global Cyber Security Capacity Centre, cyber capacity is assessed in five dimensions, 

which have been described previously. These five dimensions cover the broad expanse of issue 

areas that need to be considered when looking to enhance cyber capacity. Within each 

dimension, there are several factors. These factors are all important aspects of capacity building 

within each dimension. Each factor is further divided into the categories.  Each category is a 

different component of the overall factor. For example, when putting together a national cyber 

security, one needs to consider the strategy development, organizational components, and the 

content of the strategy. Finally, in order to determine what level of maturity a nation or 

organization is currently placed, each category has a set of indicators across all five levels of 

maturity. These indicators are concrete steps that have either been conducted by the nation, or 

have not yet been completed. Therefore, when reading the model, a nation or organization must 

conclude whether they have implemented all of the indicator lists for each factorôs category. If a 

organization cannot provide support for all of these assertions, then that organization has not yet 

reached that stage of maturity. In order to increase the level of maturity, all of the indicator 

criteria must be met. For example, if a country has an outline of a national cyber strategy 

competed, but was done so without key stakeholder participation, then the country will remain at 

the start-up level of maturity. Readers are advised to refer CMM model available at 

https://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/CMM%20Version%201_2_0.pdf . 

1.5 CYBER SECURITY EXERCISES FOR ASSESSING THE 

CYBER DEFENSE PREPAREDNESS 
Cyber security exercises are effective tool for accessing and improving the security posture of 

the organization and helps in enhancing defense capabilities in countering cyber attacks. The 

number of cyber security exercises conducted around the world increased in recent years, due to 



 

 

 

 

the consensus that cyber security exercises are effective tool in improving the defense, detection, 

response and coordination capabilities of participants.  

There are various types of cyber security exercises ranging from simple quiz based discussion 

cyber exercises to full-scale simulation based cyber drills. Discussion based exercises such as 

Tabletop exercises are usually having players from senior-level management and focuses on the 

governing and strategic decisions. This type of exercises do have importance in improving 

preparedness, coordination & cooperation but discussion based exercises alone is ineffective in 

assessing real-ground level situation; how organization will respond to cyber events. Functional 

exercises- Action based technical exercises are required to access the preparedness by simulating 

attack or crisis scenario to the security team or employees of the organization and improving 

security posture based on the learned lessons of exercises. Discussion based exercises may 

follow Action-based technical exercises to discuss strategy and policy based on the outcome of 

action based technical exercises. 

In this section we will discuss importance of conducting functional exercises,  the methods  of 

conducting two type of functional exercises viz. Simulated-attack-based and Hypothetical-

Scenario-based exercises. We will also discuss parameters for evaluating the performance of the 

exercise participants. 

1.5.1 Types of Cyber Security Exercises  

 

 

Figure 12: Types of Cyber Security Exercises 

Cyber security exercises of different natures are conducted around the world, each with different 

set of requirement, format and challenges. There is no fix standard to distinguish exercise in one 

or another category, however based on the focus of the exercises; we divided them in two broad 

categories: 

Cyber Security 
Exercise types

Discussion based 
exercises

Quizzes Walk through Table top

Functional 
exercises

Simulated attack 
based
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i. Discussion based cyber security exercises like walk-through, quizzes, table-top 

exercises, etc. and  

ii . Functional or Action-based exercises like simulated attack-based exercises and 

Hypothetical scenario based exercises.  

 

Functional exercises are important for drilling the People, Process and Technology implemented 

at the organization from security viewpoint. We will discuss two type of functional exercises  

ï Hypothetical scenario based exercises, and  

ï Simulated attack-based exercises. 

 

Hypothetical scenario based exercises are focused on accessing the effectiveness of security 

plan, coordination and communication and Standard Operating Procedures (SOPs) of the 

participating organization. It usually contains hypothetical crisis situation which by means of  

injects unfold through following phases: 

Steady-> Discovery-> Attack-> Impact-> Recovery-> Response & Coordination 

Functional simulated attack based exercises usually having following two categories: 

¶ Artifacts based cyber security exercises are exercises in which artifacts like packet 

captures, infected machine, and malware sample are injected to participants with a main 

scenario/theme. 

¶ Real-time simulation based exercises: In this kind of exercises participants are provided 

with virtual images to protect from cyber attacks. During the drill attacker team launch 

announced or un-announced attacks on the setup and try to exploit the vulnerability that 

was present in the drill setup hosted by the organization. Organization needs to respond 

to the attacks according to their security plans/ SOPs/ coordination plan. 

Evaluator/observer monitors the actions of the participating teams.  

 

Exercise Type Selection- Recommendations for Organizations 

Designing the cyber security exercises is a challenging task and requires proper planning and 

analysis of maturity level of security program implemented in organization. Matrix below is 

useful  to make decision in selecting the type of exercise based on the maturity of information 

security program at the organization and degree of expectation from exercise to access ground-

level response capabilities. 

 



 

 

 

 

 
Figure 13: Exercise Type Selection 

Organization should start with discussion-based exercises like quizzes and walk-through and by 

improving security posture should move toward the full-attack-simulation based functional 

exercises. Organization can develop a comprehensive security exercises plan in which exercises 

should be planned with increasing complexity. Outcomes and learning's of a exercise should be 

used as guiding principle for designing next level of the exercises. 

Components of Simulated-attack-based and Scenario-based Cyber Security Exercises 

This section discusses indicative components that could be used by organization for conducting 

Simulated-attack-based and Scenario-based cyber security exercises. Figure 14 below provide a 

overview of the components involved in conducting scenario-based cyber security exercises. 

Unfolding scenario can be divided into the different stages and assigned to moderators/ 

evaluators for executing that particular stage of exercise, which mainly includes sending injects, 

controlling flow of exercise and collecting and evaluating the responses from the participants. 

Tools such as the EXercise event Injection TOolkit (EXITO) can be used for developing master 

inject list, trial-run and exercise-management. 

 
Figure 14: Components of hypothetical scenario based exercises 



 

 

 

 

Figure 15 below provides an overview for conducting simulated-attack based cyber security 

exercises, participating teams are to be provided with an exercise setup to host on a separate 

network than production environment. Indicate diagram showing the infrastructure setup at 

players end is below in Figure below. Exercise coordinators setup includes real-time chat like 

IRC, Attacker coordinator to coordinate attacks from multiple locations, Incident response team 

to simulate non-participating entities and a status website to keep all the players, coordinators, 

Attack team, Incident team and evaluation teams situation aware. 

 
Figure 15: Simulated attacks based exercises 

 

Evaluation Metrics for Cyber Security Exercises 

Organization exercise planning team should design and finalize parameters to be captured during 

the exercise before commencement of the exercises, so to effectively evaluate the desired 

objectives. Evaluation parameters should be discussed with exercise evaluators, participants 

coordinator and subject matter experts. In this section we will discuss list of parameters against 

example scenarios. 

  

Figure 16: Cyber Security Exercises 



 

 

 

 

Assessment parameters for accessing the detection, defense, recovery, response & coordination 

capabilities of the team in simulated-attack-based cyber security exercise containing scenario 

such as defacement of drill web site using Remote File Inclusion (RFI) Vulnerability of web 

application: 

¶ Attack Defended or Not (Whether defacement was successful or not).  

¶ Attack Detected or Not.  

¶ Detection of Vulnerabilities Exploited( Vulnerability RFI is detected or not) 

¶ Exploit-Used by Attacker. 

¶ Attacker IP. 

¶ Attacker Methodology. 

¶ Attack Traces identification (Web-server/IDS logs). 

¶ Recovery Time. 

¶ Response and coordination activities. 

Assessment parameters to be discussed and finalized for hypothetical-scenario-based exercises in 

order to access effectiveness of Standard Operating Procedures (SOPs), Security Plans & 

coordination during crisis. For this we considered the example scenario as large scale disruptions 

of critical components of power plant due to malware outbreak following key parameters can be 

finalized for after-evaluation: 

¶ Expected actions to be taken by security Team and senior management during steady 

stage of scenario (Actions for virus alert in steady stage). 

¶ Expected actions to be taken by Incident Response Team during the attack stage of the 

scenario(when infection is detected in critical system). 

¶ Coordination and communication with internal Teams. 

¶ Coordination and communication with external stakeholders. 

 

1.6 LET US SUM UP 
In this unit we discussed about the information security assurance, initiatives in India and tools 

for assessing and implementing the assurance program. To measure progress, maturity models 

typically have ñlevelsò along a ladder or scale. A set of attributes defines each level. 

Organizations can use these attributes to self-assess their cyber security maturity. Having 

measurable transition states between the levels enables an organization to improve security 

posture. Cyber security exercises are effective tool for accessing and improving the security 

posture of the organization and helps in enhancing defense capabilities in countering cyber 

attacks. Organizations should include periodic cyber exercises program in their information 

security policy. 



 

 

 

 

1.7 CHECK YOUR PROGRESS 
1. ____________ is an assurance that sensitive information is not intentionally or 

accidentally disclosed to unauthorized individuals. 

2. EXITO stands for __________. 

3. _______ actions are essentially Promotional/Advisory/Regulatory in nature and are best 

done by Govt. or its authorized entity that can be seen and perceived as independent of 

bias and/or commercial interests.  

4. CIO stands for____________. 

5. NCAS stands for  ______________.  

6. Rapid identification, information exchange, and __________ can often mitigate the 

damage caused by malicious cyberspace activity.  

7. CERT Stands for ___________________. 

8. CIIP stands for ______________________________. 

9. RFI stands for ________________________. 

10. Cyber security exercises are effective tool for accessing and improving the security 

posture of the organization and helps in enhancing defense capabilities in 

__________cyber attacks. 

11. The critical sectors include Defense, Finance, Energy, Transportation and__________.  

12. Designing the cyber security exercises is a challenging task and requires proper planning 

and analysis of _________ level of security program implemented in organization.  

13. The government agencies need to set an example in the development and use of 

________ computer and communication networks 

14. Necessary change in office procedure should be undertaken to bring in vogue, reliable 

and ________ paperless offices where required 

15. Organizations need to ensure that important data/records are protected from loss, 

destruction and__________ , in accordance with statutory, regulatory, contractual, and 

business requirements.  

1.8 ANSWERS TO CHECK YOUR PROGRESS 
1. Confidentiality 

2. EXercise event Injection Toolkit 

3. Enabling 

4. Chief Information Officer 

5. National Cyber Alert System 

6. Remediation 

7. Indian Computer Emergency Response Team 

8. Critical Information Infrastructure Protection 

9. Remote File Inclusion  

10. Countering  

11. Telecommunications 



 

 

 

 

12. Maturity 

13. Secure  

14. Robust  

15. Falsification  

 

1.9 MODEL QUESTIONS 
1. Explain secure software development. 

1. Explain McCumber Cube. 

2. Define maturity model. 

3. What is a Full-Simulation exercise? 

4. List different type of cyber exercises. 

5. Write a attack/ scenario for table-top exercise. 

6. Go through Cyber Security Capability Maturity Model developed by the Global Cyber 

Security Capacity Centre.  

7. Write a short note on information security assurance. 

8. Discuss various initiatives of Government of India for achieving information security 

assurance. 

9. What is secure software development? 

10. Explain significance of maturity models. 

11. Write note on cyber security capability maturity model. 

12. Explain cyber security self-assessment. 

13. Discuss importance of cyber exercises. 

14. Discuss type of cyber security exercises. 

15. Discuss various parameters used for purpose of evaluation in cyber exercises. 

  



 

 

 

 

UNIT II: DESKTOP SEC URITY AND MALWARE  

2.1 LEARNING OBJECTIVES 
After going through this unit, you will be able to:  

¶ Understand different types of Malware & their Classification  

¶ Understand Propagation Mechanisms  

¶ Know Perpetrators and Motivation 

¶ Detect and Remove Malware 

¶ Safeguard Ourselves from different types of attacks 

 

2.2 INTRODUCTION 
Malware is short for ñMalicious softwareò - computer programs designed to infiltrate and 

damage computers without the users consent. They are used by cybercriminals, hacktivists and 

nation states to steal personal or professional data, bypass access controls and otherwise cause 

harm to the host system. Appearing in the form of executable code, scripts, active content or 

other software variants, there are many different classes of malware which possess varying 

means of infecting machines and propagating themselves.   

This unit explains, what malware is, the types of malware and how they operate, recent trends in 

malware capabilities, behaviors, and incidents, and what makes systems vulnerable to malware 

infection. 

In a broader way, malware is software or firmware intended to perform an unauthorized process 

that will have adverse impact on the confidentiality, integrity, or availability of an Information 

System.  

The ñadverse impactò is not limited only to loss of confidentiality, integrity, availability, it 

includes loss of any required property of the targeted information system, including 

dependability, usability, performance, and privacy. Perhaps the most sophisticated types of 

threats to computer systems are presented by programs that exploit vulnerabilities in computing 

systems.  

The chapter begins with discussion on different categories of malware- although being 

functionally different you can always find them in hybrid mode, we will talk that later - with a 

survey of various types of malware, with a more detailed look at the nature and characteristics. 

We then look into various classification based on the nefarious capabilities they possess and 

their surviving mechanisms. We will further learn the threats they pose in the contemporary 

malware realm the safe guard and best practices /countermeasures. At the end of this chapter 

you will definitely become ñmalAwareò 



 

 

 

 

2.3 VIRUS 
A computer virus is a malware program  that, when executed, replicates by inserting copies of 

itself (possibly modified) into other computer programs, data files, or the boot sector of the hard 

drive. When this replication succeeds, the affected areas are then said to be "infected". 

Whenever the host programs are executed, the virus instructions get activated along with the 

program. 

2.3.1 How Computer Virus Works 

As said earlier, computer virus operates by attaching themselves to an already existing file or 

program and replicates itself to spread from one computer to another. In most cases, they tend to 

infect executable files that are parts of legitimate programs. So, whenever the infected file is 

executed on a new computer, the virus gets activated and begins to operate by further replication 

or causing the intended damage to the system. 

A virus cannot perform its task of harming and replication unless it is allowed to execute. This is 

the reason why viruses often choose an executable file as its host and get attached to them. 

Viruses are mainly classified into two types: 

a. Non-Resident Viruses: This kind of virus will execute along with its host, perform the 

needful action of finding and infecting the other possible files and eventually transfers the 

control back to the main program (host). The operation of the virus will terminate along 

with that of its host. 

b. Resident Viruses: In case of resident viruses, whenever the infected program is run by 

the user, the virus get activated, loads its replication module into the memory and then 

transfer the control back to the main program. In this case, the virus still remains active in 

the memory waiting for an opportunity to find and infect other files even after the main 

program(host) has been terminated. 

 

2.3.2 Type of Computer Viruses  

2.3.2.1 File Virus 

File Virus uses the file system of a given OS (or more than one) to propagate. File viruses 

include viruses that infect executable files, companion viruses that create duplicates of files, 

viruses that copy themselves into various directories, and link viruses that exploit file system 

features. A subset of file viruses, known as script virus, written in one of a variety of script 

languages like Visual Basic Script, JavaScript, Windows Batch, PHP, etc. either infects other 

scripts, e.g., Windows or Linux command and service files, or forms a part of a multi-component 

virus. Script viruses are able to infect other file formats, such as HyperText Markup Language 

(HTML), if that file format allows the execution of scripts. 



 

 

 

 

2.3.2.2 Boot sector virus 

This type of virus infects the boot sector or the master boot record or displaces the active boot 

sector of a hard drive. Once the hard drive is booted up, boot sector viruses load themselves into 

the computerôs memory. Many boot sector viruses, once executed, prevent the OS from booting. 

Boot sector viruses were widespread in the 1990s, but have almost disappeared since the 

introduction of 32-bit processors and the near-disappearance of floppy disks as a storage medium 

for executables.  

2.3.2.3 Macro virus 

Written in the macro scripting languages of word processing, accounting, editing, or project 

applications, it propagates by exploiting the macro languageôs properties in order to transfer 

itself from the infected file containing the macro script to another file. The most widespread 

macro viruses are for Microsoft Office applications (Word, Excel, PowerPoint, Access). Because 

they are written in the code of application software, macro viruses are platform independent and 

can spread between Mac, Windows, Linux, and any other system running the targeted 

application. 

2.3.2.4 Electronic mail (email) virus 

Email can be used to transmit any of   the above types of virus by copying and emailing itself to 

every address in the victimôs email address book, usually within an email attachment. Each time 

a recipient opens the infected attachment, the virus harvests that victimôs email address book and 

repeats its propagation process. Email virus refers to the delivery mechanism rather than the 

infection target or behaviour. 

2.3.2.5 Multi -variant virus  

The same core virus but implemented with slight variations, so that an anti-virus scanner that can 

detect one variant will not be able to detect the other variants. Polymorphic Virus is the virus 

which changes their characteristic after each infection. There are various techniques which are 

employed to achieve polymorphism by self-modification of code and hence infected files are 

infected with different variants. And in other cases, the virus encrypts itself with different key for 

different file. Metamorphic Virus is the virus that is rewritten such that, with each iteration so 

that each succeeding version of the code is different from the preceding one. 

2.3.1.6 Radio Frequency Identification (RFID) virus 

It is a type of theoretical virus that is expected to target RFID devices. So far, such viruses have 

only been demonstrated by researchers. For details please refer http://www.rfidvirus.org/. 

2.3.2.7 Virus that wrecked havoc  

1. Melissa Virus: One of the most well-known is the Melissa virus reported in 1999. It was 

distributed as a Word document containing a macro virus, saying "Here is that 

document you asked for, don't show it to anybody else". When opened with Word 97 

or Word 2000, the macro would execute, gather the first 50 entries in the usersô address 

http://www.rfidvirus.org/


 

 

 

 

book, and mail a copy of the macro-infected Word document to them via Microsoft 

Outlook. Many recipients would open the infected document and the cycle would 

continue, clogging email servers with an exponentially increasing amount of junk mail. 

 

 

Figure 17: Melissa Virus 

Microsoft Office documents- Word, Excel, PowerPoint, and other types of documents - 

can contain embedded code written in a programming language known as Visual Basic 

for Applications (VBA). With few exceptions, macro viruses are spread when a user 

opens or closes an infected document.  Documents are spread between users using email, 

Internet, and removable media. After a malicious macro is loaded into an Office 

application like Word via an infected document, it can use features like ñAutoExecò to 

automatically start with Word or ñAutoOpenò to automatically run whenever you open a 

document. In this way, the macro virus can integrate itself into Word, infecting future 

documents. It can corrupt data, create new files, move text, flash colors, insert pictures, 

send files across the Internet, and format hard drives. Not simply limited to the already 

powerful macro language commands, macro viruses are increasingly used as transport 

mechanisms to drop off even nastier bugs. Macro viruses can use the 

VBA SHELL command  or utilize the operating system's kernel API to run any external 

command they want. The VBA KILL command can be used to delete files. Macro viruses 

modify registries, use email to forward copies of itself to others, look for passwords, copy 

documents, and infect other programs.  

2. ILOVEYOU virus : The ILOVEYOU virus initially traveled the Internet by e-mail, just 

like the Melissa virus. The subject of the e-mail said that the message was a love letter 

from a secret admirer. An attachment in the e-mail was what caused all the trouble. The 

original worm had the file name of LOVE-LETTER-FOR-YOU.TXT.vbs. The infection 

then replicates itself to everyone in your Outlook address book. Finally, the infection 



 

 

 

 

corrupts files ending with .vbs, .vbe, .js, .css, .wsh, .sct, .hta, .jpg, .jpeg, .mp2, .mp3 by 

overwriting them with a copy of itself. 

 

 

Figure 18: ILOVEYOU virus 

o It copies itself several times and hides the copies in several folders on the 

victim's hard drive. 

o It added new files to the victim's registry keys. 

o It replaced several different kinds of files with copies of itself. 

o It sent itself through Internet Relay Chat clients as well as e-mail. 

o It downloaded a file called WIN-BUGSFIX.EXE from the Internet and 

execute it. Rather than fix bugs, this program is a password-stealing 

application that e-mailed secret information to the hacker's e-mail address. 

 

Figure 19: ILOVEYOU VIRUS code snippet 

3. Sality Virus: It infects executable files on local, removable and remote shared drives. It 

replaces the original host code at the entry point of the executable to redirect execution to 

the polymorphic viral code, which has been encrypted and inserted in the last section of 


