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UNIT | : INFORMATION SECURI TY BASICS TO
POLICIES

1.1 LEARNING OBJECTNVES

After going through this unit, you will be able to:
91 Define security
1 Understand policy
1 Apply procedures for organizational security

1.2 INTRODUCTION

Organizations are becoming increasingly sophisticated in the way in which they organize and use
IT. They are spending too much on IT just to take benefits form latest technologies and to boost
their business and grow leaps and bounds. We can see it aumceal time. Now for booking

a cab we rarely have to tell the cab driver our pickup address manually, app detects it
automatically. Most of the providers use location based system (GPS) to track the user and set
t hat addr ess as jast nmitec & miputes that bobked qab arrives atsyour
place. People have never thought of these 10 years ago. Even organizations are using technology
this much, still most of the organization are not having dedicated budget for security as they
d o n 0 tany dieat return on investment. Once Organization goes through major attack then
they start thinking about security and start spending budget on security things.

As a companybs part people should be atware of
in organization people process and technology should be focus area of improvement. In these
days employees are most targeted, because they are easily expléitatdeample company
spends too much in technology and often believes if we are speowlitigese expensive and
advanced firewalls, IDS/IPS then we must be secure and protected. For this company, attacker
manipulated one employee of the company and got the credentials and other details of these
latest devices and in matter of seconds, thispsom was hacked, although they were using
latest technology and they were also spending for security.

Nowoneqge st i on ar misdewherd tomstad bne &ants itorganizationto secure its
assetsSo the first step is to prepare and follow ausg guideline document which includes all

the security procedures to be followed while carrying out different processes in the organization
as well as the disadvantage. Before discussing it further, let us familiarise ourselves with some of
the common teminologies that we are going throughout our discussion in this chapter.

1.2.1 Glossary
a. Policy: Policy is ahigh level document to repregecorporate philosophy of @articular
organization. Policies are kept more clear and concise to keep them efféasie.
elements o& licy are purpose, scope, responsibility and compliance.



b. Asset management:Asset management is all about discovery, ownership, value,
acceptable use, protection, and disposal of informaigtated assets.

c. Owner: The information ownelis the entity within the organization that has been
assigned the responsibility to exercise t
access privileges to those with a true business need.

d. Custodian: The custodian is the entity which is responsibte bverseeing and
implementing the necessary safeguards to protect assets, at the level classified by the
information owner.

e. User: User is the person who is responsible for viewing, amending, or updating the
content of the information assets. This can be any user of the information in the inventory
created by the information owner.

1.3 DETAILED DESCRIPTION OF IT SECURITY POLICIES

Pdicies are set with the objectives of reduced risk, compliance with laws & regulations, &
assurance of operational continuity, information integrity, & confidentiality. Policies are also
known to be first layer of defence. Policies are important refer@ocements for internal audits

& for resolution of | egal di sputes about mana
as a clear statement of managementdéds intent.

1.3.1 Security Policy

Security policy' is a definition of what it means t® securefor asystem organization or other

entity. For an organization, it addresses the constraints on behaviour of its members as well as
constraints imposed on adversaries by mechanisms asicloors, locks, keys and walls. For
systems, the security policy addresses constraints on functions and flow among them, constraints
on access by external systems and adversaries including programs and access to data by people.
Security policy is generadtatement produced by senior management that dictates what role
security will play within the organization. Senior management may be selected policy board or
committee.

Security policy communicates a coherent security standard to users, managemertiracal tec
staff. For building secure infrastructure security policy is the first step to take. A security policy
can be an organizational policy, an isspecific policy, or a systespecific policy. In an
organizational security policy, management estabfishow a security program will be set up,

|l ays out the programdéds goal s, assigns respons:e
security, and outlines how enforcement should be carried out. This policy must address relative
laws, regulations, ral liability issues, and how they are to be satisfied. The organizational
security policy provides scope and direction for all future security activities within the
organization. It also describes the amount of risk senior management is willing to accept.

! https://en.wikipedia.org/wiki/Security_policy


https://en.wikipedia.org/wiki/System

While developing security policy some of the important things should be kept in mind is as
follows:

1 Policy creation, implementation and adherence should be driven by business objectives.
It should not dictate objective of business.

1 It should be kept simplso that everyone can understand it easily and serve as reference
for all employees and management.

1 It should be developed and used to integrate security into all business functions and
processes.

1 It should be derived from and support all legislation aegulations applicable to the
company.

1 It should be reviewed and modified as a company changes, such as through adoption of a
new business model, a merger with another company, or change of ownership.

1 Each iteration of the policy should be dated and uwelesion control.

1 The units and individuals who are governed by the policy must have easy access to it.
Policies are commonly posted on intranet portals.

1 It should be created with the intention of having the policies in place for several years at a
time. Ths will help ensure policies are forwathdinking enough to deal with potential
changes that may arise.

1 The level of professionalism in the presentation of the policies reinforces their
importance as well as the need to adhere to them.

M Itshouldnotconti | anguage that iisndét readily wunde
declarative statements that are easy to understand and adopt

1 It should be properly supported and administered.

1 It should contribute in overall success of organization.

1 While formulation ofpolicies information system users should be involved.

Security policy must be approved by senior management and should be documented and
controlled. The success of an information resources protection program depends on the policies,
& on the attitude ofmanagement toward securing information on systems. The policy maker set
the tone and the emphasis on how important a role InfoSec will have within your agency. So the
policy maker should be having overall organizational picture so that policy desigmhea lbgn

cover the whole organization.

1.3.2 Why policies are important?

A good quality of Information Security program begins & ends with policy. Policies are least
expensive means of control & often the most difficult to implemdinis a direct link between

an organi zati on 0 s-to-day opsrations.dolicges dlentifyhthee ikey adtivétigs

and provide a general strategy to decisimakers on how to handle issues as they arise. This is
accomplished by providing the resadwith limits and a choice of alternatives that can be used to
6guided6 their decision making process as they



Opoliciesd6d as a globe where national boundar
featuresare easily identified. With this concept in mind we will talk about procedures.

1.3.3 Ways to make policies more effectife
For making policies there are many factors which contribute. Some of them are

1 Goals: Has the issue been adequately defined aodgsty framed? How will the policy
achieve the higthevel policy goals of the department.

1 Ideas: Has the policy process been informed by evidence that is high quality and up to
date? Has account been taken of evaluations of previous policies? Has tme@ bee
opportunity or licence for innovative thinking? Have policy makers sought out and
anal ysed i deas and experience from the (o
administrations?

91 Design: Have policy makers rigorously tested or assessed whether tlog pgekign is
realistic, involving implementers and/or end users? Have the policy makers addressed
common implementation problems? Is the design resilient to adaptation by
implementers?

1 External engagement:Have those affected by the policy been engagdti@rprocess?
Have policy makers identified and responded reasonably to their views?

1 Appraisal: Have the options been robustly assessed? Are theyetfestive over the
appropriate time horizon? Are they resilient to changes in the external environment?
Have the risks been identified and weighed fairly against potential benefits?

1 Roles and accountabilities: Have policy makers judged the appropriate level of
involvement? Is it clear who is responsible for what, who will hold them to account, and
how?

1 Feedback and evaluationis there a realistic plan for obtaining timely feedback on how
the policy is being realised in practice? Does the policy allow for effective evaluation,
even if top management is not doing it?

1 Proper dissemination: There should beroper dissemination of policies So that people
can become aware of and contribute in adherence of policy.

1 Read by the targeted stafffaudienceP ol i ci es are only wuseful i f
targeted read those policies.

ol tds ef f ectreadthe politiesrandpreergiobdethose policies.
0 People should be agretém the formulated policies then only they will be
effective.

“http://ww.instituteforgovernment.org.uk/sites/default/files/publications/Making%20Policy%?2
OBetter.pdf



As in this dynamic environment upon the need policies should be updated from time to time, if
required to make them eff@ge.

1.4 TYPES OF INFORMA'ION SECURITY POLICIES

In order to produce a complete InfoSec policy, management must define 3 types of InfoSec
policy:

1 Enterprise InfoSec program policy

1 Issuespecific InfoSec policies

1 Systemsspecific InfoSec policies

1.4.1 Exanplesof Information Security Policies

Some of the examples of Information Security policies that a typical organization needs are:
71 Information Classification Security Policy

Acceptable Use Policy

Minimum Access Policy

Network Access Policy

Remote AccesBolicy

Acceptable Encryption Policy

Web Server Security Policy

Extranet Policy

Application Service Provider Policy

Authentication Credentials Policy
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1.51T SECURITY PROCEDUHRS

Procedures consist of step by step instructions to assist workerpliementing the various
policies, standards and guidelines. Whilst the policies, standards and guidelines consist of the
controls that should be in place, a procedure gets down to specifics, explaining how to
implement these controls in a step by stepitas For example, a procedure could be written to
explain how to install Windows securely, detailing each step that needs to be taken to
harden/secure the operating system so that it satisfies the applicable policy, standards and
guidelines!

1.6 DIFFERENCES BETWEEN POLICIEES AND PROCEDURES

Policies:
1 Are general in nature
1 Identify company rules
1 Explain why they exist



Tells when the rule applies
Describes who it covers
Shows how the rule is enforced
Describes the consequences
1 Are normally described usirgimple sentences & paragraphs
Procedures:
1 Identify specific actions
Explain when to take actions
Describes alternatives
Shows emergency procedures
Includes warning & cautions
Gives examples
Shows how to complete forms
Are normally written using an outlirfermat

1.7 ASPECTS OF ORGANATIONAL SECURITY

Every company needs to have security program in some or the other form. Practical approach to
organization Information Security Management is to develop communicate roll out and publish
comprehensive organisafial security which should be effective.

= =4 4 A
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1.7.1 Physical Security

Physical security isone of the important areas offérmation searity. Physical security
encompasses different threats, vulnerabilities and risks which should be addressed by
organization to keethemselvesecure. In physical security as a info sec professional one looks

for site design, layout, environmental components;eas controls, intrusion detection and
power, fire protection and many more things.

Physical security describes security measures that are designed to deny unauthorized access to
facilities, equipment and resources, and to protect personnel and propertgafmage or harm

(such as espionage, theft, or terrorist attacks).Physical security plays a major role in information
security of organization. As its responsibility of organization, to provide access to its employees

to a secure environment, so that ¢émgpes can work and assets of the organization remains
secured. Some of the initiatives by the organizations are like keeping guards at entrance of
building. Installing gates on the entrance of the premise and frisking the personal before letting
them in. All these prevent intruders of unwanted personal out of the building and hence they
provide physical security.

I n early dayés physical security was not a bi
used were very big and mostly they were kept in édckabins and rooms and very limited
people were provided with its access. But now days as technology progress size of devices
decreased, day by day. Now company has high end laptops which are very light and stores
confidential data and can be taken anywheith any one very easily. So to protect these devices



has become very challenging. Most of us were not aware of physical security when we talk about

information security. We generally associate information security with hackers and all. But

informationsecurity without proper physical security never works.

| will give you some of examples then you will be agreed with this. A laptop of an insurance

company employee was stolen while he was on his way to home. This laptop was carrying

personally identifiake information like Aadhar card number, pan card details and voter id details

of customers. This laptop was having unencrypted hard drive. Company lost its important data

and was fined by regulatory authorities for

1.7.1.1.Examples of Controls for Physical security which you can easily see in your daily

life

a. Physical barriers: Physical barriers such as fences, walls, and vehicle barriers act as the

outermost layer of security. They serve to prevent, or at least delay, attacks, and also act
as a psychological deterrent by defining the perimeter of the facility and making
intrusions seem more difficult. Tall fencing, topped with barbed wire, razor wire or metal
spikes are often emplaced on the perimeter of a property, generally with some type of
signage that warns people not to attempt to enter. However, in some facilities gnposin
perimeter walls/fencing will not be possible (e.g. an urban office building that is directly
adjacent to public sidewalks) or it may be aesthetically unacceptable (e.g. surrounding a
shopping center with tall fences topped with razor wire); in this ¢theeyuter security
perimeter will be defined as the walls/windows/doors of the structure itself.

Figure 1: Spikes atop a barrier wall act as a deterrent to people trying to climb over the wall

b. Natural surveillance: Another major form of deterrence that can be incorporated into the
design of facilities is natural surveillance, whereby architects seek to build spaces that are
more open and visible to security personnel and authorized users, so that
intruders/attackerare unable to perform unauthorized activity without being seen. An
example would be decreasing the amount of dense, tall vegetation in the landscaping so
that attackers cannot conceal themselves within it, or placing critical resources in areas

% Image courtesyhttps://upload.wikimedia.org/wikipedia/commons/e/e4/Security_spikes_1.jpg



where intraers would have to cross over a wide, open space to reach them (making it
likely that someone would notice them).

c. Security lighting: Security lighting is another effective form of deterrence. Intruders are
less likely to enter wellit areas for fear obeing seen. Doors, gates, and other entrances,
in particular, should be well lit to allow close observation of people entering and exiting.
When lighting the grounds of a facility, widetjystributed lowintensity lighting is
generally superior to small fghes of highntensity lighting, because the latter can have
a tendency to create blind spots for security personnel and CCTV cameras. It is important
to place lighting in a manner that makes it difficult to tamper with (e.g. suspending lights
from tall poles), and to ensure that there is a backup power supply so that security lights
will not go out if the electricity is cut off.

1.7.2 Financial Security

Economic security or financial security is the condition of having stable income or other
resources tesupport a standard of living now and in the foreseeable future. It includes: probable
continued solvency. For more details on financial security we will be learning GLBA, which
pertains to the financial security and focused on the protection of the aurdiig and integrity

of financial information. From information security point of view whenever we apply any control

we do risk assessment and based on the result of this assessment management decides whether
this risk needs to be treated or need to dmepted. If risk is accepted then there is no control
deployed and if it is to be treated then control is required for treatment. This decision is also
based on the asset value if there is asset of Rs 100 logically organization should not spend Rs
200 onprotecting that asset. Predictability of the future cash flow of a person or other economic
entity, such as a country.

1.7.3 Online Security
In fundamental of security you must have gain understanding of tips which need to be followed
to keep yourself sece in this IT world. Here we will be talking about some technical stuff that
how exactly security works and understand terminologies in secUitisre are two states of
data which needs protection.

1. Data which is at transit, and

2. Data which is at rest.
Data which is at rest is protected by applying secure encryption on hard drive/pen drive and data
at transit can be protected by communicating using secure channel which again uses encryption
and this provides online security. Online Security is sometimes sdferred asnternet
security. In online security aim is to secure users by using different techniques and types of
security.
Internet security is a branch of computer security specifically related to the Internet, often
involving browser security but also network security on a more general level as it applies to other
applications or operating systems on a whole.



Its objectiveis to establish rules and measures to use against attacks over the Internet. The
Internet represents an insecure channel for exchanging information leading to a high risk of
intrusion or fraud, such as phishing. Different methods have been used to freteansfer of

data, including encryption.

a. Need of internet security: There are different methods to secure user data which is
travelling via internet to servers which is miles apart. General methods of securing data is
encrypting data into a formathich is only readable by the authorized or targeted
audience in this case a server, another user etc.

For example: Mike wants to send money to his mother living in another city, mike uses
internet banki ng, the transachnhdhbamk sessver mon e
should be secure so that no attacker can use this information and manipulate it in such a
way that he transfer money to his own account. For this we need a secure transaction to
happen and it will only happen if there is internet security.

To achieve internet security different mechanism work together. As info sec professional

one should be aware of these.

b. Secure Communication: Communication do happen using different network so
communication security should be there at computer network asdstiprovided by
using TLS, earlier SSL was used but it is vulnerable so now days TLS is used. If TLS is
implemented then for attacker to perform MITM (Man in the Middle Attack) to modify
bank credential is not possible. This Secure Sockets Layer (36cgesled by Transport
Layer Security (TLS) is used for web traffic.

c. Internet Protocol Security (IPsec):IPsec is designed to protect TCP/IP communication
in a secure manner. It is a set of security extensions developed by the Internet Task Force
(IETF). It provides security and authentication at the IP layer by transforming data using
encryption.

Two main types of transformation that form the basis of IPsec:

1. Authentication Header (AH) and

2. ESP.
These two protocols provide data integrity, data origuthentication, and antplay
service. These protocols can be used alone or in combination to provide the desired set of
security services for the Internet Protocol (IP) layer.

Basic components of the IPsec security architecture

Security protocols foAH and ESP
1 Security association for policy management and traffic processing
1 Manual and automatic key management for the Internet key exchange (IKE)
1 Algorithms for authentication and encryption

The set of security services provided at the IP layer includes access control, data origin
integrity, protection against replays, and confidentiality. The algorithm allows these sets



to work independently without affecting other parts of the implementalibe IPsec
implementation is operated in a host or security gateway environment giving protection
to IP traffic.

1.7.4 Security Token

For more secure infrastructure online sites offer customers the ability to use a code which
randomly changes everyi380 seconds on a security token. Security token is device provided by
the online site. The keys on the security token have built in mathematical computations and
manipulate numbers based on the current time built into the device. Every thirty seconds there is
only a certain array of numbers possible which would be correct to validate access to the online
account.

Figure 2: Security tokerfs

The website that the user is logging into would be made aware of that devices' serialanamber
would know the computation and correct time built into the device to verify that the number
given is indeed one of the handful of sligit numbers that works in that given-80 second
cycle. After 3060 seconds the device will present a new randombeu which can make user

log into the website.

1.7.5 Electronic Mail Security

Email messages are composed, delivered, and stored in a multiple step process, which starts with
the message's composition. When the user finishes composing the message aitd teends
message is transformed into a standard format: an RFC 2822 formatted message. Afterwards, the
message can be transmitted. Using a network connection, the mail client, referred to as a mail
user agent (MUA), connects to a mail transfer agent (Mdpgrating on the mail server. The

mai | client t hen provi des the sender 6s i dent
commands, the client sends the recipient list to the mail server. The client then supplies the
message. Once the mail server reesiand processes the message, several events occur:

* Image coutesy: https://upload.wikimedia.org/wikipedia/commons/d/db/SecurityTokens.CryptoCard.agr.jpg



Recipient server identification, connection establishment, and message transmission. Using
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the recipient(s). fien, the server opens up a connection(s) to the recipient mail server(s) and
sends the message employing a process similar to that used by the originating client, delivering
the message to the recipient(s).

1.7.6 Pretty Good Privacy (PGP)
For email secunt or sending secure email we should use Pretty Good Privacy. Pretty Good
Privacy provides confidentiality by encrypting messages to be transmitted or data files to be

stored using an encryption algorithm such as Tripler DES or CEBT

Email messages cdre protected by using cryptography in various ways, such as the following:
1 Signing an email message to ensure its integrity and confirm the identity of its sender.
1 Encrypting the body of an email message to ensure its confidentiality.
1 Encrypting thecommunications between mail servers to protect the confidentiality of both
message body and message header.
The first two methods, message signing and message body encryption, are often used together;
however, encrypting the transmissions between maileseng typically used only when two
organizations want to protect emails regularly sent between each other.
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Figure 3: Pretty Good Privacy

For example, the organizations could establish a virtual private network (VPN) to encrypt the
communications between their mail servers over the Internet. Unlike methods that can only
encrypt a message body, a VPN can encrypt entire messages, includingeanher information

such as senders, recipients, and subjects. In some cases, organizations may need to protect header

®  Image
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information. However, a VPN solution alone cannot provide a message signing mechanism, nor
can it provide protection for email messagksg the entire route from sender to recipient.

1.7.7 Multipurpose Internet Mail Extensions (MIME)

MIME transforms norASCII data at the sender's site to Network Virtual Terminal (NVT) ASCII
data and delivers it to client's Simple Mail Transfer Prot¢&MTP) to be sent through the
Internet. The server SMTP at the receiver's side receives the NVT ASCII data and delivers it to
MIME to be transformed back to the original RABCII data.

1.7.8 Message Authentication Code

A Message authentication code (MA®) a cryptography method that uses a secret key to
encrypt a message. This method outputs a MAC value that can be decrypted by the receiver,
using the same secret key used by the sender. The Message Authentication Code protects both a
message's data intégras well as its authenticity.

1.7.9 Firewall
Firewalls is network security system that monitors the incoming and outgoing network traffic
and allow or deny the packets based on predetermined security rules. A firewall typically
establishes a barrier beten a trusted, secure internal network and another outside network,
such as the Internet, that is assumed to not be secure or trusted.
In broader terms firewalls are of two types.

a. Network firewalls

b. Hostbased firewalls.

1.7.10 Malicious Software

A compuer user can be tricked or forced into downloading software onto a computer that is of
malicious intent. Such software comes in many forms, such as viruses, Trojan horses, spyware,
and worms.

1 Malware, short for malicious software, is any software used soupli computer
operation, gather sensitive information, or gain access to private computer systems.
Malware is defined by its malicious intent, acting against the requirements of the
computer user, and does not include software that causes unintentiomalugato some
deficiency. The term badware is sometimes used, and applied to both true (malicious)
malware and unintentionally harmful software.

1 A botnet is a network of zombie computers that have been taken over by a robot or bot
that performdargescale malicious acts for the creator of the botnet.

1 Computer Viruses are programs that can replicate their structures or effects by infecting
other files or structures on a computer. The common use of a virus is to take over a
computer to steal data.

1 Computer worms are programs that can replicate themselves throughout a computer
network, performing malicious tasks throughout.



1 Ransom ware is a type of malware which restricts access to the computer system that it
infects, and demands a ransom paid ® ¢heator(s) of the malware in order for the
restriction to be removed.

1 Scare ware is scam software with malicious payloads, usually of limited or no benefit,
that are sold to consumers via certain unethical marketing practices. The selling approach
uses ocial engineering to cause shock, anxiety, or the perception of a threat, generally
directed at an unsuspecting user.

1 Spyware refers to programs that surreptitiously monitor activity on a computer system
and report that information to others without therissconsent.

1 A Trojan horse, commonly known as a Trojan, is a general term for malicious software
that pretends to be harmless, so that a user willingly allows it to be downloaded onto the
computer.

1.7.11 Denial of Service Attack

A deniatof-service attek (DoS attack) or distributed denial-service attack (DDoS attack) is

an attempt to make a computer resource unavailable to its intended users. Although the means to
carry out, motives for, and targets of a DoS attack may vary, it generally considie of
concerted efforts to prevent an Internet site or service from functioning efficiently or at all,
temporarily or indefinitely. According to businesses who participated in an international business
security survey, 25% of respondents experienced a Dia&kah 2007 and 16.8% experienced

one in 2010.

1.7.12 Phishing

Phishing is another common threat to the Internet. "SA, the Security Division of EMC,
announced the findings of its January 2013 Fraud Report, estimating the global losses from
Phishing at$1.5 Billion in 2012." Filter evasion, website forgery, phone phishing, Covert
Redirect are some wethown phishing techniques.

Hackers use a variety of tools to conduct phishing attacks. They create forged websites that
pretend to be other websites irder for users to leave their personal information. These hackers
usually host these sites on legitimate hosting services using stolen credit cards while the last
trend is to use a mailing system and finding a mailing list of people which they can traaad f

1.7.13 Application Vulnerabilities

Applications used to access Internet resources may contain security vulnerabilities such as
memory safety bugs or flawed authentication checks. The most severe of these bugs can give
network attackers full controlver the computer. Most security applications and suites are
incapable of adequate defence against these kinds of attacks.

1.8 SUMMARY

1. Policiesare set with the objectives of reduced risk, compliance with laws & regulations,

& assurance of operational continuity, information integrity, & confidentiality.



2. Policies are important reference documents for internal audits & for resolution of legal
di sputes about management ds due diligence.

3. Security policy communicates a coherent sigstandard to users, management and
technical staff.

4. A security policy can be an organizational policy, an isspecific policy, or a system
specific policy.

5. In an organizational security policy, management establishes how a security program will
bes et up, |l ays out the programbdés goal s, as:
tactical value of security, and outlines how enforcement should be carried out.

6. Physical security encompasses different threats, vulnerabilities and risks whichtshould
addressed by organization to keep themselves secure.

7. Economic security or financial security is the condition of having stable income or other
resources to support a standard of living now and in the foreseeable future.

8. Data which is at rest is protedtéy applying secure encryption on hard drive/pen drive
and data at transit can be protected by communicating using secure channel which again

uses encryption and this provides online security.

1.9.CHECK YOUR PROGRESS

1 are also known to bérét layer of defence.

2. security describes security measures that are designed to deny

unauthorized access to facilities, equipment and resources, and to protect personnel and
property from damage or harm (such as espionage, theft, or teattaks).

3. If is accepted then there is no control deployed and if it is to be treated then
control is required for treatment.

4. MCA stands for

is network security system that monitors the incoming and outg@itvgork

traffic and allow or deny the packets based on predetermined security rules.
6. MIME stands for




1.10ANSWERS TOCHECK YOUR PROGRESS

Policies

Physical

Risk

Message authentication code

Firewalls

o g~ w D P

Multipurpose Internet MaiExtensions

1.11MODEL QUESTIONS

What are the basic elements of policy?

What are types of security policy?

List out the ways to make policies more effective?

List out five basic differences between policies and procedures?
What is physical security?

ExplainIP Sec?

Explain working of PGP in detail along with diagram?
Differentiate between Malware, Botnet, Virus and Worms?
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UNIT Il:CYBER CRIME AND DIFFERNET MODES OF
ATTACKS

2.1LEARNING OBJECTIVES
After going through this unit, you will be able to:
1 Know thebasic terminologies of attacks
Definition of word cyber crime
How to report ayber crime
Differentiate between insider and outsider attacks
Define attacks

2.2INTRODUCTION

Attack is any attempt to destroy, exposaéier, disable, steal, gain authorizel access, or to
make wmauthorized use of an assefhere are many definition of an attack found in literature.
Some of the popular ones are:

= =4 4 A

a. Internet Engineering Task Fordefines attack: Amssaulton system security that
derives from an intelligerthreat i.e., an intelligent act that is a deliberate attempt
(especially in the sense of a method or technique) to esesmleityservicesand violate
thesecurity policyof a system.

b. Committee on National Security SysteafsUnited States of Ameriadefines an attack
as: Any kind of maliciousactivity that attempts to collect, disrupt, deny, degrade, or
destroy information system resources or the information itself.

The increasing dependencies of modern society on information and computers networks (both in
private and public sectors, includinmilitary) have led to new terms like cybattack
andCyberwarfare

It furtherdefinesfiAn at t ack, via cyberspace, targeting
purpose of disrupting, disabling, destroying, or maliciously controlling a computing
environment/infrastructure; or destroying the integrity of the data or stealing controlled
information. 0O

Cyberattacks can range from installisgywareon a PC to attempts to desgrthe infrastructure
of entire nations. Cybeattacks have become increasingly sophisticated and dangerous as
the Stuxnetvorm recently demonstrated.

® https://en.wikipedia.org/wiki/Attack_(computing)
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2.2.1 Glossary
The term attack relatesith some other basic security termiogies as shown in theéigure 4

below. The current section defines some of the terms used frequently in cofteybey
security.

a. Asset: An asset is defined as any physical or logical resource.

b. Vulnerability: It is a weakness which allows attackerto reduce a systeniisformation
assurance.

c. Threat: A threat can be eithantentional (i.e., intelligent; e.g., amdividual cracker or
a criminal organization) or dtcidental (e.g., the possibility of a computer
malfunctioning, or the possibility of matural disastesuch as aearthquake, &re, or
atornado) or otherwise a circumstance, capability, actionvemte

d. Threat Agent: Systementitythat performsathreat action or aneventthat resultsin
athreat action Examples of threat agents are malicibaskersprganized
crime,insiders(including system administratoamddevelopers)terrorists, andnation
states.

e. Confidentiality, Integrity and Availability(CIA): A resource (both physical and logical),
called amasset, can have one or motegnerabilitiesthat can bexploitedby
athreatagent in a threat action. The result can potentially comises
the Confidentiality,Integrity and Availability properties of resources (potentially different
that the vulnerable one) of the organization and others involved parties (customers,

suppliers).
- - - - - - - - - - - - I S . T +
| An Attack: | |Counter- | | A System Resource: |
| i.e., A Threat Action | | measure | | Target of the Attack |
R — + | N — v
| | Attacker |<==================||<(========= | ]
| | ice., | Passive | | | | | Vulnerability | |
| | A Threat |<=s==s=============3||{(========> | ]
| | Agent | or Active | | | ] - [1]------- + |
| 4o - +  Attack | ] | ] VWV |
| | ] | | Threat Consequences |
R I T T S +

Figure 4: Risk factors of theisk scenar’

2.3 TYPES OF ATTACKS

An attack can bactiveor passive

a. Active attack:lt is defined as an attempt to alter system services/resources or affect the
operation they performing.

" Image courtesyhttps://en.wikipedia.org/wiki/Attack_(computing)



b. Passive attacklt is defined as an attempt to learn or makeafsgaformation which was
gathered from the system, but it does not affect the system resources.
The attacks can be classified according to their origin. Based on whether the attacker is from
inside or outside the organization, an attack can further bsifotal as:

a. An "inside attack"is an attack initiated by an entity inside the security perimeter (an
“insider"), i.e., an entity that is authorized to access system resources but uses them in a
way not approved by those who granted the authorization.nltbeaany disgruntled
employee who wants to attack on the system.

b. An "outside attack is initiated from outside the perimeter, by an unauthorized or
illegitimate user of the system (an "outsider"). In the Internet, potential outside attackers
range from am&ur pranksters to organized criminals, international terrorists, and hostile
governments.

An attack usually is perpetrated by someone with bad intenftask hated attackfalls in this
category. ArkEthical Hackemerforms Penetration testing on anamgation information system

to find out if all foreseen controls are in place. It can also be classified based on the fact whether
the attack is conducted using one or more computers in the last case is datatwed attack.

Botnet are used to coudt distributed attacks.

Other classifications are according to the procedures used or ¢heftyplnerabilities exploited.
Attacks can be concentrated on network mechanisms or host features.
Some attacks are physical: i.e. theft or damage of computdrether equipment. Others are
attempts to force changes in the logic used by computers or network protocols in order to achieve
unforeseen (by the original designer) result but useful for the attacker. Software used to for
logical attacks on computersdalledmalware.

The following is a partial short list of attacks:

1 Passive
o Network
- Wiretapping
- Port scanner
- Idle scan
1 Active
o Denialof-service attack
0 Spoofing
o Network
Man in the middle
- ARP poisoning
Ping flood
Ping of death



- Smurf attack

- Buffer overflow
- Heap overflow
- Stack overflow
- Format string attack

2.3.1Insider Attack

An insiderattackis a malicious attackerpetrated on a network or computer system by a person
with authorized system accessch as employees, former employees, contractiofsusiness
associates, who have inside information concerning the organization's security practices, data
and computer systems.

Insiders that perform attacks have a trenchant advantage over external attackers because they
have authorized system access aaldo familiar with network architecture and system
policies/procedures. In addition, there may be less security against insider attacks because many
organizations focus on protection from external attacks.

Knowing who is an insider is the first step tasgifying internal attacks, and understanding what
constitutes an insider attack will be the next step. Some common attacks made by employees,
contractors, or students are:

1 Making an unintentional mistake.

1 Trying to accomplish needed tagkfor example,m a cause in which the system does not
support a particular action or the insider is blocked from accessing certain data, the
insider may try workarounds to accomplish the same thing.

1 Trying to make the system do something for which it was not designed fas of
innovation to make the system more useful or usable.

1 Checking the system for weaknesses, vulnerabilities or errors, with the intention of
reporting the problems.

1 Acting with the intention of causing harm, for reasons such as fame, greed, ibgpabil
divided loyalty or delusion.

2.3.1.1Types of Insider Attack
a Compromised actors: Insiders with access credentials or computing devices that have
been compromised by an outside threat actor. These insiders are more challenging to
address since the featack is coming from outside, posing a much lower risk of being
identified.
b. Unintentional actors: Insiders who expose data accidentally, such as an employee who
accesses company data through publieFN¥i wi t hout t he knowl edge



A large number of data breach incidents result from employee negligence towards
security measures, policies, and practices.

c. Emotional Attackers: Insiders who steal data or destroy company networks
intentionally, such as a former employee who injects malwal@gya bomb in corporate
computers on his last day at work.

d. Tech savvy actors Insiders who react to challenges. They use their knowledge of
weaknesses and vulnerabilities to breach clearance and access sensitive information.
Tech savvy actors can pose soofighe most dangerous insider threats, and are likely to
sell confidential information to external parties or black market bidders.

2.3.1.2 How to preveninsider Attack

If you consider the full attack path of an external hacker, the first step isntangginal access.
Usually organisations expend an extra ordinary amount of resources on protecting their edge
specifically to counter insider threatSvery organisation need to create an effective security
policy is understand your attack surfaBelow are the steps for preventing insider attack:

a Stepl:The first step in protecting a company?o
and classify what those assets are and what controls are currently in place to protect those
assets.| f a ¢ o ospimponyadtassanis money, then it will be important to note its
physical location, how it is accessed, how it is guarded, who currently protects it, how
much of it exists, and how the amount is recorded and maintained safe from alteration.

If the mostimportant asset idata, it will be important to note what form is it stored in
(electronic or physical), where it is stored (on a server, in a file cabinet), how it is
accessed (over the network, physically opening a file cabinet), who has access to it
(employees, managers), how changes are logged, and what controls are in place to secure
it (usernames & passwords, lock & key). After identifying the assets and all the means of
accessing them, the company should determine, within the company, has acsds

these assetdhis list should beeviewedandre-evaluatedagainst job roles to ensure that

only those employees that actually need access to conduct their daily responsibilities
continue to have access. For all other employees, regardless of ranknagerial
influence, their access should be removed.

b. Step 2 Assigning Owners Classify your information so you can design and implement
the proper controls for different types of datdne owner should be typically a senior
ranking official, who have aolid understanding of the high level business processes but
he/she should not be involved in the daily routine of operations or maintenance.

The owner should be responsible for making decisions about the assets including who
should have access to themgdar what purpose. The information supervisor should be
responsible for the maintenance and administration of the assets. The supervisor should
follow the directives of the information owner and provides the operational and security
aspects of maintainingph e asset. I f the owner defines t
provides the Ahowo.



c. Step 3 Recognize Suspicious behaviourlt is difficult to prevent a malicious attack
from a motivated insider, there are ways to spot bad belrabefore it becomes lig
problem. Each employee has logical patterns of information usage, and the organization
should look for abnormal usage and investigate when this occurs. For example, if an
employee looks at 50 customer accounts each day and then one day looks ahadf) or
there is a potential issue that should be investigated. You always need to understand if
unusual behaviar is warranted or maliciousdentifying potential issues or unauthorized
changes requires logging or record keeping of all changes so aatitelie identify who
made the change, when it happened, and the details of the changes.

d. Step 4 File Sharing on internal network: Most common vulnerabilities of companies
is caused by their inherent desire to share everything interidéign members of ieam
want to communicate or share files with each other, they will create a folder on an
internal file server, give i Althdugheveliketdt e a mod s
believe our employees are inherently good, it is not good practicevi® tlea bank vault
completely unlocked. As with network file shares, if the Finance and Accounting team
creates a folder that has employee or customer banking information in it, does this really
need to be visible to everyone?

e. Step 5: Permission Allotment
A small company may have one employee tasked with multiple jobs. As the company
grows this employee will begin to delegate his responsibilities to new employees, thereby
reducing his access requirements to specific assets. The trouble is, many compasies foc
their efforts on providing access to their employees and do not focus on removing access
or ensuring alignment with actual job responsibilities.If an employee started out as a
database developer and was promoted after three years to manager anceéhgeatts
later to director of operations, it is likely that their access requirements would be
significantly different today versus when they started. But there are many directors and
vice presidents that still possess their same permissions that thesheadhey started
with the company. This can pose a significant risk to a company if that VP or director
becomes disgruntled or didnét get that r ai

f. Step 6 Data Portablity
The Internet provides a backbone of communication for legignbusiness use but also
facilitates employees sending internal information outside the company. This can be
accomplished by email, file transfer protocol, instant messaging, or even over the web via
hypertext transfer protocol (HTTP). Along with relying networks to send and receive
data, employees can also take advantage of local data portability from their desktop or
laptop via CD/DVD burners or even USB thumb drivehile the devices may simplify
the transfer of data between machines, their useiatseases the risk of data theft.
Empl oyees with access to the companyds int
from their work machines to their home systems to work at home. The problem is that



once the data leaves a company computer, thgany can no longer ensure the security
or legitimate use of the data.

g. Step 8 Manage Incident Response
Incident response is a very tricky and precise job. Even a small mistake can lead to major
pieces of evidence being lost or some other evidence bémedan a way that makes it
inadmissible in court. If your security team is not trained and certified in incident
response, you should have a relationship with an organization that is and call them as
soon as you identify a problem. TlieYikiely want toget on the ground immediately.

2.3.20utsider Attack

Outsider threabccurs when an individual or a group seeks to gain protected information by
infiltrating and taking over profile of a trusted user from outside the organization.
Attacksperpetrated by dversaries that do not have access to direct access to any of the
authorized nodes in the network. However, the adversary may have access to the physical
medium, particularly if we are dealing with wireless networks. Thereftt@ckssuch as replay
messges and eavesdropping fall into this classification. However, coping with this attack is
fairly easy by using traditional security techniques such as encryption and digital signatures.
Malicious attackers use various method, tools, and techniques to disteipt, and steal
information from a system.

2.3.2.1 Types of Outsider Attack

a. E-mail Hacking: The most common mail transfer protocols (SMTP, POP3, IMAP4) do
not typically include provisions for reliable authentication as part of the core protocol,
allowing email messages to be easily forgedthough extensions to these basic
protocols do exist, the decision whether to use them needs to be established as part of the
mail server administration policy. Some of the extensions use a previously éstblis
means of authentication while others allow the client and server to negotiate a type of
authentication that both ends support.

b. Social Engineering: It can be used both by outsiders and by people within an
organization. Social engineering is a hackemtéor tricking people into revealing their
password or some form of security informatioA. common example of social
engineering would be where a hacker sendsag to an employee, claiming to be an
administrator who needs the employee's password torde sdministrative work. The
normal user who has not been taught about security might not know the difference
between the actual administrator and the imposter administrator, especially in a large
organization.

"Shoulder surfing" is also common among haska&nd users who wish to learn
someone's password. In this case, they hang around a user's desk, talking and waiting for
the user to type in a passwoldkers should be informed not to type in their passwords in
front of others or, if they have and suspibett someone else now has their password, that
they should change the password immediat@lyother form of social engineering is



guessing a user's password. When people can learn things about certain users' personal

and social lives, they can use this iagathem. For example, users might choose a

daughter or son's name or birth date or a friend's name as a password. Users also often

use passwords that they can read on their desks or on posters in the work area.

Intrusion Attacks: This often happens wheaattackers use known vulnerabilities in the

network. In updateable systems, administrators may not have or take the time to install all

the necessary patches in a large number of hosts.

Users may also demand network services and protocols that are lmberilawed and

subject to attack. For example, a user might ask, "Why can't | just FTP the files down?" It

is very important that security policies deal not only with-aedr demands but also with

the threats and vulnerabilities associated with thoseaddsn Realistically, however, it is

seldom possible to remove all vulnerabilities.

Denial-of-Service Attacks: DoS attacks are designed to prevent legitimate use of a

service. Attackers achieve this by flooding a network with more traffic than it can handle

Examples of this include:

1 Saturating network resources, thereby preventing users from using network resources.

1 Disrupting connections between two computers, preventing communications between
services.

1 Preventing a particular individual from accessingise.

1 Disrupting services to a specific system or client.

DoS attacks flood a remote network with an enormous amount of protocol packets.

Routers and servers eventually become overloaded by attempting to route or handle each

packet. Within minutesnetwork activity exponentially rises and the network stops

responding to normal traffic and service requests from clients. This is also known as a

network saturation attack or bandwidth consumption attack. Attackers strike with various

tools, including TmOO and Tribe Flood Network (TFN, TFN2K).

2.3.2.2How to prevent Outsider Attack

For many a system is a hub of significant documents, files, and applications, but there is always a

risk of losing the important files because of outside thrémtside theats have become a big
concern for all users, especially those who use the internet reg&latiing from damage to

your system to cyber crime like identity theft, outside threats pose many dangers to your system.

However, the silver lining to this coem is the presence of ways to protect and guard your

system from these threats. You do not need to be a computer wizard to do this, as you just have

to follow some simple step8Vhen it comes to computer security, you have to look after many

aspects suclas risk analysis, kinds of threats, security policy, and then come protection

techniques. Viruses, keylogging, worms ardshing attacks are all around your system to
damage it, but there are ways through which you can assure the security of your $hstem.
main ways of computer security includes:

8 http://lwww.ijcrsee.com/index.phplijcrsee/article/view/11/114



A Antivirus programs, which can scan and keeps you alert about viruses

A Firewall of your system, which can be configured for enabling you to transfer selected
information between your system and internet.

A Backup isanother way of protecting your important files and documents, as this helps to
restore lost files because of virus attack.

Things to remember
Apart from the main security options for your data, there are some more points that you should
keep in mind. Thee are as follows:

Indentify the symptoms of threats, so that you can take proper measures to tackle them
Keep the virus database of your antivirus program updated

Scan your system once in a week, to look out for new bugs

Be alert of emails that ask forngenal information

Scan USB devices that you use for transferring data

Keep your web browser and OS up to date

> > > > D>y D>

2.4CYBER CRIME

Study of Cybercrim@ Analysis of criminal law and criminal procedure in the context of the
Internet or computer networkEhe computer may have been used in the commission of a crime,
or it may be the target.

Netcrimerefers, more precisely, to criminal exploitation of thiernet.Issues surrounding this
type of crime have become higinofile, particularly those surroundimgcking,copyright
infringement,dentity theft,child pornography, andhild grooming. There are also problems
of privacywhenconfidentialinformation is lost or intercepted, lawfully or otherwise

Cybercrimes have gone beyond conventional crimes andheoxe threatening ramifications to

the national security of all countries, even to technologically developed countries as the United
States. According to a publication inwnhi ch states that it he adop
appropriate legislation againstet misuse of Information and Communication Technology (ICT),

for criminal or other purposes, including activities intended to affect the integrity of national
critical informati on i nfrastruct ur eRrgfessors cen
Augusti ne Odi n macrinsetisaahyellegaltadtsaperpefiated ib,em or through the
internet with the intent to cheat, defraud or cause the malfunction of a network device, which

may include a computer, a phones, etc. The illegal act may leedrgt a computer network or

devices e.g., computer virus, denial of service attacks (DOS), malware (malicious code). the

® http://certin.org.in/



illegal act may be facilitated by computer network or devices with target independent of the
computer network or deviceo.

2.4.1 Oveniew of Cyber Crime

Cyberspace refers to the boundless space known as the internet. It refers to the interdependent
network of information technology components that underpin many of our communications
technologies in place today. Cyber security is théectibn of tools, policies, security concepts,
security safeguards, guidelines, risk management approaches, actions, training, best practices,
assurance and technologies that can be used to protect the cyber environment and organization
and user Os g aarsiszeatsi.on and user os assets i ncl
personnel, infrastructure, applications, services, telecommunications systems, and the totality of
transmitted and/or stored information in the cyber environment. Cyber security stresesute

the attainment and maintenance of the securit
against relevant securitisks in the cyber environment.

2.4.2 Categories of Cyber Crim&

Hacking: Hackers make use of the weaknesses and loop hotgsenating systems to destroy

data and steal important information from victim's computer. It is normally done through the use
of a backdoor program installed on your machine. A lot of hackers also try to gain access to
resources through the use of passiMoacking software. Hackers can also monitor wioat do

on your computer and can also import files on your computer. A hacker could install several
programs on to your system without your knowledge. Such programs could also be used to steal
personal infomation such as passwords and credit card information. Important data of a
company can also be hacked to get the secret information of the future plans of the company.

Cyber-Theft: CyberTheft is the use of computers and communication systems to steal
information in electronic format. Hackers crack into the systems of banks and transfer money
into their own bank accounts. This is a major concern, as larger amounts of money can be stolen
and illegally transferred. Credit card fraud is also very common. Mosteocompanies and

banks don't reveal that they have been the victims of cyheit because of the fear of losing
customers and shareholders. Cytift is the most common and the most reported of all eyber
crimes. Cybetheft is a popular cybesrime because it can quickly bring experienced cyber
criminal large cash resulting from very little effort

Viruses and worms Viruses and wormarevery major threat to normal users and companies.
Viruses are computer programs that are designed to damage canpute named virus
because it spreads from one computer to another like a biological virus. A virus must be attached
to some other program or documents through which it enters the computer. A woitiy usua
exploits loop holes in saftare’s or the operaiy system. Trojan horse is dicey. It appears to do
one thing but does something else. The system may accept it as one thing. Upon execution, it

19 https://en.wikipedia.org/wiki/Cybercrime_and_cwermeasures



may release a virus, worm or logic bomb. A logic bomb is an attack triggered by an event, like
computer clock raching a certain date. Chernobyl and Melissa viruses are the recent examples.
Experts estimate that the Mydoom worm infected approximately a qumaittien computers in a

single day in January 2004. Back in March 1999, the Melissa virus was so powarfufdiced
Microsoft and a number of other very large companies to completely turn off tinesil e
systems until the virus could be contained.

Spamming involves mass amounts of email being sent in order to promote and advertise
products and website€€mail spam is becoming a serious issue amongst businesses, due to the
cost overhead it causes not only in regards to bandwidth consumption but also to the amount of
time spent downloading/ eliminating spam mail. Spammers are also devising increasingly
advanced techniques to avoid spam filters, such as permutation of the emails contents and use of
imagery that cannot be detected by spam filters.

Financial Fraud-These are commonly called APhishingo
engineering as they rage the perpetrators to pose as a trustworthy representative of an
organi zation, commonly the victimdbs bank.

Identity Theft, Credit Card Theft, Fraudulent Electronic Mails (Phishing): Phishing is an
act of sending an-mail to a user falsely claiming teeban established legitimate enterprise in
order to scam the user into surrendering private information that will be used for identity theft.

Cyber harassment is electronically and intentionally carrying out threatening acts against
individuals. Such acts include cybstalking.

Cyber laundering- is an electronic transfer of illegallybtained monies with the goal of hiding
its source and possibly its destimati

Website Cloning:One recent trendincyberr i me i s t he eme&radg®&naoe bofsift
that take advantage of consumers what are unfamiliar with the Internet or who do not know the
exact web address of the legitimate company that they wisksito ¥he consumer, believing

that they are entering credit details in order to purchase goods from the intended company, is
instead unwittingly entering details into a
able to make use of this informati at a later stage, either for his own purposes or to sell on to

others interested in perpetrating credit card fraud.

2.4.3 Challenges of Cyber Crime

Domestic and international law enforcement A hostile party using an Internet connected
computer thousats of miles away can attack internebnnected computers in any coun&ty
easily as if he were next door. It is often difficult to identify the perpetrator of such an attack, and
even when a perpetrator is identified, criminal prosecution across nabonaldaries is
problematic.



Lack of Infrastructure : Proper monitoring and arrest calls for sophisticated state of the art
Information and Communication Technology devices.

Lack of National Functional Databases National database could serve as a meansacdkihg
down the perpetrators of these heinous acts by checking into past individual records and tracing
their movements.

Proliferation of Cybercafés As a means of making ends meet, many entrepreneurs have taken
to establishment of cybercafés that sersebbissful havens for the syndicates to practice their
acts through night browsing service they provide to prospective customers without being guided
or monitored.

Porous Nature of the Internet The Internet is free for all with no central control. Hertbe,
state of anarchy presently experienced.

2.4.4Complexities of Cybercrime

The speed and power of modern information technology complicates the detection and
investigation of computer crimes. For example, communications networks now span the globe
and asmall personal computer can easily connect to sites that are located in different
hemispheres or continents. This raises very significant problems in terms of jurisdiction,
availability of evidence, cordination of the investigation and the legal framei®ythat can be
applied to criminal acts that occur in this context.

New technologies create new concepts that have no legal equivalence or standing. Nevertheless,

a virus wutilizes the resources of Hdnee,evenf ect e
a benign virus may be variously interpreted as a system penetration, a piece of electronic graffiti

or simply a nuisance prank. The major point however, is that the legal system and therefore the
definition of computer crime itself is reactiad unable to encompass behaviors or acts that
involve new computational concepts.

Information has several unique and abstract propert@sexample its capacity to still be in the
owner 6s possession after it hassseebthelagal systgm ed o
struggle with the implications of this in a computer based context. Clearly, conventional notions

of copyright, patent rights and theft have been strained when applied to software and computer
based information, basically becaus@ésgng concepts of theft and breakfor example, relate

to common notions of permanent deprivation or removal (theft) or physical damageiisjeak

A related property of digital information is the ease and extent to which it can be transformed
and translated. That is, a piece of information (i.e., a program) can be represented in a huge
variety of informational formdt can be represented as program text (source code), executable
code (binaries), or it can be transformed in a large number of wayahematically, by
encryption, or by conversion to say a holographic image or a piece of music. As long as the
method(s) of transformation are known, the music, image, or encrypted text can be translated



back to its original form. Therefore, the informatibfam in which information exists may
eventually have no legal status. Instead, some measure of its value or functionality as
information itself may eventually determine its legal and commercial position.

This malleability of information has implicatioms terms of system breaks where information
may not be destroyed (as in corrupted or erased) but is encrypted or made temporarily
inaccessible. Such actions can hardly be classified as theft or even malicious damage.

2.4.5Effects of Cyber Crime
Financial loss: Cybercriminals are like terrorists or metal thieves in that their activities impose
disproportionate costs on society and individuals.

Loss of reputation: Most companies that have been defrauded or reported to have been faced
with cybercriminal ativities complain of clients losing faith in them.

Reduced productivity: This is due to awareness and more concentration being focused on
preventing cybercrime and not productivitVulnerability of their Information and
Communication Technology (ICT) sgshs and networks.

2.4.6Solutions to cybercrime

Education: Cybercrime is difficult to prove as it lacks the traditional paper audit trail, which
requires the knowledge of specialists in computer technology and internet protocols; hence We
need to educateitizens that if they are going to use the internet, they need to continually
maintain and update the security on their system. We also need to educate corporations and
organizations in the best practice for effective security management. For exampldagmme
organizations now have a policy that all systems in their purview must meet strict security
guidelines. Automated updates are sent to all computers and servers on the internal network, and
no new system is allowed online until it conforms to the gcpolicy.

Establishment of Programs and IT Forums forYouths: Since the level of unemployment in

the country has contributed significantly to the spate-ofirae, the government should create
employments for these youths and set up IT laboratoriesifevbere these youths could come
together and display their skills. This can be used meaningfully towards developing IT at the
same time they could be rewlad handsomely for such novelty.

Address Verification System: Address Verification System (AVS) chexlcould be used to
ensure that the address entered on your order
billing statements are mailed.

Interactive Voice Response (IVR) Terminals:This is a new technology that is reported to
reduce charge backs and fraud by collecting
verification from the customer before the merchant sthipsrder.



IP Address tracking: Software that could track the Ildress of orders could be designed. This
software could then be used to check that the IP address of an order is from the same country
included in the billing and shipping addresses in tiers.

Use of Video Surveillance Systemsthe problem with this nthod is that attention has to be
paid to human rilgts issues and legal privileges.

Antivirus and Anti spyware Software: Antivirus software consists of computer programs that
attempt to identify, thwart and eliminate computer viruses and other malicidusasof Anti

spy wares are used to restrict backdoor program, Trojans and other spy wares to be installed on
the computer.

Firewalls: A firewall protects a computer network from unauthorized access. Network firewalls
may be hardware devices, software praggaor a combination of the two. A network firewall
typically guards an internal computer network against maliciacsess from outside the
network.

Cryptography: Cryptography is the science of encrypting and decrypting information.
Encryption is like seridg a postal mail to another party with a lock code on the envelope which
is known only to the sender and the recipiégtiumber of cryptographic methods have been
developed and some of them are still not cracked.

Cyber Ethics and Cyber legislation Laws: Cyber ethics and cyber laws are also being
formulated to stop cybarrimes. It is a responsibility of every individual to follow cyber ethics
and cyber laws so that the increasing cytrenes will reduce. Security software like anti
viruses and antpy wares should be installed on all computers, in order to remain secure from
cybercrimes. Internet Service Providers should also provide high level of security at their
servers in order to keep their clients secure from all types of viruses and malicignas®.o

Access Device Fraud Statutesl8 U.S.C. 8§ 1029 outlines 10 different offenses under which an
offender could violate concerning device fraud. These offenses include:

Knowingly trafficking in a counterfeit access device

Trafficking the counterfeit aess device with the intention to committing fraud

Possessing more than 15 devices with the purpose to defraud

Production/possession/trafficking in equipment to create access devices if the intent is to

defraud

1 Receiving payment from an individual in exce$s$1,000 in a ongear period who was
found using illegal access devices

T Solicitation of another individual with offers to sell illegal access devices

1 Distributing or possessing an altered telecommunication device for the purpose of
obtaining unauthorizktelecommunication services

T Production, possession, or trafficking in a scanning receiver
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T Using or possessing a telecommunication device that has been knowingly altered to
provide unauthorized access to a telecommunication service
T Using a credit card whitwas illegally obtained and used to purchase goods and service

2.5HOW TO REPORT AN INGDENT

A computer security incident is any adverse event whereby some aspect of a computer system is
threatenedike loss of confidentiality, disruption of data or &% integrity, denial of service
availability.

Any organisation or corporate using computer systems and networks may be confronted with
security breaches or computer security incideBysreporting such computer security incidents

to CERTIn the System Anhinistrators and users will receive technical assistance in resolving
these incidents. This will also help the CERiTto correlate the incidents thus reported and
analyze them; draw inferences; disseminate-taglate information and develop effective
secuity guidelines to prevent occurrence of the incidents in future.

System Administrators can report an adverse activity or unwanted behaviour which they may
feel as an incident to CERIA.

They may use the following channels to report the incident.

1 E-mail : incident@cerin.org.in
1 Helpdesk : +911800-11-4949
1 Fax: +91180011-6969

The following information (as much as possible) should be provided while reporting the incident.

Time of occurrence of the incident

Information regarding affected system/netiwor

Symptoms observed

Relevant technical information such as security systems deployed, actions taken to
mitigate the damage etc.
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CERT-In will then analyse the information provided by the reporting authority and identify the
existence of an incident. In case it is found that an incident has occurred, a tracking number will
be assigned to the incident. Accordingly, the report willabknowledged and the reporting
authority will be informed of the assigned tracking number. CHRWill designate a team as
needed.

The designated team will assist the concerned System Administrator in following broad aspects
of incident handling:

Identification: to determine whether an incident has occurred, if so analyzing the nature of such
incident, identification and protection of evidence and reporting of the same.



Containment: to limit the scope of the incident quickly and minimise the damage
Eradication: to remove the cause of the incident
Recovery:taking steps to restore normal operation

CERT-In will provide support to the System Administrators in identification, containment,
eradication, and recovery during the incident handling in the fdmu\ace.

2.6 SUMMARY

1.

Attack is any attempt to destroy, expose, alter, disable, steal, gain unauthorized access, or
to make unauthorized use of an asset.

The increasing dependencies of modern society on information and computers networks
(both in privateand public sectors, including militaritave led to new terms like cyber

attack andCyberwarfare

3. An attack usually is perpetrated by someone with bad intentions

4. The attacks cabe classified according to their origin. Based on whether the attacker is

from inside or outside the organization

Insiders that perform attacks have a trenchant advantage over external attackers because
they have authorized system access and also familiar network architecture and
system policies/procedures.

In addition, there may be less security against insider attacks because many organizations
focus on protection from external attacks.

Cybercrimes have gone beyond conventional crimes and now hlareatening
ramifications to the national security of all countries, even to technologically developed
countries as the United &es.

Cyberspace refers to the boundless space known as the internet. It refers to the
interdependent network of informatitechnology components that underpin many of our
communications technologies in place today.

A computer security incident is any adverse event whereby some aspect of a computer
system is threatendike loss of confidentiality, disruption of data or systamegrity,
denial of service availability.

10. Cybercrime is difficult to prove as it lacks the traditional paper audit trail, which requires

the knowledge of specialists in computer technology and internet protocols; hence We


https://en.wikipedia.org/wiki/Cyberwarfare

need to educate citizens thathiey are going to use the internet, they need to continually

maintain and update the security on their system.

2.7 CHECK YOUR PROGRSS

1
2.
3.

An is defined as any physical or logical resource.

aystem entity that performs a threatiant

An Hackerperforms Penetration testing on an organization information system
to find out if all foreseen controls are in place.

is the use of computers and communication systems to steal information in
electronic format.
IVR stands for

is an electronic transfer of illegatybtained moies with the goal of

hiding its source and possibly its destination.

2.8 ANSWERS TACHECK YOUR PROGRESS

1
2
3
4,
5
6

. Asset
. Threat agent

Ethical
CyberTheft
Interactive \bice Response

. Cyber laundering
2.9 MODEL QUESTIONS

Define an attack? Discuss various types of attacks.

. What is an insider attack? Explain different types of insider attacks.

How to prevent Insider attack?

1
2
3
4. What is an outsider attack? Explain differgries of outsider attacks.
5.
6
7
8
9

How to prevent outsider attack?

. What are the challenges of a cyber crime?

Define social engineering.

. What are the various effects of cyber crime?

Differentiate between Active & Passive Attacks?

10. Differentiate between inside &utside Attacks with their types?
11 What is CIA? Explain.



12. What is distributed attack?

13. Define Cybercrime according to Professor Augustine Odinma?
14. What is an incident? Write down steps to report an incident?
15. How the designated team handle an incident. Exdaefly?



UNIT Ill: INTRUSION DETECTION SYSTEM

3.1LEARNING OBJECTIVES
After going through this unit, you will be able to:

T
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Know the basic terminologies of intrusion detection system

Definition of word intrusion detection system

Knowthe objectives of intrusion detection system

Differentiate between intrusion detection systamd intrusion prevention system
Define intrusion and intruders

Difference between vulnerability scanner and intrusion detection system.
Difference between inbodrand outbound network activities.

3.2INTRODUCTION

An Intrusion Detection SystefiDS) is a device osoftware applicatiothat monitors network

or system activitie for malicious activities or policy violations and produces reports to a
management statidh In some cases tHBS may also respond to anomalous or malicious traffic
by taking ation such as blocking the user or souiReaddresgrom accessing the network. An
Intrusion Prevention System(IPS) is a type of IDS that can prevent or stoptadwaffic. The

IPS usually logs such events and related informafion.

Intrusion detection provides the followind:

Monitoring and analysis of user and system activity

Auditing of system configurations and vulnerabilities

Assessing the integrity afitical system and data files

Statistical analysis of activity patterns based on the matching to known attacks
Abnormal activity analysis

1 Operating system audit
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3.2.1 Components of IDS
There are three main componentsh® Intrusion detection system.

a. Network Intrusion Detection system (NID®) performs an analysis for a passing traffic

on the entire subnet. Works in a promiscuous mode, and matches the traffic that is passed
on the subnets to the library of knows attacks. Once the attack is idertifiginormal
behaviour is sensed, the alert can be send to the administrator. Example of the NIDS
would be installing it on the subnet where you firewalls are located in order to see if
someone is trying to break into your firewall.

Uhttps://en.wikipedia.org/wiki/Intrusion_detection_system
Yhttp:/fiac.dtic. mil/iatac/download/intrusion_detection.pdf
Bhttps://www.sans.org/readimpom/whitepapers/detection/understandingusiondetectiorsystems337


https://en.wikipedia.org/wiki/Software_application
http://netsecurity.about.com/cs/generalsecurity/g/def_ids.htm
http://compnetworking.about.com/od/basicnetworkingconcepts/g/bldef_address.htm

b. Network Node Intrusiordetection system (NNIDS) It performs the analysis of the
traffic that is passed from the network to a specific host. The difference between NIDS
and NNIDS is that the traffic is monitored on the single host only and not for the entire
subnet. The examplaf the NNIDS would be, installing it on a VPN device, to examine
the traffic once it was decrypted. This way you can see if someone is trying to break into
your VPN device.

c. Host Intrusion Detection System (HIDB)It takes a snap shot of your existing teys
files and matches it to the previous snap shot. If the critical system files were modified or
deleted, the alert is sent to the administrator to investigate. The example of the HIDS can
be seen on the mission critical machines that are not expectethatmye their
configuration.

TheFigure5 below shows variousomponents of an IDS working together to provide network

monitoring.
Firewall g
External network

{Imtarnet) Iln'f:erl'_la| hetwork
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Figure 5: An intrusion detection systétn

Before discussing IDS/IPS in detall, let us first gear up with some common terminologies used
frequently in it.

3.2.2 Glossary

i. Sensors These are deployed in a network or on a device to collect dawdetects a
potential security breach, logs the information and signals an alert on the console or
owner.Input is collected, organizednd then fowarded to one or more analyzers.

ii.  Analysers Analysersin IDS collect data forwarded by sensors and tihetermine if an
intrusion has actually occurred. Output from the analyzers should include evidence
supporting the intrusion report. The analyzers may also provide recommendations and
guidance on mitigationsteps.

4 Image courtesy: http://static.commentcamarche.net/en.kioskea.net/pictures/detécizmesschemads. gif
available under creative commons license.



iii. User interface The user interface of thd®§ provides the end user a view and way to
interact with the system. Through the interface the user can control and configure the
system. Many usenterfaces can generate reports as well.

iv. Honeypot In an organization wher&S is fully deployed some admmistrators may
choose t o i nsessehtiblly asysteim compopegntosét div@sk or decoy
for intruders. Honeypots can be usedhessystemsvhich warns before aattackgoing
to be occurreddecoys from critical systems, and data collectsmurces for attack
analysesHoneypotsare used by many vendofsr research purposes, and to develop
new intrusion signatures. Note that a honeypot should only be deployed when the
organization has the resources to maintain it. A honeypot left unmanagyederome a
significant liability because attackers may use a compromiseeypot to attack other
systems.

v. Event or Signaturebased Analysis The event, or signatwgased, systems function
much like the antvirus software with which most people are faani The vendor
produces a list of patterns that it deems to be suspicious or indicatare aifack; the
IDS merely scathe environment looking for a match to the known patterns. The IDS can
then respond by taking a us#gfined action, sending an aleor performing additional
logging. This is the most common kind of intrusion detection sy$tem.

vi. Statistical Analysis A statistical analysis system builds statistical models of the
environment, such as the average length of a telnet session, thendpaevifitions
from fAnor mal 0O. Af ter over 10 years of g oV
beginning to incorporate this technology into marketable produicts.

vii. Adaptive Systems The adaptive systems start with generalized rules for the
environment, thee learn, or adapt to, local conditions that would otherwise be unusual.
After the initial learning period, the system understands how people interact with the
environment, and then warns operators about unusual activities. There is a considerable
amount ofactive research in this area.

Lhttps://www.ipa.go.jp/security/fyl1/report/contents/intrusionfaseting/idsbg. pdf



3.3CHARACTERSTICS OF 105

Behaviour Based

Detection Method
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Application Log Files
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Figure6: The characteristics of IDS

Detection methodlescribes the characteristics of the analyzer. When the intrdstention
systemuses information about the normb&havior of the system it monitorsit will be
consideredas behaviorbased. Whenhe intrusiondetection system uses information about the
attacks, iwill be considerecs knowledgéased.

The behavioron detectiondescibes the response of the intrusidetection system to attacks.
When itactively takes a necessary acttorthe attack by taking either corrective (closing holes)
or proactive (logging out possiblattackers, closing down services) actions, thentype of
intrusiondetection system is said to be active. If ithteusiondetection systemimply generates
alarms (such as paging), it is said to be passive.



The audit source locatiorseparatesntrusiondetection systems based on the kind of input
information they analyze. This input information can be audit trails (system fogwall log9

on a host, network packetapplication logs, otlintruder alerts generated by other intrusion
detection systems.

The detection paradigmdescribes the detectiomechanism used by the intrusidatection
systemlntrusiondetection systems can evaluate states (secure or insecan@ngeovergrom
secure to insecuye

3.4TYPES OFIDS

IDS come in a variety dfavors and approach the goal of detecting suspictoaf§ic in different
ways. There are two main types: Network based (NIDS) and Host based (HIDS) intrusion
detection systems.

3.4.1 Network Intrusion Detection System

Network Intrusion Detection Systems are placed at a strategit gropoints within the network

to monitor traffic to and from all devices on the netwdtkperforms an analysis of passing
traffic on the entire subnet, and matches the traffic that is passed on the subnets to the library of
known attacks. Once an atkais identified, or abnormdlehavio is sensed, the alert can be sent

to the administrator.

The network IDS usually has two logical componettis:sensorand themanagemenstation

The sensor sits on a network segment, monitoring it for suspicioug.tréiffe management

station receives alarms from the sensor(s) and displays them to an operator. The sensors are
usually dedicated systems that exist only to monitor the network. They have a network interface
in promiscuous mode, which means they receiveetivork traffic, not just which destined for

their IP address, and they capture passing network traffic for analysis. If they detect something
that looks unusual, they pass it back to the analysis station. The analysis station can display the
alarms or d additional analysis. Some displays are simply an interface to a network
management tool, like HP Openview, but some are custom GUIs designed to help the operator
analyze the problem.

3.4.2 Host based Intrusion Detection System

Host Intrusion Detection Systerase run on individual hosts or devices on the network. A HIDS
monitors the inbound and outbound packets from the device only and will alert the user or
administrator of suspicious activity is detectddh ese fr equently use the h
logging mechanism as a source of information for analysis. They look for unusual activity that is
confined to the local host such as logins, improper file ss;agnapproved privilege escalation,

or alterations on system privileges. This IDS architecture generally usdsasdd engines for

anal yzing activity; an e x-asapptiviegeochn oslybe &itaired r ul e


http://linux.about.com/cs/linux101/g/IDS__intrusion_.htm

through the su commarid. Ther ef ore successive | ogin atten

considered an attack.

3.4.3 Misuse Detection IDS (MD-IDS)

Misuse detection is a system based on rules, either preconfigured by the system or setup
manually by the administrator. The rulase looking for signatures on network and system
operations trying to catch a well known attack that should be considered as Misuse. You can
think of Misuse detection asspecific deny rule firewall.

3.4.4 Anomaly- Detection IDS (AD-IDS)

Anomaly detectina on the other hand prosgs by comparing every phenomentonwhat a
"normal” situation would be. It seems obuwso that such system needs a profile of the
network/system which may be a problem ie thay that it takes time andsurces to train an
anomalydetection sensor in order to build a profile that is reflecting a normal system / network
usage. Think of Anomaly detection as an al&wnstrange systerehavior

35ROLE OF IDS IN AN ORGANIZATION

The IDS however is not an answer to all your Secuellgted problems. You have to know what

it CAN, and what it CAN NOT do. In the following subsections we will try to sHew
examples of what an Intrusion Detection Systems are capable of, but each network environment
changesand each system needs todnentedto meet your enterprise environment needs.

The IDSusuallyprovide the following:

- It canadd a greater degree of integrity to the resirghnisationinfrastructure.

- You cantrace user activity from pt of entry to point of impact using IDS.

- It canrecognize and repottie modifications held odata.

- It automats thetask of monitoring the Internet searching for the latest attacks.

- It detecs thatwhen your system is under attack.

- It detectgheerrorspresenin your system configuration.

- It can guide system administrator in tloeitical step ofestablishing a policy for your
computing assets.

- It makesthe security management of your system possible byemrpart staff.

Below mentioned are some point rolesich cannot be expected by B to ke performed:

| t d coenpensate for a weak identification and authentication mechanisms.

- It should nottonduct investigations of attacks without human intervention.

- It will compensate for weaknesses in network protocols.

- It does nottompensate foproblems in the quality or integrity of information the system
provides.



- It will not analyse all the traffic on a busy network.
- |t elaaysddeal with problems involving packetel attacks.
- It should notdeal with some of the modern network hardwane features

3.6 STEPS TO INSTALL ANIDS IN AN ORGANIZATION

Installing IDS with other tde in the security arsenal requires some extra planmimg.section
helps you to avoid common pitfalls when installing your IDS.

a. Placement of Sensor for a Network DS: If you are deploying network IDS, you need
to plan out where to place the monitoring sensors. This will totally depend on the
significance of intrusion from which you want to protect your network. Let's start with a
detailed network diagram. First ofl ou need to evaluate the collection of systems
which are sensitive to busined$.an IDS is being used for monitoring a web server, then
the most useful points for placing sensors is in DMZ segment along with web server. If
an IDS is being used for nmitoring a internal servers such as DNS server or mail
servers, then sensor should be placed just inside the firewall on the segment that directly
connects the firewall to the internal network. Logic behind implementing of sensor inside
firewall is that itwill prevent the majority of attacks aimed at the organization, and the
regular monitoring of firewall logs will identify them easily. Then the IDS will detect
some of those attacks that manage to get through the firewall. This technique is called as
"defence in depth"If IDS is being used to monitor internal resources like sensitive
collection of machines, physical location or a specific department, then the most logical
place for sensor will be on the main point between those systems and the reskeof who
internal network.

b. Host integration for Host IDS: The host IDS should be firstly installed on a
development system with the advance planning of installation on a production system.
Even on ainactive system, there will be some files that will chamggularly (for
example, the audit files), then the installed IDS will report some changes. In some host
based systems, the IDS will report when a user process of altering the system password
file. This would happen if an intruder or a new user add an atctiualso happens,
however, when a user changes his or her password. That time the IDS analyst needs to
become familiar with the correct operation of each system, so that he or she can properly
diagnose deviations from "normal” alarms. Important poirdsttbased IDS should be
monitored frequently i.e. at least twice a day.

c. Alarm Configuration : IDSs come with a configurable alarm levels in which some will
integrate with network management stations, some allow paging, some-sexik @&d
some can interggate with firewalls to shut down all traffic from the network that
originated the attack. IDS Manager should have. In fact, we suggest you to be very
cautious about using these features for the first month or two, turn off all alarms.



Manager should have analyze the output from the system for monitoring that what it is
detecting.You need to be familiar with your particular system before you start turning on
alarms.

d. Integration Schedule Installone sensor at a time. A sensor in a DMZ may see a given
sd of behaviours, while a sensor on the internal network may see another set of
behaviours, with a very small intersection.

3.7INCIDENT HANDLING

The Organizationsod I ncident Res-pdimed eonsBterdn 1 s
and organized @proach for handling security incidents, as well as taking appropriate action
when an incident at an external organization is traced back to and reported to the Org4hization
The plan identifies and describes the roled esponsibilities of the Organiza oCGommuter

Incident Response Team (UCIRT), which is responsible for activating the Incident Response
Plan. Incident Handling Details Although technical procedures vary depending on the
categorization and type of incident, each incident must inclie®stowing six (6) phases:

1. Preparation: Ready the Organizatidn handle incidents.

Detection: Gather and analyze events; determine the existence of a threat and the impact

to confidentiality,avad b i | i ty, or i nt edTrrestuce.of an Or gan
Containment: Stop the damage from attackers and preserve evidence.

Remediation: Remove artifacts left from attacker.

Resolution: Return systems to production and monitor.

Closure and lessons learnedDocument findings and implement lessons learned to
improve operations and/or incident handling.

Based on the investigation, it may be necessary to repeat some of the phases; however, once an
incident is detected the process should be followed to completion.

N
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Phase 1 Preparation The Preparation phase invo$veeadying the UCIRT to handle incidents.
Some required elements for incident handling are indicated below:

Communications
Data
Documentation
People

Policy
Software/Hardware

Space

Supplies
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1 Training
1 Transportation
Preparation should be done at regular intervals prior an actual incident occurring.

Phase 2Detection Incident detection occurs internally in all areas and at all levels of the
University, as well as externally, through reports from -bimiversity incideit handlers. All
High-Risk incidents should immediately be reported to ITSO once detected. Administrators and
users must be familiar with their systems to determine if an event constitutes an incident.
Effective incident detection occurs when:

1. The adminigrator or user is familiar with normal operations.

2. Systems are equipped with effective auditing and logging tools.

3. Administrators review systems and logs to identify deviations from normal operations.
Security contacts must analyze all available inforomain order to understand the scope of an
incident and effectively contain and remediate the incident. The incident must be fully diagnosed
prior to beginning subsequent phaseseflhcident Response Plan.

Phase 3Containment: The first priority of Oganization in every incident, is to contain the
incident as quickly as possible. An incident is considered contained when no additional harm can
be caused and the incident handler is able to focus on remediation. Containment consists of three
stages:

1 Shat-term containment: stopping the progress of the incident or attacker.
1 Information gathering.
1 Longterm containment: making changes to the production system.

Phase 4 RemediationThe goal of the Remediation phase is to clean up a system and remove
anyartifacts (e.qg., rootkits) left from the attacker. Durthg Remediation phase, thteam must

also determine and document the cause and symptoms of the incident: isolating the attack based
on information gathered during the detection phase, and detegnimw the attack was
executed.

Phase 5 Resolution During the Resolution phase, the Tearastores normal business
operations. It is critical to carefully handle incident Resolution and verify system performance
and security before being brought back wali Tests must be completed and baseline system
activity (gathered in the Preparation phase) must be compared to ensure the system is verified
before operations are restored.

Phase 6Closure: and Lessons Learned In the Closure and Lessons Learned pieasESO

documents findings from the incident and the handling of tivadent is reviewed by the
Organi zationsd Secur i.tThe expected duconte ofhtlaisnghdse g T e
improved operations and improved incident response procedures.



The incident handling process has many phases. It describes the sequence of steps that begin
when an incident reaches your team. It could follow a very simple or very sophisticated model.
Start planning your incident handling process with a simple sask$ tand subsequently expand

it to new ones according to your real work and needsu can use the set of tasks discussed
below as a framework for your incident handling procedure. This is the same set of tasks that
form the workflow shown ifFigure?.

INCIDENT REPORT

REGISTRATION

INCIDENT RESOLVING

DATA RESOLUTION
ANALYSIS RESEARCH ACTION PROPOSED
CLOSING INCIDENT
FINAL
INFORMATION

ACTION ERADICATION
PERFORMED & RECOVERY
INCIDENT
ARCHIVING

FINAL CLASSIFICATION

POST ANALYSIS

IMPROVEMENT PROPOSALS

Figure 7: This diagram workflow of incident handling procéss

3.8SUMMARY

1. AnIntrusion Detection SystefiDS) is a device osoftware applicatiothat monitors

network or system activities for malicious activities or policy violations and produces

reports to a management station

2. Network Intrusion Detection system (NIDS) performs an analysis for a passing traffic on
the entire subnet.

3. A statistical analysis system builds statistical models of the environment, such as the
average |l ength of a telnet sremnsaslicoon, t hen
Detection methodescribes the characteristics of the analyzer.

Intrusiondetection systems can evaluate states (secure or insecara@ngeovergfrom

secure to insecuye

7 https://www.enisa.europa.eu/activities/cert/support/inciseanagement/browsable/incidemndlingprocess
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6. Network Intrusion Detection Systems are placed at a strategit @oponts within the
networkto monitor traffic to and from all devices on the network.

7. Once an attack is identified, or abnormal behaissensed, the alert can be sent to the
administrator.
Host Intrusion Detection Systerage run on individual hosts or devices on the network.

9. A HIDS monitors the inbound and outbound packets from the device only and will alert
the user or administrator of suspicious activity is detected

10.The Or g a nncidert tRéesponse &lan is documented to provide adeéhed,
consistent, and organized approach for handling security incidents, as well as taking
appropriate action when an incident at an external organization is traced back to and

reported to the Oapization.

3.9CHECK YOUR PROGRESS
1. IDS stands for

2. An is a type of IDS that can prevent or stop unwanted traffic.

3. performs the analysis of the traffic that is passed from

the network to @pecific host.
are deployed in a network or on a device to collect data.

are used by many ven@tmrsesearch purposes, and to develop

new intrusion signatures.

6. The systems start with generalized rules tloe environment, then learn,

or adapt to, local conditions that would otherwise be unusual.

7. The on detectiondescribes the response of the intrusietection system

to attacks.

8. If the intrusiondetection systersimply generates alarms (such @aging), it is said to

be

9. The describes the detection mechanism used by the intrdsit@ction
system.

10. performs an analysis of passing traffic on the entire subnet,

and matches the traffic that is passadtee subnets to the library of known attacks.


http://linux.about.com/cs/linux101/g/IDS__intrusion_.htm

11. The network IDS usually has two logical componetits: and the
station

12, detection is a system based on rules, either preconfigured by the system

or setup manually by the adnmstrator.

3.10 ANSWERS TO CHECK YOB PROGRESS

Intrusion Detection System

Intrusion Prevention System(IPS)

Network Node Intrusion detection system (NNIDS)
Sensors

Honeypots

Adaptive

Behaviour

Passive
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detection paradigm

10 Network Intrusion Detection Systems
11 Sensor, management

12 Misuse

3.11MODEL QUESTIONS
What is IDS? What are the different components of an IDS?

What is a bneypot?

What are the different characteristics of an IDS?
What are the steps to install an IDS inoaganizatior?
What is incidenhandling?

Differentiate network and host based IDS?

Make diagram of IDS Components?

Explain characteristics of IDS with the help of diagram?

© 00 N o g bk~ w NP

Give examples of Misuse & Anomaly Detection IDS?
10. What is DMZ?

11 Explain lifecycle of Incident Handling along with diam?



UNIT IV:IT ASSETS AN D WIRELESS SECURITY

4.1 LEARNING OBJECTNVES

After going through this unit, you will be able to:
1 Know the meaning of the term asset

Understand asset management

Explain the CIA

Define risk

Understand risk analysis
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4.2 INTRODUCTION

In information securitycomputer securitandnetwork securityanassetis any data, device, or
other component of the environment that supports informaéilated activities. Assets generally
include hardware (e.g. servers and switches), software rf@sgion critical applications and
support systems) and confidential informatidssets should be protected from illicit access,
use, disclosure, alteration, destruction, and/or theft, resulting in loss to the orgatfifatamset
managemeniTAM) is the set of business practices that join financial, contractabirwventory
functions to suppoltfe cycle managemerind strategic decision making for the IT
environment. Assets include all elementsaftwareandhardwareghat are found in thbusiness
environment Any security standard or best practice should be founded on a solid foundation of
an asset classification. To ensure proper protection of our information resources, it is necessary
to define what an owner is and how that entity héisnate responsibility for the information
assets within its business unit, and this includes classification and assigning retention
requirements.

4.2.1Glossary

a. Asset: Any physical or logical resource OR Anything which has value to the
organisation.

b. Asset management: Asset management is all about discovery, ownership, value,
acceptable use, protection, and disposal of informaigtated assets.

c. Owner: The information owner is the entity within the organization that has been
assigned the responsibility txer ci se the organizationds p
access privileges to those with a true business need.

18 https://en.wikipedia.org/wiki/Asset_(omputer_security)



d. Custodian: The custodian is the entity which is responsible for overseeing and
implementing the necessary safeguards to protect assets, atdheldessified by the
information owner.

e. User: User is theperson who is responsible for viewing, amending, or updating the
content of the information assets. This can be any user of the information in the inventory
created by the information owner.

4.3 SECURING AN ASSET

An IT asset is any compafowned information, system or hardware that is used in the course of
business activitiesThe goal of Information Security is to ensure the Confidentiality, Integrity

and Availability of assets from various thred&r example, a hacker might attack a system in
order to steal credit card numbers by exploiting vulnerability. Information Security experts must
assess the likely impact of an attack and employ appropriate countermeasures. In this case they
might put upa firewall and encrypt their credit card numb@&wmoadly assets can be classifies as:

a. Tangible Assets:Tangible assets are those assdigch we can touch, see and feel. All
fixed assets are tangible. Hardware is also a tangible asset.

b. Intangible Assets: Intangible assets cannot be seen, felt or touched physically by us.
Some examples of intangible assets are like software, data, goodwill, franchise
agreements, patents, copyrights, brands, trademarks etc.

4.3.1 Steps of securing an asset

1. Create an actionplan. Bring together everyone who needs to be invadvéd, legal and
office  management staff, and even-leel executives. Consider creating a
decommissioning and asset management plan that makes data removal from hardware
devices your highest priority; Evaluate the costs of managing an IT asset disposition
pland as well as the potential costs (legal and otherwise) of not doing it. And when these
issues start to stump you, consider getting help from aplairty disposition expert with
the expertise youaed to address your data destruction and asset disposition needs.

2. Ask: Al tds demol i Bdioeed/ou gdt tidt of yows old hardwgre, rya? 0
must ensure that all the data on it has been permanently destroyed andeisovenable.
A trusted parter can help you establish a defensible, documented and repeatable process
to prepare, handle or transport, and destroy data both onsite or offsite, using methods that
comply with the latest U.S. and international standards.

3. Ensure that offsite, secure digosition processes are in placd. t 6 s -1d0 yop . m.
know where your equipment is? You need to know the where about of your assets
t hroughout their destruction process. That

9 https://en.wikipedia.org/wiki/IT_asset_management



complied with regulations. A tated partner can provide auditable verification and strict
security practices that include GPS tracking, protected transportation and a documented

chain of custody. That means peace of mind
4. Keep an eye on the prize:your bottom line. Getting managerial buyn for an
environmentally friendly philosophy wusuall

instead on the bottom line, making the case for the cost savings and risk management you
can achieve by clearing out thieldo make way for the new while also guarding against
data breaches or thefts. Retiring old assets at the right time cuts maintenance costs,
software licensing costs and even leasing overages.

5. Publicize your compliance achievementsWhen you choose a padr that conducts
electronics recycling in accordance you know that your equipment is going to be
destroyed or recycled without being exported, improperly incinerated, ofilieadin a
way that could harm the local water supply or affect other natesalrces. That matters
not only because regulations demand it, but also because recycling the right way gives
your company green credibility. Go ahead and brag about it make it part of your
corporate responsibility message.

4.4HARDWARE BASED SECURTY

A Hardware Security Module is defined as a combination of hardware and associated software
that usually binds inside the PC or server and it provides at least minimum number of
cryptographic functions. These cryptographic functions incladeryption, decryptin, key
generation, and hashing and many more. Physical device offers some level of physical tamper
resistance along with it has a user interface and a programmable int€fhee.names of
Hardware Security are:

1 PCSMi Personal Computer Security Module
SAM T Secure Application Module

SCDi Secure Cryptographic Device

SSCDi Secure Signature Creation Device
TRSMi Tamper Resistant Security Module
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HSMs are typically housed in a secure environment and managed with additional procedural
controls external tahe device.An HSM is a dedicated hardware device that is managed
separately from the operating system. These modules provide a secure hardware store for CA
keys, as well as a dedicated cryptographic processor to accelerate signing and encrypting
operatims. Windows utilizes the HSM through the CryptoAPI interfdcte HSM functions as

a cryptographic service provider (CSP) device.

An HSM can provide secure operational managempratected by multlayered hardware and
software tokens as well as a nunds of other key features, including:



1 Hardwarebased, cryptographic operations (such as random number generation, key
generation, digital signatures, and key archive and recovery).

1 Hardware protection of valuable private keys used to secure asymmetricgcagbtic
operations.

1 Secure management of private keys.

T Acceleration of cryptographic operations. (This relieves the host server of having to
perform processentensive, cryptographic calculations.)

1 Load balancing and failover in hardware modules usintipheit HSMs linked together
through a daisy chain.

4.4.1 Types of HSMs

Local interfacd e.g. PCI cards

Remote interfacé e.g. Ethernet

Sharable between multiple hosts

Smart cards

USB tokens usually a smart card with integrated reader

4.4.2 HSM Functiorality

An HSM can perform a number of important securélated functions. It provides accelerated
cryptographic operations such as encryption, digital signatures, hashing, and Message
Authentication Codes. A Message Authentication Code (or MAC) is anrithigo that

mat hematically combines a key with a hash to
given piece of data to ensure its integrijpr example, suppose a database contains a list of
account balances. It is very desirable from a securityppetive to be able to prevent an
unauthorized person from manually changing these values. Therefore, when an authorized entry
is made, the HSM would provide an interface to MAC the input value that would be contained
within the record itself. Because th&SM maintains the key that formulates the MAC, nobody

else can theoretically reproduce a valid MAC for a given account balance. So when an
authorized program retrieves the database value, the data provider would automatically ask the
HSM to verify that theMIAC for the value is correct. If the MAC verification fails, the program
would know that the data has been tampered with and can perform the appropriate action such as
auditing, logging, generating alarms, etc.
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Another important function of an HSM is keyamagement. With any type of system that uses
cryptographic keys, it is imperative that the tools that generates, backup and hold these keys do
SO in a secure manner. To be optimally secure, the HSM should store all of the keys on the
physical device itselfThe key backups should be done using a secure connection to another
HSM or to one or more smart cards (preferably more than one). The card reader should attach
directly to the HSM to prevent the data from intercepted.



4.4.3 How to implement HSM
An HSM has a number of different uses. The functiogalihd security vary with price.
Generally HSMs are impiented for the following uses:

)l
T
T

The key generator and safe key storage facility for a certificate authority.

A tool to aid in authentication by verifyirgjgital signatures.

An accelerator for SSL connections. (When the new IPSec standard begins replacing IP,
the demand for senwside cryptographic acceleration will likely increase further).

A tool for securely encrypting sensitive data for storage ilatively unsecure location

such as a database.

A tool for verifying the integrity of data stored in a database.

A secure key generator for smartcard production.

4.5 FIREWALL

A firewall is anetwork securitysystem that monitors and controls the incomamgl outgoing

network traffic based on predetermined security rules. A firewall typically establishes a barrier
between a trusted, secure internal network and another outside network, such as the Internet, that
is assumed to not be secure or trustedirewall is a protective system that lies, in essence,
between your computer network and the Internet. When used correctly, a firewall prevents
unauthorized use and access to your netwfikhout a firewall, allthe traffic directly moves

from the Interneto your computer. In this diagram, thealid" traffic is colored green, and the
"malicious traffic is colored red.

&
—»
——»  Dial-Up Modem,
» Cable Modem,
DSL Modem, or

Wireless Metwork

Your Computer

Figure 8: A firewall

The job of a firewall is to carefully analydataentering and exiting the network legison your
configuration. It ignores information that comes from unsecured, unknown or suspicious

2 hitp://www.networkuptime.com/winfw/pagedil.html



locations. A firewall plays an important role on any network as it provides a protective barrier
against most forms of attack coming from the outside world.

Windows Firewall adds an additional level of security by examining each piece of data. If the
data is good, it passes through the firewall and reaches the computer. If the data is identified as
bad traffic, the network packets are simply dropped and neake itheir way to the computer.
Although this diagram shows the Window Firewall as a separate icon, the Windows Firewall is
software that physically runs on your computer.

= O =
—_ —_—
. Analog Modem, —»

> Cable Modem, >
D5L Madem, or

Wireless Metwork Windows

Firewall

Figure 9: Firewall in an organizatiof’

As this diagramshows, Windows Firewall intercepts all network communication to provide
protection against unauthorized network traffic. This protection exists if this traffic enters your
computer through a modem, a wired network adapter, or a wireless network connection.
Windows Firewall protects your computer regardless of its connection to the Irfternet!

4.5.1 Types of Firewalls

There are different types of firewalls depending on where the communicatjoimgson where
we need to intercephe communicatiotracingthe state

a. Network layer/Packet filters: Network layer firew#ls, also called packet filters. They
operate at @omparativelylow level of theTCP/IPprotocol stackwh i ¢ h  dllove s n 6 t
packets to pass through the firewall unless they match the estabfisleedet. The
firewall administrator may define the rules; or default rules may apy#ywork layer
firewalls consists of two subategoriesstatefulandstateless.Stateful firewalls maintain
records about active sessions, and use that "state infonhit speed packet processing.
Stateless firewalls require less memory, and can be faster for simple filters which require
less time to filter than to look up a session. It should also be necessary for filtering
stateless network protocols that have anocept of a session.

2 hitp://www.networkuptime.com/winfw/pagedil.html



b. Application-layer: Applicationlayer firewalls work on the application level of the
TCP/IP stack (i.e., all browser traffic, or &dlnetor ftp traffic), and may intercept all
packetswhich aretraveling tavards or from an applicatioand theyblock other packets
(usually dropping them without acknowledgment to the sendime function of
application firewallsto determinavhether a process should accept any given connection.
Application firewalls achievetheir function by hooking into socket calls to filter the
connections between the application layer and the lower layers of the OSI Moelel.
type of gplication firewallswhich hook into socket calls are also referred to as socket
filters. Application frewalls works morelike a packet filter but application filters apply
filtering rules (allow/block) on a per process basis insteafitefing connections on a
port basis. Generally, prompts are used to define rules for processes that have not yet
received a connection. It is rare to firmait application firewalsk not combined or used in
conjugdion with a packet filter.

c. Proxies: A proxy server (running either on dedicated hardware or as software on a
generalpurpose machinewill act as a firewall by r@®nding to input packets
(connection requests, for example) in the manner of an application, while blocking other
packets. A proxy server is a gateway from one network to another for a specific
application on networkin the sense that it functions apraxy interfaceon behalf of the
network user.

d. Network address translation: Firewalls often haveetwork address translatigNAT)
functionality, and the hosts protected behind a firewall commonly have addresses in the
"private address range”, as definedRiRC 1918. Firewalls often have such functionality
to hide the true address lobstedprotected Originally, the NAT function was developed
to address the limited number of IPv4 routable addresses that could be used or assigned
to companies or individualssawell as reduce both the amount and therefore cost of
obtaining enough public addresses for every computer in an organization. Hiding the
addresses of protected devices has become an increasingly important defence
againstietwork reconnaissance.

4.5.2 Sofware Based Firewalls

Softwarebased” or "personal” firewalls are often the last linedsffeng between you and the
Internet.Software Firewalls a piece of software that is installed on your computer in order to
protect it from unauthorized access. Modesoftware firewalls use a combination of port
filtering, stateful packet inspection and application level filtering. Such firewalls are provided for
each machine as part of the operating systas in the case of Windows, for exampler as an
applicaton designed to run on a staatbne PC that guards the entire network.

A software firewall will protect your computer from outside attempts to control or gain access
your computer, and, depending on your choice of software firewall, it could also provide
protection against the most commbrojanprograms oe-mail worms.Many software firewalls

2 hitp://www.networkuptime.com/winfw/pagedil.html



have user defined controls for setting up safe file and printer sharing and to block
unsafeapplicationsrom running on your systef.

Eru e el
Pubfic Metwork

Hardwears Firewwall
LEzvially parl of &
TLRARP Routar

Securse Frrivals
Fe vk

Pubies Malwoorik

Frivala Local Araa Malwork

Figure 10: A software firewall

A good software firewall will run in the background on ysystemand use only a small amount

of system resources. It is important to monitor a software firewall once installed and
to downloadany updates avlable from the developer. Personal firewalls have the advantage of
identifying which applications on the computer are creating security risks. If a worm infects your
system and attempts to open your computer to the world, a sotvasee firewall will igntify

this new application service. The personal firewall will prompt you to confirm the new
application or to prevent its use. Your personal firewall may be your first warning that a
malicious program is attempting to use the network.

4.5.3 Hardware Basd Firewalls

A hardware firewall uses a Piike appliance to run software that blocks unwanted outside
traffic. Hardware firewalls can be purchased ataadalone producbut more recently hardware
firewalls are typically found itbroadbandouters, andi®uld be considered an important part of
your system and network sep, especially for anyone on a broadband connection. Hardware
firewalls can be effective with little or no configuration, and they can protect every machine on a
local network. Most hardare firewalls will have a minimum of four netwgpkrtsto connect

other computers, but for larger networks, business networking firewall solutions are available.



A firewall appliance may allow the firewall administrator to simply drag and drop varioes rul

into place. For example, if your business wishes to block all incoming traffic from particular top

l evel domains (TLD6s) , such as particular <col
blocking incoming, outgoing or both types of traffic to/franrh o s e TL D& s . Li kewi s
user groupi perhaps your tech support operatiomeeds to run Microsoft Remote Desktop
Connection (RDC) to assist users on another network, that entire group can be dragged and
dropped into an i awhidthe RDZ application ean $eddroppadt irdogan r
Aaut hori zed applicationd category.

A hardware firewalusespacket filteringto examine théeadeof a packet to determine its
source and destination. This information is compared to a set of predefinsdroreated rules
that determine whether the packet is to be forwarded or dropped.

Hardware Firewall are typically good for small or medium business owners, with 5 or more PC
or a ceoperate environment. The main reason is that it then becomesfieotve, because if

you purchase Internet Security/Firewall softwiizenses for 10 to 50 copies, aift too on an
annual subscription basiswill cost a lot of money and deployment could dbgoan issue. The
users will have better control over theveonment. If the user is not tech savvy and if
theychoose to inadvertently allow a connection that has Malwatrevior it could ruin the
entire network and put the company in risk with data security.

4.6 HOW TO PREVENT WUR NETWORK FROM ANONYMOUS
ATTACK

A professional knows where to draw the line and how far she can push the network without
breaking it. Be aware of the mythical "your network is secure" statement. With alarming
frequency, security consultants will leave you with a report that claimsythat network is

secure, based on the fact that they were unable to get into anything. This certainly does not mean
your network is secure! It only means they couldn't find a way to break it, but someone else still
could.

In spite ofvulnerabilities, newsolutions which are digital nowadaysan improve operations,

enhance the customer experience andourage he bottom | i ne. -t 6s noc
effective to put notpayment solutions on a separate physical network diates them from

cardholder data

These six measures can halpsecuringcardholder information while allowing normal network
data flow:

1. Never click on a link which was not expected by you to receiv@ne of themportant
rules. The main way criminals infect PCs with malware isenypting users to click on a
link or open an attachment. "Most of the time phishing emails contain obvious spelling
mistakes and poor grammar and are easy to spot,” says Sideway of Integrals.



2. Use different passwords on different websitedf individualstypically having up to 100
online accounts, the tendency has become to share one or two passwords across accounts
or use very simple ones, such as loved ones' names, pets names or favorite sports teams
and many more common terms.

3. Avoid reusing your main email/accounts password:Any hacker who has cracked or
anyhow get entered into your main email password has the keys to your [virtual]
kingdom because passwords from the other sites you visit can be reset via your main
email account.

4. Use updated antivirus aad Conduct regular scans of your entire network:The best
way to determine if your systems have been compromised is to scan them regularly for
vulnerabilities. For relatively low budget, a security vendor will remotely scan all of your
external systems/aess points to determine if any of them are vulnerable to intrusion.

5. Limit remote access and make some rulesMost of the organizations leave their
firewall s open to outsiderédés entry by mang
routinely perform mair@nance on systems. Create strong passwords instead of using the
default ones, and change them after a particular set of time. Similarly, always change
default firewall settings to allow only necessary access, and limit remote access to secure
methods suchs VPN.

6. Ensure all sensitive data is encrypted using a strong encryption algorithmf you
have older POS equipment that sends raw credit card data to-@ lbatki ce ser ver
time to upgrade that equipment. Modern, secure POS systems encrypt cred#étazad
soon as a card is swiped, and they immediately send that data to the payment processor
without any temporary storing of data. Doulleeck your POS system to make sure it
complies with PCI standards.

7. Maintain a strong firewall for securing your network : The PCI data security standards
prescribe firewalls for compliance. Make sure your firewall is hardened according to new
rules and updated with recent intruder 6s ¢
software.

8. Segment your network into neessary divisions For example, make sure your POS
data traffic is separate from your Wi system, security cameras, digital menu boards,
other connections, etc. If you want to enable managers to connect to the POSFija Wi
connect them through a virtueAN that differentiates authorized traffic into a security
zone.

9. Keep your software updated/upgraded with latest updatesvianufacturers frequent
update their operating systems and POS software to tighten security and eliminate the
weaknesses vulnerable hackers. Make sure you have downloaded the latest operating
system patches and keep all POS softwarmgate.

10. System Hardening: This can also be referred as lockdown or security tightening, and
involves activities such as configuring software for optim use, deactivating
unnecessary software that can lead to some simple attacks, and configuring the operating



system for optimum security. Usually the systeandening process is carried out in a
mannered step by step approach to iteratively increaseithieem of defensive layers and
reduce the exposed attack surfaces.

4. /WIRELESS SECURITY

Wireless Internet access technology is being increasingly deployed in both office and public
environments, as well as by the Internet users at home. Wireless tecésologhe simplest
sense, enable one or more devices to communicate without physical condewtithait
requiring network or peripheral cabling. Wireless technologies use radio frequency transmissions
as the means for transmitting data, whereas wirdtht#agies use cables.

Wireless security is the prevention of unauthorized access or damage to computers using
wireless networks. The most common types of wireless security are Wired Equivalent Privacy
(WEP) and WAFi Protected Access (WPA). WEP is a natasly weak security standard. WEP

is an old IEEE 802.11 standard from 1999, which was out dated in 2003 by WPA;FKr Wi
Protected Access. WPA was a quick alternative to improve security over WEP. The current
standard is WPA2; some hardware cannot supp@RA2 without firmware upgrade or
replacement. WPA2 uses an encryption device that encrypts the network wittba R&G the

longer key length improves security over WEP.

Wireless devices communicate through radio transmissions, without physical commeotd

without network or peripheral cabling. Wireless systems include local area networks, personal
networks, cell phones, and devices such as wireless headphones, microphones, and other devices
that do not process or store information. Other wirelesscel® being widely used include
infrared (IR) devices such as remote controls, cordless computer keyboards, mouse devices, and
wireless hifi stereo headsets, all of which require a direct line of sight between the transmitter
and the receiver.

Authentication: Only clients who know a shared secret may connect to the network. WEP was
the first cryptographic protocol developed for-#iito enable privacy and authentication. WEP,
however, was not secure after all. To rectify the security issues with WEP, the AMance
pushed a new cryptographic protocol, WPA. Since then, a common practice of securing a WPA
enabled network with passwords has been discovered to be vulnerable to an offline dictionary
attack. Even though WPA itself is thought to be securef &opan the dictionanattack, it was a

quick fix to the problems in WEP.

4.7.1 Use of WAFI

Wireless technologies have become inexpensive; treemdly and available to a large number

of people and companies. In dense urban areas, access points belomjifegent individuals

are so closely spaced that their coverage areas overlap. With its popularity and the availability to



anyone within range, many individuals detect®M/networks as a hobby. War drivers bring their

laptops and WFi gearlWith WEPanyone participating in the network can eavesdrop on other
conversations in the network in their cars. With the aid of a Global Positioning System (GPS)
receiver and an antenna, they explore areas and map the locations and coverage areas of access
points. Some do it for the fun, and some with the intent to exploit vulnerabl&i\Wetworks.

War bikers and war walkers do the same by other means of transportation.

4.7.2 Types of Wireless Security
Wireless security is of two types: WEP and WPA.

WEP: WEP standgor Wired Equivalent Privacy. WEP was designed to provide the same level
of security as wired networks. When you enable WEP, you set up a network security key. This
key encrypts the information that one computer sends to another computer across yalir netwo
However, WEP security is relatively easy to crack.

When using WEP, all clients and APs on a wireless network use the same key to encrypt and
decrypt data. The key resides in the client computer and in each AP on the network. Since the
802.11 standardags not specify a key management protdtol.

The shared key can be used for client authentication. This requires a four step process between
the AP and the client. This process is as follows:

1. The client makes an authentication request to the AP.

2. The APreturns a challenge phrase to the client.

3. The client encrypts the challenge phrase using the shared symmetric key and transmits it
to the AP.

4. The AP then compares the client's response with its phrase; if there is a match, the client
is authorized otherwesthe client is rejected.

Security problems with WEP include the following:

1. The use of static WEP keysMany users in a wireless network potentially sharing the
identical key for long periods of time, is wédhown security vulnerability. This is in part
due to the lack of any key management provisions in the WEP protocol. If a computer
such as a laptop were to be lost or stolen, the key could become compromised along with
all the other computers sharing that key.

2. Caffe Latte attack: The Caffe Latte attacis another way to defeat WEP. It is not
necessary for the attacker to be in the area of the network using this exploit. By using a
process that targets the Windows wireless stack, it is possible to obtain the WEP key
from a remote client. By sending adlb of encrypted ARP requests, the assailant takes
advantage of the shared key authentication and the message modification flaws in 802.11



WEP. The attacker uses the ARP responses to obtain the WEP key in less than 6
minutes:®

3. WEP provides no cryptographic integrity protection. However, the 802.11 MAC
protocol uses a no cryptographic Cyclic Redundancy Check (CRC) to check the integrity
of packets, and acknowledge packets with the correct checksum. The combination of no
cryptographic checksums with streamph®rs is dangerous and often introduces
vulnerabilities, as is the case for WEP. There is an active attack that permits the attacker
to decrypt any packet by systematically modifying the packet and CRC sending it to the
AP and noting whether the packetasknowledged. These kinds of attacks are often
subtle, and it is now considered risky to design encryption protocols that do not include
cryptographic integrity protection, because of the possibility of interactions with other
protocol levels that can giavay information about cipher te%t.

4. Authentication is not enabled; only simple SSID identification occursldentity-based
systems are highly vulnerable particularly in a wireless system because signals can be
more easily intercepted.

5. Device authenticaton is simple shareekey challengeresponse.Oneway challenge
response authenti ciratheimon di so0sabfackst oMidmaa
is required to provide verification that users and the network are legitimate.

4.7.3 WPA

WPA stands fokVi-Fi Protected Access. WPA is introduced as an interim security enhancement
over WEP while the 802.11i wireless security standard was being developed. Most current WPA
implementations use a pre shared key (PSK), commonly referred to as WPA Persortad, and t
Temporal Key Integrity Protocol (TKIP, pronounced-k#g) for encryption. WPA Enterprise

uses an authentication server to generate keys or certificates.

WPA's encryption method is the Temporal Key Integrity Protocol (TKIP). TKIP addresses the
weakneses of WEP by including a peacket mixing function, a message integrity check, an
extended initialization vector, and a-keying mechanism. WPA provides "strong" user
authentication based on 802.1x and the Extensible Authentication Protocol (EAP).ap&#dd

on a central authentication server such as RADIUS to authenticate each user.

WPA also includes a message integrity check, which is designed to prevent an attacker from
altering and resending data packets. This replaces the cyclic redundancy@R€gkthat was

used by the WEP standard. CRC's main flaw was that it did not provide a sufficiently strong data
integrity guarantee for the packets it handled. Well tested message authentication codes existed
to solve these problems, but they required tmach computation to be used on old network
cards. WPA uses a message integrity check algorithm called Michael to verify the integrity of the
packets. Michael is much stronger than a CRC, but not as strong as the algorithm used in WPA2.



Researchers have smdiscovered a flaw in WPA that relied on older weaknesses in WEP and
the limitations of Michael to retrieve the key stream from short packets to useifpeaton
and spoofing.

WPA also implements something called the Extensible Authentication Praieé®) for
authorizing users. Instead of authorizing computers based solely on their MAC address, WPA
can use several other methods to verify each computer's identity. This makes it more difficult for
unauthorized systems to gain access to the wirelésse

Security problems with WPA include the following:

1. Weak Password:Preshared key WPA and WPA2 remain vulnerable to password cracking
attacks if users rely on a weak password or passphrase. To protect against a brute force attack, a
truly random passphrase of 20 characters (selected from the set of 95 permitted shasacter
probably sufficient. Brute forcing of simple passwords can be attempted using the Aircrack Suite
starting from the fouway authentication handshake exchanged during association or periodic
re-authentication.

2. WPS PIN recovery: Most recent models havwhis feature and enable it by default. Many
consumer WAFi device manufacturers had taken steps to eliminate the potential of weak
passphrase choices by promoting alternative methods of automatically generating and
distributing strong keys when users addew wireless adapter or appliance to a network. These
methods include pushing buttons on the devices or enterinedagit #IN. The WiFi Alliance
standardized these methods as-FNiProtected Setup; however the PIN feature as widely
implemented introdced a major new security flaw. The flaw allows a remote attacker to recover
the WPS PIN and, with it, the router's WPA/WPA2 password in a few hours.

Wireless Security Policy:

1 Secure communicationsEncrypt data that travels on the network, and autheaticsers
to be sure you know who is using the WLAN. Cisco supports all indstandard
encryption and authentication methods for the broadest client device compatibility.

1 Use strong encryption:As soon as you install your network, set up the strongestess
encryption you can. Wired Equivalent Privacy (WEP) encryption is adequate, but WPA
and WPAZ2 give you stronger options.

1 Change the default network nameWhen you set up your network equipment, change the
default name to make it more difficult for hack to find. Do not choose your company
name, company phone number, or other information about your company that is easy to
guess or find on the Internet.

1 Use VLANs or MAC address control lists combined with encryption to restrict user access.

1 Implement Csco secure guest access features to allow visitors to connect to the network or
Internet while keeping your business network and resources separate and secure.



1 Be sure that management ports are secured.

1 Physically hide or secure access points to prevenpéang. In many buildings, Cisco
access points can be installed in the plenum space above the ceiling, providing optimal
coverage in a secure location.

1 Use video surveillance cameras to monitor your office building and site for suspicious
activity.

4.8 SUMMARY

1. Ininformation securitycomputer securitpndnetwork securityanassetis any data,
device, or other component of the environment that supports inforrrataied
activities.

2. IT asset manageme(ifAM) is the set of business practices that joinahcial,
contractual ad inventory functions to suppdife cycle managemerand strategic
decision making for the IT environment.

3. An IT asset is any compaiowned information, system or hardware that is used in the
course of business activities.

4. Consider creating a decommissioning and asset management plan that makes data
removal from hardware devices your highest priority

5. Before you get rid of your old hardware, you must ensure that all the data on it has been
permanently destroyed and is A@soverable.

6. A Hardware Security Module is defined as a combination of hardware and associated
software that usually binds inside the PC or server and it provides at least minimum
number of cryptographic functions.

7. If the MAC verification fails, the prograwould know that the data has been tampered
with and can perform the appropriate action such as auditing, logging, generating alarms,
etc.

8. A firewall typically establishes a barrier between a trusted, secure internal network and
another outside network, duas the Internet, that is assumed to not be secure or trusted.

9. A proxy server (running either on dedicated hardware or as software on a -general
purpose machineyvill act as a firewall by responding to input packets (connection

requests, for example) indlhmanner of an application, while blocking other packets.



10. Firewalls often haveetwork address translatigNAT) functionality, and the hosts
protected behind a firewall commonly have addresses in the "private address range”, as
defined inRFC 1918.

11. A goodsoftware firewall will run in the background on yaystemand use only a small
amount of system resources.

12. Usually the systermardening process is carried out in a mannered step by step approach
to iteratively increase the number of defensive layers raddce the exposed attack
surfaces.

13. Wireless Internet access technology is being increasingly deployed in both office and
public environments, as well as by the Internet users at home.

14. Wireless technologies, in the simplest sense, enable one or moresdeveommunicate

without physical connectioBswithout requiring network or peripheral cabling.

4.9CHECK YOUR PROGRESS

1 generally include hardware (e.g. servers and switches), software (e.g.

mission critical applications and suppsysstems) and confidential information.

2. The is the entity which is responsible for overseeing and implementing the

necessary safeguards to protect assets, at the level classified by the information owner.
3. A is anetwork securitysysem that monitors and controls the incoming and
outgoing network traffic based on predetermined security rules.

4. firewalbperate at aomparativelylow level of theTCP/IPprotocol stack,

whi c h dlowspackets to pass through the firewafiless they match the established
rule set.

5 A server is a gateway from one network to another for a spegfiication on
network in the sense that it functions apraxy interfaceon behalf of the network user.

6. A firewall will protect your computer from outside attempts to control or

gain access your computer, and, depending on your choice of software firewall, it could
also provide protection against the most comffimjan programs oe-mail worms.

7. can also be refred as lockdown or security tightening, and involves

activities such as configuring software for optimum use, deactivating unnecessary



software that can lead to some simple attacks, and configuring the operating system for
optimum security.

8. technologies use radio frequency transmissions as the means for

transmitting data, whereas wired technologies use cables.
9. WEP stands for

4.10ANSWERS TO CHECK YOB PROGRESS

1. Assets
Custodian
Firewall

Packet filter
Proxy

Software
Systemhardening

Wireless
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Wired Equivalent Privacy

4.11MODEL QUESTIONS
1 Define IT Asset Management (ITAM)?
Differentiate between tangible and intangible assets?
Write down the steps for securing an asset?
Full forms of PCSM, SAM, SCD, SSCD, TRSM?
List out key fatures and types of Hardware Security Module (HSM)?
Define MAC?
What do you understand by firewalls? Explain along with its types and diagram?
When and where to implement hardware based firewall?
Write down few points to prevent your network from anonymaiteck?
10 Define WEP and WPA?
11 What are the security problems with WEP and WPA? Explain briefly.
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UNIT | : CYBER SECURITY ASSURANCE
FRAMEWORK

1.1 LEARNING OBJECTNVES

After going through this unit, you will be able to:
1 Understand theoncept of cyber security assurance.
Know the difference between Network Security and Web application security.
Understand th€yber security maturity and self assessment
Know the different type of cyber exercises.
Conduct basic cyber exercises.

1.2 INTRODUCTION TO INFORMATION ASSURANCE

Information assurance can be explained with the help of McCumber Cube, asFsgareil,

which provideswidely acceptd definitional model of information assurance (IA)ohn
McCumber created a model framework for establishing and evaluating information security
(information assurance) programs, now known as The McCumber. Cidihnologies,
policies/practices and humamneanethods for securing information asset$iese methods are
deployed through thehree basic information statesransmission, storage and processing;
providing three services to systen@onfidentiaity, Integrity and Availability
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Figure 11: The McCumber Cube defining information assurance

The concept of this model,isn developig information assurance systemganizations must
consider the interconnectedness of all the different factors that impact them. The McCumber
model helpsto remind aboutconsideing all important design aspects without becoming too

focused on any one in particular.



1.2.1 Dimensions of McCumber Cube
1 Objectives
V Confidentiality: assurance that sensitive information is not intentionally or
accidentallydisclosed to unauthorized individuals.
V Integrity: assurance that information is not intentionally or accidentally modified in
such a way as to call into question its reliability.
1 Availability: ensuring that authorized individuals have both timely andaieliaccess to
data and other resources when needed.
Information states
V Storage: Data at rest (DAR) in an information system, such as that stored in memory
or on a magnetic tape or disk.
V Transmission: transferring data between information systeis®known as data in
transit (DIT).
1 Processing: performing operations on data in order to achieve a desired objective.
Safeguards
V Policy and practices: administrative controls, such as management directives, that
provide a foundation for how information asswa is to be implemented within an
organization
V Human factors: ensuring thiite users ofnformation Systerare aware of their roles
and responsibilities regarding the protectionrdbrmation Systenand are capable
of following the standards.
V Technology: software and hardwatteased solutions designéal protectinformation
System
In this unit we will discuss cyber security assurance program in India, Security maturity for
organizations and method of se¥segment. It will be followed by the section @ providing
guidelines for conducting cyber exercises in an Organizawich is considered to bene of
the useful tod for assurance.

1.3CYBER SECURITY ASSURNCE FRAMEWORK- INDIA

In this section we will discuss the cyber security strategy andaassuframework in India. It
mainly focuses on the activities and initiatives of Government of India with reference to the
cyber security assurance.

1.3.1Strategic Approach

Consistent with the need, the primary objectives for securing country's cybeasgace
1 Preventing cyber attacks against the country's critical infrastructures
1 Reduce Mtional vulnerability to cyber attacks
1 Minimize damage and recovery time from cyber attacks

1.3.2Actions
Actions to secure cyberspace include
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Forensics and attagktribution

Protection of nevorks and systems critical toalNonal security

Early watch and warnings

Protection against organized attacks capable of inflicting debilitating damage to the
economy

Research and technology development that will enable cifitecal infrastructure
organizations to secure their IT assets

1.3.3 Strategic Objectives
To pursue the strategic objectives the following major initiatives have been identified:

1
1
1
1

T

Security Policy, Compliance and Assurance

Security Incident Early Warning& Response

Security training skills/competence development & user end awareness.

Security R&D for Securing the Infrastructure, meeting the domain specific needs and
enabling technologies

Security- Promotion & Publicity

1.3.3.1Security Policy, Compliane and Assurance

The Focus is ofreation, Establishment and operation of Cyber Security Assurance Framework
aimed at enabling Government, Critical Infrastructure Organizations and other key IT users of
nation's economyThe main objectives are:

a)

b)

Critical | nformation Infrastructure Protection: Many of the critical services that are
essential to the well being of the economy are increasingly becoming dependent on IT.
As such, the Government is making efforts to identify the core services that need to be
protected from electronic attacks and is seeking to work with organizations responsible
for these systems so that their services are secured in a way that is proportional to the
threat perception. The primary focus of these efforts is to secure the information
resources belonging to Government as well as those in the critical sectors. The critical
sectors include Defense, Finance, Energy, Transportation and Telecommunications.
Consequently, mangxperts fromthe industry and critical infrastructure organizations
have come to recognize that their continued ability to gain consumer confidence will
depend on improved software development, systems engineering practices and the
adoption of strengthened security models and best practices.

Cyber Security Assurance Fram&ork: Cyber Security Assurance Framework is a
National framework for "Cyber Security Assurance" to assist National level efforts in
protecting critical information infrastructure. It aims to cater to the security assurance
needs of Government and criticafrastructure organizations through "Enabling and
Endorsing" actionsEnabling actionsare essentially Promotional/Advisory/Regulatory in
nature and are best done by Govt. or its authorized entity that can be seen and perceived
as independent of bias andcommercial interests. These action involves publication of



"National Security Policy Compliance requirements” and IT security guidelines and
supporting documents to facilitate IT security implementation and compliéndersing
actions are essentiall)commercial in nature and may involve more than one service
provider offering commercial services after having fulfilled requisite qualification criteria
and demonstrated ability prior to empanelment. These include
0 Assessment and certification of compliant® IT security best practices,
standards and guidelines (Ex. ISO 27001/BS 7799 ISMS certification, IS system
audits etc)
o IT Security product evaluation and certification as per '‘Common Criteria’ standard
ISO 15408 and Crypto module verification standards
o IT security manpower training and other services to assist user in IT security
implementation and compliance
Trusted company certificatiorWith India emerging as a leading outsourcing partner,
there is a need to address perceptible gap among IRBHAES/BPOs in respect of
compliance to international standards and best practices on security and privacy. Today,
although increasing number of organizations in India have aligned their internal
processes and practices to international standards su8i©a3000, CMM, Six Sigma,
Total Quality Management, ISO 27001 etc., it is to be noted that existing models such as
SEI CMM levels cover exclusively software development processes and do not address
security issues. As such, there is a need for a compiebeassurance framework that
can enable compliance within the country and prowadsurance on compliance to
outsourcing organizations and rest of the world. Accordingly, efforts are on to create a
model that is based on sekrtification concept and ome lines of Software capability
maturity model (SWCMM) of CMU, USA.

1.3.3.2Security incident - Early Warning & Response

The creation of National Cyber Alert SystMCAS) for Rapid identification &response to
security incidents and information exchange is to reduce the risk of cyber threat and resultant
effects. Its main focus areas are:

a) Rapid identification, information exchange, and remediation can often mitigate the

damage caused by maliciougberspace activity. For those activities to take place
effectively at a national level, it requires a partnership between government and industry
to perform analyses, issue warnings, and coordinate response efforts. Because no cyber
security plan can be ipervious to concerted and intelligent attacks, information systems
must be able to operate while under attack and also have the resilience to restore full
operations in their wake. The National Cyber Alert System will involve critical
infrastructure orgamations, public and private institutions to perform analysis, conduct
watch and warning activities, enable information exchange, and facilitate restoration
efforts.

b) The essential actions under National Cyber Alert System include:
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Identification of focal pots in the critical infrastructure

Establish a publiprivate architecture for responding to nationdkevel cyber
incidents

Tactical and strategic analysis of cyber attacks and vulnerability assessments;
Expand the Cyber Warning and Information Netwdok support the role of
Government in coordinating crisis management for cyberspace security;
Improve national incident response capabilities (CER&ndSecbral CERTS)
Exercise cyber security continuity plans and drills

¢) Creation and Augmentation of Resge Capabilities

(i)

(ii)

Augmentation of CERIh: CERT-In is operational since January 2004
and is catering to the security needs of Indian Cyber community,
especially the Critical Information Infrastructure. In line with the
expectation of the user community amnarious stake holders, there is a
need to augment the facilities at CERI in terms of Manpower,
Communication systems, tools, etc. for vulnerability prediction, analysis
& mitigation, Cyber forensics/artifact analysis, Cyber space monitoring &
intercepton Capabilities and Critical information infrastructure Security
health check. The National Information Board and National Security
Council have endorsed the need for augmentation of facilities at MERT
Creation/augmentation of Sectoral CERFsr an efective National
Cyber Security Alert System, there is a need to create sectoral CERTSs to
cater to the very specific domain needs of different sectors. In this
direction sectoral CERTs have been established by Army, Air force and
Navy in Defense sector, RBT in Finance sector. But the facilities of
these sectoral CERTSs are at primitive levels and need to be augmented to
meet the needs of respective sectors. Similarity sectoral CERTs with state
of-the-art facilities need to be created in other critical @ectsuch as
Aviation, Energy, Telecommunication, Railways etc.

d) International cooperation and information sharimbe cyber threat sources and attacks
span across countries. As such as there is a need to enhanced global cooperation among
security agenciesCERTs and Law Enforcement agencies of various countries to
effectively mitigate cyber threats. Accordingly it vital to have well developed Cyber
Security and Information Assurance research and developpragram which is
executed through different govenent agencies in broad collaboration with private
sectors, partners and stakeholders in academia, national and international agencies.
In this context the priorities for collaboration are:

o Cyber Security &nformation Assurance Technology to prevent, prbtgainst,
detecting, responding, and recovering from cyber attacks in critical information
infrastructure that may have largeale consequences.



o Collaboration for training personnel in implementing and monitoring secure
government intranets and cybeasp
o Joint R&D projects in the area of Steganography, water marking of documents,
security of next generation networks and Cyber Forensics
o Coordination in early warning, threat & vulnerability analysis and incident
tracking
0 Cyber security drills/exerciseto test the vulnerability & preparedness of critical
sectors
1.3.3.3Security training - Security, Digital Evidence & Forensics
The focusof security training is taneet the specific needs of Law Enforcement, Judiciary and
other users such &Governance project owners catering for

1 A baseline for IT Security awareness

1 Skill & Competence development

1 Advanced Manpower Certification programmers
Many cyber vulnerabilities exist because of lack of cyber security awareness on the part of
computer users, system/network administrators, technology developers, auditors, Chief
Information Officers (Cl10s), Chief Executive Officers (CEOSs), and Corporatackof trained
personnel and the absence of widely accepted, 4eultl certification programs for cyber
security professionals complicate the task of addressing cyber vulnerabilities. This Cyber
Security Strategy identifies following major actions amtatives for user awareness, education,
andtraining which includes

1 Promote a comprehensive national awareness program

1 Foster adequate training and education programs to support the Nation's cyber security
needs

1 Increase the efficiency of existing cybsecurity training programs and devise damai
specific training programs (for edg.aw Enforcement, Judiciary,-6overnancgetc)

1 Promote privatesector support for wektoordinated, widely recognized professional
cyber security certifications.

1.3.3.4Security R&D

The focus of security R&D is oFRacilitating Basic research, Technology demonstration and
Proofof concept and R&D test bed projectadigenous R&D is an essential component of
national information security measure due to various reasansmjor one being export
restrictions on sophisticated products by advanced countries. Second major reason for
undertaking R&D is to build confidence that an imported IT security product itself does not turn
out to be a veiled security threat. Other benéfitdude creation of knowledge and expertise to
face new and emerging security challenges, to produceeffestive, tailormade indigenous
security solutions and even compete for export market in information security products and
services. Success in tewlogical innovation is significantly facilitated by a sound S&T



environment. Resources like skilled manpower and infrastructure created through pre
competitive public funded projects provide much needed inputs to entrepreneurs to be globally
competitive hrough further R&D. Private sector is expected to play a key role in meeting needs
of short term R&D leading to commercially viable products. Besidéwuse R&D, this sector

may find it attractive to undertake collaborative R&D with leading researcimiaedens.

1.3.4Security best practices Compliance and Assurance
I.  Ciritical Information Infrastructure Protection : The primary focus of these efforts is to
secure the information resources belonging to Government as well as those in the critical
sectors. The critical sectors include Defense, Finance, Energy, Transportation and

Telecommunications. Consequently, many in the industry and critical infrastructure

organizations have come to recognize that their continued ability to gain consumer

confidence will depend on improved software development, systems engineering
practices and the adoption of strengthened security models and best practices. The
designated agency of the Government would coordinate the efforts towards protection of
critical information infastructure in the country and enable development of expertise in
communication, interception, monitoring and early warning, and surprise vulnerability
checks with due authorization.

a. Implementation of security best practices in Govt. and Critical sectémsorder to
reduce the risk of cyber attacks and improve upon the security posture of critical
information infrastructure, Government and critical sector organizations are required
to do the following on priority:

1. Identify a member of senior managemerst,Ghief Information Security Officer
(CISO), knowledgeable in the nature of information security & related issues and
designate him/ her as a O6Point of cont a
policy compliance efforts and to regularly interact witte Indian Computer
Emergency Response Team (CERYJ, Department of Electronics and
Information Technology (DeitY), which is the nodal agency for coordinating all
actions pertaining to cyber security.

2. Prepare information security plan and implement tloeisty control measures as
per international security best practices standards and other guidelines, as
appropriate

3. Carry out periodic IT security risk assessments and determine acceptable level of
risks, consistent with criticality of business/functioreduirements, likely impact
on business/functions and achievement of organizational goals/objectives.

4. Periodically test and evaluate the adequacy and effectiveness of technical security
control measures implemented for IT systems and networks. Espetedlyand
evaluation may become necessary after each significant change to the IT
applications/systems/networks and can include, as approphat®llowing:

T Penetration Testing (both announced as well as unannounced)



T Vulnerability Assessment
T Application Security Testing
T Web Security Testing
5. Carry out Audit of Information infrastructure on an annual basis and when there is
major up gradation/change in the Information Technology Infrastructure, by an
independent ITSecurity Auditing organizatio
6. Report to CERTIn cyber security incidents, as and when they occur and the
status of cyber security, periodically
b. Government networksThe government agencies need to set an example in the
development and use of secure computer and communication networks. For this
purpose, a part of departmental budgletuld be earmarked for IT &formation
security needs. Besides this, all ministriep@tments and other agencies of the
government should ensure that they take necessary precautions and steps to promote
the culture of information security amongst their employees and attached agencies.
Necessary change in office procedure should be widsTito bring in vogue, reliable
and robust paperless offices where required.-lEgpl management of government
departments should pay attention to the development of suitable information security
policy and guidelines and encourage the use of approptéetienology and
applications in the organization.
c. Government secure intranetThere is a need for priority action to create a
countrywide secure intranet for connecting strategic installations with @&R3 the
nodal center for emergency response anddipation. This intranet will facilitate
faster and efficient information sharing between strategic installations and-@ERT
as well as supporting crisis management and disaster recovery during national IT
security emergencies.
Information Security Assurance Framework: In order to ensure implementation of
security best practices in critical sector organizations and periodic verification of
compliance, there is a need to create, estabh and oper ateeuritp 061 nf
Assurance Fr a me wreatidnd of natiomat | cantbimityg assessme
infrastructure. Information &urity Assurance Framework is aimed at assisting National
level efforts in protecting critical information infrastructure. It supports Government,
Critical Infrastructure Organizatsn and ot her key | T users of
series of fAEnabling and Endorsingo actions
a. Enabling actions are essentially Promotional/Advisory/Regulatory in nature and
invol ve publicati on of ANati onal Securi
cyber security guidelines and supporting documents to facilitate cyber security
implementation and compliance.
b. Endorsing actionsare part of national confimity assessment infrastructurehese
are essentially commercial in nature and may involve moredharservice provider

t



offering commercial services after having fulfilled requisite qualification criteria and

demonstrated ability prior to empanelment. These include:

1 Assessment and certification of compliance to international IT security best
practices,standards and guidelines (Ex. ISMS certification, Trusted company
certification for Data security and privacy protection, IS system audits,
Penetration testing/Vulnerability assessment.) et6overnment and critical
infrastructure organizations can make 0§&€ERT-In evaluated and empanelled
third party agencies for their organization/site specific IT security assessment
services (including ISMS assessment, risk assessment, network security profiling,
penetration testing, vulnerability assessment, appbicasecurity testing efc
under specific contract and pdetermined rules of engagement. Contact details
of the agencies empanelled by CERTh are available at
in.org.ind)

1 IT Security product evaluation and certification as per accejtEdnational
standards These actions provide an assurance that the process of specification,
implementation and evaluation of a IT security product has been conducted in a
rigorous and acceptable manner.

1 IT security manpower training, qualification anther related services to assist
user in IT security implementation and compliance.

c. Dbata security and privacy prioadrderctd sStagn f or
competitive in the global market place, business entities have to continually generate
adaguate levels of trust & confidence in their services in terms of privacy and data
protection through the use of internationally accepted best practices and ability to
demonstrate where necessary.

d. Quality and protection of electronic recordSrganizationsneed to ensure that
important data/records are protected from loss, destruction and falsification, in
accordance with statutory, regulatory, contractual, and business requirements. Where
a follow-up action against a person or organization involves legalra(either civil
or criminal), electronic evidence needs to be properly collected, retained, and
presented to conform to the rules for evidence laid down in the relevant
jurisdiction(s). It is a good practice to have audit logs recording user activities
exceptions, and information security events and retained for an agreed period to assist
in future investigations.

E-governance All e-governance initiatives in the country should be based on best

information security practices. Government should enceuvader usage of Public Key

Infrastructur€¢PKI) in its own departments. There is a need to empanel Information

Security professionals/ organizations to assigbdvernance initiatives and monitor

guality of their performance/service through appropriatdityistandards.



IV. Secure software developmentApplication Software development process whether in
house or outsourced, needs to be supervised and monitored using a system development
life cycle methodology that includes information security consideratiadsselection of
appropriate security controls and countermeasures.

V. Open standards:To minimize the risk of dependency on proprietary IT products, open
standards need to be encouraged. A consortium of government and private sector needs to
be created forrehancing the use of validated and certified IT products based on open
standards.

1.4CYBER SECURITY MATURTY AND SELF ASSESMENT

A maturity model is a set of charagstics, attributes or indicatotbat represent capability and
progressin a particulararea Model content typically exemplifies best practices and may
incorporate standards or other codes of practice of the discipline. A maturity model thus provides
a benchmark against which an organization can evaluate the current level of capabitity of it
practices, processes, and methods and set goals and priorities for improvement. An industry can
determine how well it is performing overall by examining the capability of its member
organizations.

To measure progress mat ur ity model$ sy gatlderaigdalp Alset ofe Al e
attributes defines each level. If an organization demonstrates these attributes, it has achieved
both that level and the capabilities that the level represents. Having measurable transition states
between the levelsables an organization to use the scale to:

9 Define its current state
i Determine its future, more mature state
1 Identify the capabilities it must attain to reach that future state

There are various maturity models in domain of cyber security and mostynuaed as per the

need of the specific sector and industry. In this section we will discuss the Cyber Security
Capability Maturity Model developed by theGlobal Cyber Security Capacity Centre
(http://www.oxfordmartin.ox.ac.uk/cyberseculityAs per the wbsite aGlobal Cyber Security
Capacity Centre (Capacity Centrerieated withhe goal to increase the scale and effectiveness

of effective cyer security capacity buildingnternationally. The Centre makeknowledge
available to governmentgommunities and organizations to underpin their cyber capacity in
ways appropriate to ensuring a cyber space which can continue to grow and innovate in support
of well-being, human rights and prosperity for all.

Global Cyber Security Capacity Centensicers cyber security capacity as being comprised of
five dimensions:

1) devising cyber policy and strategy



2) encouraging responsible cyber culture within society

3) building cyber skills into the workforce and leadership

4) creating effective legal and regulatory framueks

5) controlling risks through organization, standards and technology

1.4.1Cyber Security Capability Maturity Model (CMM)

In eachof five dimensionmentioned abovéhere are multiple factors which characterize what it
means to possess cyber security capacountries, regions and organizations will have varying
degrees of capacity in each factor and consequently acr@gsdmensionCMM identify these
levels in a cyber secity capability maturity modéCMM) i whereby the lowest level would
imply a ron-existent or limited level of capacity, and the highest level both a strategic approach
and an ability to optimize against environmental considerations (operational, threat, socio
technical and political).

CMM definefive levels of maturity in the Capdibty Maturity Model:

1 Start-up: At this level either nothing exists, or it is very embryonic in nature. It could also
include initial discussions about cyber capacity building, but no concrete actions have been
taken. It also includes a lack of obseresttience in this particular indicator.

1 Formative: Some features of the indicators have begun to grow and be formulated, but may
be adhoc, disorganized, poorly definedr simply "new". However, evidence of this activity
can be clearly evidenced.

1 Established: The elements of the stfhctor are in place, and working. There is not,
however, welthought out consideration of the relative allocation of ressurcLittle trade
off decisionmaking has been made concerning the *relative* investment in theusario
elements of the sutactor.But the indicators are functional and defined.

9 Strategic: Choices have been made about which parts of the indicator are important, and
which are less important for the particular organization/nation. Of course, we would all like
everything to be as important as everything else, but with finite resources,schuise be
made. The strategic level reflects the fact that these choices have been made. They should
have been made contingent on the nation/organization's particular circumstances.

1 Dynamic: At the Dynamic level, there are clear mechanisms in place ¢o sitategy
depending on the prailing circumstances. df example, the technology of the threat
environment, global conflict, a significarthange in one area of concerBynamic
organizations have developed methods for changing strategies in stridésensaand
respond” way. Rapid decisianaking, reallocation of resources, and constant attention to the
changing environment are feature of this level.

Model sich @ CMM model allows arorganizationto selfassess its current cyber secustste

In eat case, understanding the requirements to achieve higher levels of capacity should directly

indicate areas requiring furthemprovementand the data required to evidence such capacity

levels. This means that the CMM could also be used to build busiagss for investment and



expected performance enhancements. Necessarily there are relationships that exist between the
factors both within and between dimensions.

1.4.2Selection of Cyber Capacity Building Factors

The Capacity Centre began the processealéctionof factors and attributes contributing to
building capacity in cyber security through an initial broad capture. This capture sought to gather
as much publically available material on cyber capacity building as possible, in order to avoid
the poential for missing relevant material and reduce the risk of duplicating efforts conducted by
other institutions. Therefore, the Capacity Centre researched, assessed, and analyzed cyber
security capacity building material from several organizateamess lte world.

This material sought to ensure that the cyber security CMM developed by the Capacity Centre is
as scientifically rigorous as possible. Such material includes, but is not limited to, content
produced by: the International Telecommunications Ur{idi), the European Network and
Information Security Agency (ENISA), Hathaway Global Strategies LLC., the National Institute
of Standards and Technologies (NIST), the Economist Intelligence Unit (EIU), the Organization
for Economic CeOperation and Developent (OECD), the Australian Strategic Policy Institute
(ASPI), and the World Economic Forum (WEF). These diverse organizations (among others)
have all conducted significant research into various factors contributing to cyber capacity
building. The CapacityCentre has attempted to incorporate the thinking behind these various
research initiatives into the development of its cyber security CMM.

In addition, in order to collect as diverse and credible input as possible, the Capacity Centre
consulted with varios stakeholders with diverse geographic, organizational and disciplinary
perspectives. These stakeholders are all regarded as experts in their respective fields, which
encompass the five dimensions of cyber security capacity building identified by tlaeitgap
Centre. Stakeholders routinely contributed the collection of cyber capacity building material.
Once the initial broad collection of cyber security capacity building material had been conducted,
the Capacity Centre proceeded to prioritize these fadbaised on a defined methodology.
Prioritizationis deemed necessary in order to prevent an-alandance of information during

the implementation phase. In order to conduct this prioritization, the Capacity Centre developed
a survey which proposed thdlaving questions:

0 CATEGORISATION: To what extent do you believe that this should be a primary
factor in assessing cyber education/skills into the workforce and leadership (as
opposed to a factor that serves as acrbponent of another primary factor)?

o EVIDENCE: To what extentlo you believe it is impossible arghsy to gather
evidence to demonstrate that a nation state or other organization possesses this
capability (i.e. is it measurable or demonstrable in an observable way)?

0 VALIDATION: How scientifically robust do you believe measures of this factor
could be?



o POTENTIAL: Do you agree that this factor should be included in the capability
maturity model, assuming supporting data could be acquired?

0 RELEVANCE: How important is this factor to the future éwpment of cyber
security capacity?

1.4.3 Guidelines for the use oCyber Capability Maturity Model

The structure of the cyber capability maturity model is similar to the ones developed by Carnegie
Mellon University for software development process€84M model contains four basic
components

Dimension Name
Factor Name
Category
Indicators

= =4 4 4

At the Global Cyber Security Capacity Centegber capacityis assesseth five dimensions,

which have been described previously. These five dimensions cover theekpzatse of issue

areas that need to be considered when looking to enhance cyber capacity. Within each
dimension, there are several factors. These factors are all important aspects of capacity building
within each dimensionEach factor is further dividethto the categories.Each category is a
different component of the overall factor. For example, when putting together a national cyber
security, one needs to consider the strategy development, organizational components, and the
content of the strategy. mally, in order to determine what level of maturity a natmm
organizationis currently placed, each category has a set of indicators across all five levels of
maturity. These indicators are concrete steps that have either been conducted by thernation, o
have not yet been completed. Therefore, when reading the model, aorati@anizatiormust
conclude whether they have i mplemented all of
organizationcannot provide support for all of these assesjdhen thabrganizatiorhas not yet
reached that stage of maturityy order to increase the level of maturity, all of the indicator
criteria must be met. For example, if a country has an outline of a national cyber strategy
competed, but was done sallwaut key stakeholder participation, then the country will remain at

the starup level of maturity. Readers are advised to refer CMM model available at
https://www.sbs.ox.ac.uk/cybersecwggpacity/system/files/CMM%20Version%201_2_0.pdf

1.5 CYBERSECURITY EXERCISES FOR ASSESSING THE

CYBER DEFENSE PREPAEEDNESS

Cyber security exercises are effective tool for accessing and improving the security posture of
the organization and helps in enhancing defense capabilities in countering cyber attacks. The
number of cyber security exercises conducted around the world increased in recent years, due to



the consensus that cyber security exercises are effective tool in improving the defense, detection,
response and coordination capabilities of participants.

Thereare various types of cyber security exercises ranging from simple quiz based discussion
cyber exercises to fucalesimulation based cyber drill®iscussion based exercises such as
Tabletop exercises are usually having players from sémvet managemnt and focuses on the
governing and strategic decisions. This type of exercises do have importance in improving
preparedness, coordination & cooperation but discussion based exercises alone is ineffective in
assessing reground level situation; how orgeation will respond to cyber events. Functional
exercisesAction based technical exercises are required to access the preparedness by simulating
attack or crisis scenario to the security team or employees of the organization and improving
security postte based on the learned lessons of exercises. Discussion based exercises may
follow Action-based technical exercises to discuss strategy and policy based on the outcome of
action based technical exercises.

In this section we willdiscuss importance of conducting functional exercises, the methods of
conducting two type of functional exercises viz. Simulatdckbased and Hypothetical
Scenariebased exercise®Ve will also discuss parameters for evaluating the performahtee
exerciseparticipants.

1.5.1 Types ofCyber Security Exercises

Cyber Security
Exercise types

Discussion based Functional
exercises exercises
] | ] |
l f \ l \ l \ l Simulated attack l Hypothetical \
Quizzes Walk through Table top based S —
Real time
Artifact based simulation of
attacks on drills

Figure 12: Types of Cyber Security Exercises

Cyber security exercises of different natures are conducted around the world, each with different
set of requiremenfprmat and challenges. There is no fix standard to distinguish exercise in one
or another category, however based on the focus axéeeiseswe divided them in two broad
categories:



i. Discussion based cyber security exercises like salkugh, quizzestabletop
exercises, etc. and

ii.  Functional or Actiorbased exercises like simulated atthelsed exercises and
Hypothetical scenario based exercises.

Functional exercises are important for drilling the People, Process and Technology implemented
at the oganization from security viewpointVe will discusswo type of functional exercises

T Hypothetical scenario based exercises, and
T Simulated attaclkbased exercises.

Hypothetical scenario based exercises are focused on accessing the effectiveness yof securit
plan, coordination and communication and Standard Operating Procedures (SOPs) of the
participating organization. It usually contains hypothetical crisis situation which by means of
injects unfold through following phases:

Steady> Discovery-> Attack-> Impact-> Remvery-> Response & Coordination

Functional simulated attack based exercises usually having following two categories:

1 Artifacts based cyber security exercises are exercises in which artifacts like packet
captures, infected machingnd malwaresample are injected to particigta with a main
scenario/theme.

1 Realtime simulation based exercises: In this kind of exercises participants are provided
with virtual images to protect from cyber attacks. Duthg drill attacker team launch
announced oun-announced attacks on the setup and try to exploit the vulnerability that
was present in the drill setup hosted by the organization. Organization needs to respond
to the attacks according to their security plans/ SOPs/ coordination plan.
Evaluator/obsemr monitors the actions of the participating teams.

Exercise Type SelectionRecommendations for Organizations

Designing the cyber security exercises is a challenging task and requires proper planning and
analysis of maturity level of security programplemented in organization. Matrix below is
useful to make decision in selecting the type of exercise based on the maturity of information
security program at the organization and degree of expectation from exercise to access ground
level response capahiés.



Full Simulation (real
like production
environment as drill
setup)

Y-Axis: Unannounced real
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Security Plan
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Quizzes real-time attacks on crisis scenario based
exercise setup exercises

Hypothetical cyber
Incident scenario
based exercises

Artifacts based cyber

Walk-Through = 2
security exercise
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Figure 13: Exercise Type Selection

Organization should start with discussioased exercises like quizzes and wthlough and by
improving security posture should move toward the-dtthcksimulation based functional
exercises. Organization can develop a comprehensive security exercises plan in which exercises
should be planned with increasing complexity. Outcomes and learning's of a exercise should be
used as guiding principle for designing next level of the exercises.

Components of Simulatedattack-based and Scenaridased Cyber Security Exercises

This section discusses indicative components that could be used by organization for conducting
Simulatedattackbased and Scenarirased cyber security exercisésgure 14 below provide a
overview of the components involved in conducting sceraaiged cyber security exercises.
Unfolding scenario can be divided into the felient stages and assigned to moderators/
evaluators for executing that particular stage of exercise, which mainly includes sending injects,
controlling flow of exercise and collecting and evaluating the responses from the participants.
Tools such as theXercise event Injection TOolkit (EXITO) can be used for developing master
inject list, triatrun and exercisenanagement.

Exercise
Co-ordinator

Voderator for
Attack stage of the
scenario

Voderator for
Impact stage of the
scenario

oderator for
discovery stage of
the scenario

Voderator for
steady stage of the
scenario

Vioderator for recovery;
response and coordination
tage of the scenario

NETWORK
Player Player  locooonnieo Player
Team 1 Team 2 Teamn

Figure 14: Components of hypattical scenario based exercises



Figure 15 below provides a overview for conducting simulateattack based cyber security
exercises, participating teams are to be provided witkxarcise setup to host on a separate
network tlan production environment. Indicate diagram showing the infrastructure setup at
players end is below in Figuteelow. Exercise coordinators setup includes te@ak chat like

IRC, Attacker coordinator to coordinate attacks from multiple locations, Incidepbnse team

to simulate nosparticipating entities and a status website to keep all the players, coordinators,
Attack team, Incident team and evaluation teams situation aware.

Setup1  Setup 2

B ' | Exercise Exercise
R k2N
N

- 2
DS Coordination
& Response

RED TEAM L Network —»J%
i ]

Firewall

SERVER
' n ‘V ‘

i' ® l T s =
b < ~ }

&

Traffic Investigation
Monitoring & Analysis

Figure 15: Simulated attacks based exercises

Evaluation Metrics for Cyber Security Exercises

Orgarnzation exercise planning teashould design and finalize parameters to be captured during
the exercise before commencement of the exercises, so to effectively evaluate the desired
objectives. Evaluatiorparameters should be discussed with exercisduators, participants
coordinator and subject matter expehtsthis section we will discudsst of parameters against
example scenarios

Exercise Coordination

= -]
Cgm Incident Response Attacker

System Coordinator

Main éxér‘cise
Drill S 'a{lus Coordinator

Website

Attack Participant
Location 1 / T
Network \
Attack | Participant
Location 2 'l Team 2

Attack
Location n

Figure 16: Cyber Security Exercises
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Assessment parameters for accessing the detection, defense, recovery, response & coordination
capabilities of the team in simulatettackbased cyber security exercise containing scenario
such as defaceent of drill web site usindkemote File InclusionRFI) Vulnerability of web
application

Attack Defended or Not (Whether defacement was successful or not).
Attack Detected or Not.
Detection of Vulnerabilities Exploited( Vulnerability RFI is detected or not)
Exploit-Used by Attacker.
Attacker IP.
Attacke Methodology.
Attack Traces identification (Wegerver/IDS logs).
Recovery Time.

1 Response and coordination activities.
Assessment parameters to be discussed and finalized for hypaithetinariebased exercises in
order to access effectiveness of Stadd®perating Procedures (SOPs), Security Plans &
coordination during crisis. For this we considered the example scenario as large scale disruptions
of critical components of power plant due to malware outbreak following key parameters can be
finalized forafterevaluation:

= =4 4 4 48 8 9 2

1 Expected actions to be taken by security Team and senior management during steady
stage of scenario (Actions for virus alert in steady stage).

1 Expected actions to be taken by Incident Response Team during the attack stage of the
scenariofvhen infection is detected in critical system).

1 Coordination and communication with internal Teams.

1 Coordination and communication with external stakeholders.

1.6LET US SUM UP

In this unit we discussed about the information security assurance, ingiativiedia and tools

for assessing and implementing the assurance prograrmmeasure progress, maturity models
typically have nl evel so al ong a | adder or
Organizationscan usethese attributedo selfassessheir cyber security maturityHaving
measurable transition states between ldwels enables an organization to improve security
posture.Cyber security exercises are effective tool for accessing and improving the security
posture of the organization anelps in enhancing defense capabilities in countering cyber
attacks Organizations should include periodic cyber exercises program in their information
security policy.

‘N



1.7CHECK YOUR PROGRESS

1 is an assurance that sensitive information iisteotionally or
accidentally disclosed to unauthorized individuals.

2. EXITO stands for :

3. actions are essentially Promotional/Advisory/Regulatory in nature and are best
done by Govt. or its authorized entity that can be seen and percsivetependent of
bias and/or commercial interests.

4. CIO stands for

5. NCAS stands for :

6. Rapid identification, information exchange, and can often mitigate the
damage caused by malicious cyberspace activity.

7. CERT Standsor

8. CIIP stands for

9. RFI stands for :

10. Cyber security exercises are effective tool for accessing and improving the security
posture of the organization and helps in enhancing defeapabilities in

cyber attacks.

11 The critical sectors include Defense, Finance, Energy, Transportation and

12. Designing the cyber security exercises is a challenging task and requires proper planning
and analysis of level etsrity program implemented in organization.

13. The government agencies need to set an example in the development and use of

computer and communication networks

14. Necessary change in office procedure should be undertaken to bring in vogue, reliable
ard paperless offices where required

15. Organizations need to ensure that important data/records are protected from loss,
destruction and , iIn accordance with statutory, regulatory, contractual, and
business requirements.

1.8 ANSWERS TACHECK YOUR PROGRESS

Confidentiality

EXercise event Injection Toolkit

Enabling

Chief Information Officer

National Cyber Alert System

Remediation

Indian Computer Emergency Response Team
Critical Information Infrastructure Protection
. Remote File Inclusion

10. Countering

11. Telecommunications

©ooN O~ WDNPRE



12. Maturity

13. Secure

14. Robust

15. Falsification

1.9MODEL QUESTIONS

Explain secure software development.

Explain McCumber Cube.

Define maturity model.

What is a FullSimulation exercisg

List different type of cyber exercises.

Write a attack/ scenario for tabtep exercise.

Go through Cyber Security Capability Maturity Model developed by the Global Cyber

Security Capacity Centre.

7. Write a short note on information security assurance.

8. Discuss various initiatives of Government of ldlor achieving information security
assurance.

9. What is secure software developnient

10. Explain significance of maturity models.

11. Write note on cyber security capability maturity model.

12. Explain cyber security selssessment.

13. Discuss importance of cyber exeyes.

14. Discuss type of cyber security exercises.

15. Discuss various parameters used for purpose of evaluation in cyber exercises.
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UNIT Il: DESKTOP SEC URITY AND MALWARE

2.1LEARNING OBJECTIVES
After goingthroughthis unit, you will be able to:
1 Understand different types of Malware & their Classification
Understand Propagation Mechanisms
Know Perpetrators and Motivation
Detect and Remove Malware
Safeguard Ourselves from different types of attacks

= =4 4 A

2.2 INTRODUCTION

Mal war e i sMalgibus softvardd 6 compguter programs designed to infiltrate and
damage computers without the users consent. They are used by cybercrimaicktisjsts and

nation states tgteal personal or professional data, bypass access controls and otherwise cause
harm tothe host systemAppearing in the form of executable code, scripts, active content or
other software variants, there are many different classes of malware which possess varying
means of infecting machines and propagating themselves.

This unit explainswhat malware is, the types of malware and how they operate, recent trends in
malware capabilities, behaviors, and incidents, and what makes systems vulnerable to malware
infection

In a broader way, malware is software or firmware intended to perfoumauthorized process
that will have adverse impact on the confidentialityegmity, or availability of an Information
System

The fAadverse 1impact o i s nodlty Integmty,tawithbility,it| v t o
includes loss ofany required property of the targetednformation system, including
dependability, usability, performance, and privaBgrhaps the most sophisticated types of
threats to computer systems are presented by programs that exploit vulnerabilities in computing
systems.

The chapter beginswith discussion on differentategories of malwarealthough being
functionally different you can always find them in hybrid mode, we will talk that lateth a

survey of various types of malware, with a more detailed look at the reatdreharacteristics.

We then look into various classification based on the nefarious capabilities they possess and
their surviving mechanisms. We will further learn the threats they pose in the contemporary
malware realm the safe guard and best practcmsmtermeasurest the end of this chapter

you wi || definitely become fAmal Awar eo



2.3 VIRUS

A computer virus is a malware progranthat, when executed, replicatby inserting copies of
itself (possibly modified) into othexomputemprograms data filesor the boot sector of the hard
drive. When this replication succeedbe affected areas are then said to be "infected".
Wherever the host programare exected, the virus instructions gettivated along witlthe
program.

2.3.1 How Computer Virus Works

As said earlier, computer virusperates by attaching themselves to an alreadying file or
program and replicates itself to spread from one computer to another. In most cases, they tend to
infect executable files that are parts of legitimate programs. So, whenever the infecied file
executed on a new computer, the virus gets activated and begins to operate by further replication
or causing the intended damage to the system.

A virus cannot perform its task of harming and replicatioless it is allowed to execute. This is
the reasn why viruses often choose an executable file as its host and get attached to them.
Viruses are mainly classified into twgpes:

a. Non-ResidentViruses: This kind of virus will execute along with its host, perform the
needful action of finding and infectirthe other possible files and eventually transfers the
control back to the main program (host). The operation of the virus will terminate along
with that of its host.

b. ResidentViruses: In case of resident viruses, whenever the infected prograuom iby
the user, the virus getctivated, loads its replication modul@arthe memory and then
transferthe control back to the main program. In this case, the virus still remains active in
the memory waiting for an opportunity to find and infect othlsfevenafter the main
progranthost) has been terminated.

2.3.2 Type of Computer Viruses

2.3.2.1 File Virus

File Virus wes the file system of a given OS (or more than one) to propagate. File viruses
include viruses that infect executable files, companion egubat create duplicates of files,
viruses that copy themselves into various directories, and link viruses that exploit file system
features.A subset of file virusesknown asscript virus written in one 6 a variety of script
languages likeVisual Basic Script, JavaScript, Windows Batch, PHR;. aether infects other
scripts, e.g., Windows or Linux command and service files, or forms a part of ecomaftonent

virus. Script viruses are able to infect other file formats, such as HyperText Markgpdge
(HTML), if that file formatallows the execution of scripts.



2.3.22 Boot sector virus

This type of virus nfects the bootextor or the master boot recavd dsplaces the active boot

sectorof a hard drive. Once the hard drive is booted up, bexbs viruses load themselves into

the computer 6s me mor g onceMrenuyed, prevent thsers lloating. vi r u s
Boot sector viruses were widespread in the 1990s, but have almost disappeared since the
introduction of 32bit processors andémeardisappearance of floppy disks as a storage medium

for executables.

2.3.2.3Macro virus

Written in the macro scripting languages of word processing, accounting, editing, or project
applications, it propagat es |btes ireotderl totrahstemg t h
itself from the infected filecontaining the macro script to another file. The most widespread

macro viruses are for Microsoft Office applications (Word, Excel, PowerPoint, Access). Because

they are written in the code of applicen software, macro viruses are platform independent and

can spread between Mac, Windows, Linux, and any other system running the targeted
application.

2.3.24 Electronic mail (email) virus

Email can be used to transmit any of the above types of wraegdying and emailing itself to
every address in the victimdbs emai l address b
a recipient opens the infected attachment, th
repeats its propagation pess.Email virus refersto the delivery mechanism rather than the
infection target or behaviour.

2.3.25 Multi -variant virus

The same core virus but implemented with slight variations, so that avirastscanner that can
detect one variant will not be able to detect the other variBotgmorphic Virus is the virus
which changs their characteristic after each infection. Téare various techniques which are
employed to achieve polymorphism by salbdification of code and hence infected files are
infected with different variants. And in other cases, the virus encrypts itself with different key for
different file. Metamorphic Virus is the virusthatis rewrittensuch thatwith each iteration so

that each succeeding version of the code is different from the preceding one.

2.3.1.6 Radio Frequency Identification (RFID) virus
It is atype of theoretical virus that is expecteddoget RFID devices. Saff, such viruses have
only beerdemonstrated by researchefsr details please refattp://www.rfidvirus.org/

2.3.2.7 Virusthat wrecked havoc
1. Melissa Virus: One of the most weknownis the Melissa virus reported i999. It was
distributed as a Word document containing a macro virus, sayjage"is that
document you asked for, don't show it to anybody elseWhen opened with Word 97
or Word 2000, the macro would execute, gatheritst 50 entries in the uss#raddress


http://www.rfidvirus.org/

book, and mail a copy of the madardected Word document to them via Microsoft
Outlook. Many recipients would open the infected document and the cycle would
continue, clogging email servers with an exponentially esireg amount of junk mail.
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Figure 17: Melissa Virus

Microsoft Office documentsWord, Excel, PowerPoint, and other types of documents

can contain embedded code written in a programming language known as Visual Basic

for Applications (VBA). With few exceptions, macro viruses are spread when a user
opens or closes an infected documddbcuments are spread between ussisgemail,

Internet, and removable medidfter a malicious macro is loaded into an Office
application |Ii ke Word via an infected doclt
automatically start with Word or fAAutoOpen
document In this way, the macro virus can integrate itself into Word, infecting future
documentslt can corrupt data, create new files, move text, flash colors, insert pictures,

send files across the Internet, and format hard drives. Not simply limited torelael\al

powerful macro language commands, macro viruses are increasingly used as transport
mechanisms to drop off even nastier bugs. Macro viruses can use the

VBA SHELLcommand or utilize the operating system's kernel API to run any external
command theyvant. The VBAKILL command can be used to delete files. Macro viruses

modify registries, use email to forward copies of itself to others, look for passwords, copy
documents, and infect other programs.

ILOVEYOU virus : The ILOVEYOU virus initially traveledhe Internet by -enail, just

like the Melissa virus. The subject of thenail said that the message was a love letter
from a secret admirer. An attachment in theal was what caused all the trouble. The
original worm had the file name of LOVYEETTER-FOR-YOU.TXT.vbs. The infection

then replicates itself to everyone in your Outlook address book. Finally, the infection



corrupts files ending with .vbs, .vbe, .js, .css, .wsh, .sct, .hta, .jpg, .jpeg, .mp2, .mp3 by
overwriting them with a copy of itself.

Figure 18: ILOVEYOU virus

o It copiesitself several times and ted the copies in several folders on the
victim's hard drive.

It added new files to the victim's registry keys.

It replaced several different kinds of files with copaégtself.

It sent itself through Internet Relay Chat clients as wellagié

It downloaded a file called WHBUGSFIX.EXE from the Internet and
execute it. Rather than fix bugs, this program is passworetealing
application that enailed secret inforation to thehacker's email address.
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Figure 19: ILOVEYOU VIRUS code shippet

3. Sality Virus: It infects executable files on local, removable and remote shared drives. It
replaces the original host code at the entry point of the executable to redirect execution to
the polymorphic viral code, which has been encrypted and inserted in the last section of



