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1. This paper consists of 40 multiple choice questions (M.C.Q.). All questions are

Compulsory and carry 01 mark each. There is no negative marking.
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2. Each question has four alternative responses marked (A), (B), (C) and (D). You
have to choose an appropriate answer option and mark it on the OMR sheet.
T T % R IR fed (A), (B), (C) Td (D) g Te & | s1moent Sugea S forsheq
T AT L IR SAGH.IR TIF T 3ok AT 2 |

3. For marking answers on OMR sheet, follow the detailed instructions given on the
OMR Sheet.
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4. Use only Blue or Black ball point pen for marking on OMR.
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1. What is the role of a payment gateway in E-Commerce?
A. Product delivery
B Secure online payments
C. Customer support
D

Generating invoices

3B # UHT T @ qfHET R 57
A. Jaare faavor

B. grIerd Sierg qIraH

C. YTedh Helgdr

D.  dAT ST

2. Which device is required to connect to the Internet?
A. Router
B Printer
C. Scanner
D

Monitor

goxHe ¥ diae 89 @ forv foed fSarsd @ amawgear gy 87

A. RS
B. ez
C. TR
D. Hifexr
3. What does “E-Commerce” refer to?
A Selling goods in local markets
B. Buying and selling goods or services online
C. Organizing events digitally
D. Manufacturing electronic goods
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"S—PE" BT RIT Hdold B°

A. EIBIRECININ] f{ SIGIGECER]
B. SIS AT IT HaTg ERIGHT 3R I2-T
C. fefTeat wu & HRIHH ARG Bl
D. SAlgG =T AT G
4. Mobile security is also known as?
A Database Security
B Wireless Security
C. OS Security
D APIs Security
HiaTgel GRET DI R FIT Hel Sl 87
A ST gRe
B.  dRReN el
C. 3ATH e
D. T3S gReE
5. Which of the following is an example of a strong password?
A. 123456
B password
C. P@sswOrd123!
D qwerty
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A. 123456

B. password

C. P@ssw0Ord123!
D. qwerty

6. What is the term for a method that verifies the identity of a user?
A. Authentication
B Authorization
C. Encryption
D Auditing

g fafd o1 FEarh © S STNEAl @ ggae @l e e 87

A. JHTONHROT
B. SBCIR
C. Ufshe
D. i@l ueEu
7. Which of the following is used to protect e-commerce websites from unauthorized
access?

A. SSL/TLS encryption

B Web design

C. High traffic monitoring
D

Email filtering
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frfeiRed § & ®IF S—3MA J9d18cl BT MG Uga | GRET & & fory

SYANT fdhar Sirar 272
A. SSL/TLS Tisher=
B. 99 feSres
C. S ofthd RN
D.  SHA fheefr
8. Which of the following is an example of a physical layer device?
A. Switch
B Router
C. Hub
D Bridge

fa=foRaa # & o9 a1 9ifde wRd fSa59 o1 ST 8?

A. Rea=
B. RS
C. g
D EN
9. Data ........... is used to ensure confidentiality.
A Locking

B Backup
C. Encryption
D Deleting

P.T.O.
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SeT & Mu=RIar gARad & & fow ... H1 AT fHar S 2

A SIER
B JH3T
C e
D. fSeflc &=
10. Which of the following is an example of a cyber attack targeting e-commerce
websites?
A. Phishing

B Denial of Service (DoS) attack
C. SQL injection
D All of the above

f=fRad § | P19 AT Uk AgaR 89l bl IS © Ol S—hAd dadIgel Bl

e dxar 27

A. TR

B. 4T RGIHR (DoS) EHT
C. sQL SoiaR

D. SENERGE]

11. Which of the following is NOT a web browser?

A. Chrome
B Firefox
C. Safari

D Windows

frefeRad & 9 &9 a1 99 FSoR 8T 27

A EdL|

B BRI
C BRI

D faders



12. Which of the following is an example of an Internet domain?

A. .net
B Axt

C. .pdf
D .exe

fer=ferRad & & B Ud Sevic S DI ISEXT &7

A. .net
B. Axt
C. .pdf
D. .exe
13. Which payment method is most commonly used in E-Commerce?
A. Barter system
B Digital payments
C. Postal money orders
D Cash-only transactions

BRI | TG STH SYANT B S dTell Iar Ay &g 41 287
A. fafeg gomed

B. fefoted yam

C. S Hl 3ifeRr

D. hdel dhg ofda-
14. Which platform is commonly targeted by spammers?
A. Email

B Social media
C. Websites
D All of the above

P.T.O.
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A. U
B. Arerel {ifsar
C. EERIE
D.  SWIad |4
15. What is the main reason organizations adopt an ISMS?
A To comply with legal and regulatory requirements
B To increase profits
C. To improve employee productivity
D To reduce hardware costs

HSAl §RT ISMS 3T BT T HROT a7 27?
A. BT SR A ame ragaddrsli &1 STuTer &

B. KISECHEI
C. BHAR] IATEHAT H IR BRAT
D. SI\C':CHN AT hH O]
16. What does the term ‘whistleblowing’ refer to in information security?
A Reporting unethical or illegal activities
B Sharing passwords with colleagues
C. Accessing unauthorized data
D Hiding security flaws

A GReET H fEaeteig T wea BT T e 87
A, sfae A sray wfafafddl & RUid &eem
B. TEGHAT & A1 URITS TS BT
C. 3FfERT ST T Ugd UIal xRl

D.  gRem QN Bl fur
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17. Which cybercrime targets financial systems to steal money?
A. Financial fraud
B Cyber espionage
C. Spamming
D Hacking

DI AT AR JARY I TR & fore faxig gonferat o1 frem=m a=mar &7
A TR g

B. ATgIR ST
C. R
D.  Bfdb

18. The term FTP stands for?

A. File transfer program

B. File transmission protocol
C. File transfer protocol

D. File transfer protection

FTP 3T T 312f &1 87

A. Bl SIAHY YT
B. BISd SIAHe Welhbid
C. BIgel SIAHR YIeidbid

D.  WISd SIHR el

19. What is the term for unauthorized use of someone’s computer resources for illegal
activities?
A. Cyber hijacking
B Cryptojacking
C. Data theft
D Cyber espionage

P.T.O.
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el & PHRex FarHEl T 1y TRl & forg o rgAfd START a1 &l an
BT ST 87
A, VIR AU

B. foemifdr
C. EEECIN
D.  WISeR SR
20. What is the primary goal of cyber security in e-commerce?
A. To enhance website design
B To protect customer data and transactions
C. To increase website traffic
D To speed up online transactions

S—PMAA H AGaR &I BT = I T &7

A. dedTse fSSrsT @1 dg
B.  UTEd Sl AR TT—aT Bl FRET HAl
C. CESIES sém?fb dell

D. TS -+ DI doT HRAT

21. In which layer of the OSI model does IP (Internet Protocol) operate?
A. Application layer
B Transport layer
C. Network layer
D Data Link layer

OSI Hfsd &I fhd oRR # IP (§exIc UIcidhiel) AdTferd Bl &7

A. TAHIT R

B. ARSI ARG B3R
C. qedD TR
D. el fofd o’RR
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22.

23.

24.

25.

What is the function of a firewall in securing an e-commerce platform?
A To block unauthorized access

To monitor website design

To speed up transactions

To increase traffic

OO0

— A IChiH Bl JRIT B H BrERdtd B a1 1 87
SIErdT Ugd DT b+l

JedaTse feomss & AR ST

o # Al A

<fbd e

OO0 w® P

What is the term for a malicious program disguised as legitimate software?

A. Trojan horse

B. Worm

C. Spyware

D. Virus

XRT AGCRR & BU § GUT 3 T GUTIATYOT UHITH DI RIT Had &7
A. cior B

B. qH

C. TATS IR

D. CIRESSE

Which of the following is a key factor in assessing E-Readiness?

A. Internet penetration

B. Number of industries
C. Agricultural output

D. Population growth rate

3T FT e o # FrefalRad # 9 o a1 &9 SRS 87
A. $TYIC Bl Ugd

B. FENTl Bl G

C. CILESICIES]

D ST g &)

Which cybercrime involves encrypting a victim’s data and demanding payment?
A. Ransomware

B Phishing

C. Spyware

D Spamming
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B AT YR FRE TR & ST Bl YSHE B YA BT AT HRAT &2

A EHRR
B. TR
C. TSR
D. AT
26. Which global organization combats organized cybercrime?
A Interpol
B. United Nations
C. WHO
D UNESCO

Hrfed NSIEERES BRI K oIS dlell dId 41 af¥q® e 87

A U

B.  WgE X
C. SR
D. IRl

27. Which of the following is NOT a benefit of implementing ISMS?

A. Improved data protection

B Reduced risk of data breaches
C. Enhanced customer trust

D Reduced legal requirements

ISMS &I AR &= &7 frfeiRad ® | &9 a1 o =78 27
A dBcR ST gRell

B.  SCI Jocied BT HH SIgH

C. UTEdT BT fAgar g

D. BT ATaTIDARN H HHI

28. Why is it unethical to use someone else’s password without permission?
A. It violates privacy
It increases website speed
It improves system security
It helps to monitor activity

B
C
D
O gl & fell SR &1 Uas ST AT Jfdd Fal 57
A.
B.
C.
D.

Ig MY BT Sl Rl &

I J9NTse Bl T QT °

g e R H GuR &Rl ©

Ig Ifafafd & R e & qeg HRaT B
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29.

30.

31.

32.

What is the purpose of spyware?

A. To destroy files

B. To monitor user activity without consent
C. To encrypt files for ransom

D. To block internet access

ATgdIR BT IeIT T 872

A. BIgcll BT T BHRAT

B. T FEafd & SUANTHEdr @ TR 'R AoR =T
C. oI & foTT wrgell &7 ufshe &

D. gexIC TR Bl sclfdh bRl

Which technology is commonly used in E-Commerce for personalized
recommendations?

A. Artificial Intelligence

B. Blockchain

C. Manual coding

D. Static websites

S—HI H AT TR @ oy MR WR {6 ddhiih BT IUART fHAT SIIa
g7

A. e fherreT seforoid

B. ColCek|

C.  HA HIfST

D. fed J99aTse

Which term refers to illegally selling stolen data on the dark web?
A. Data laundering

B. Cyber trafficking

C. Data breach

D. Data trading

SH d9 TR IR fhT U ST Bf Ay wT | 99 & T HIF AT I8 AHTA

A ST AT

B AR b

C ser §i =

D ST ofeT

What is identity theft in the context of cybercrime?

A. Using someone’s personal data without permission
B Hacking social media

C. Posting false information

D Creating spam emails

P.T.O.
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AR IR & ey H U8 P IR RT 87
A, 19T AT @ Bl & AT ST BT SUIRT HRAT
QI NifSar @ral o7 8h AT

B.
C. TeAd SITFDRI GRE HRAT
D.

Y $HA 9T

33. What is an example of the G2B model?

A Online tax filing by businesses

B Public grievance portals

C. Employee training portals

D Interdepartmental communication systems

G2B A€l BT Udh ISTENU T 27
A. IR gIRT 38T DR SIRIA DRl

o™~

B. ATdiae Rrerad dicd
C. HHIRI YRR gree
D. faR—furfig FarR gormen

34. Which of the following is a key component of an ISMS?
A Risk assessment

Software installation

Email communication

Data Storage

fAfoaRad # & B9 ISMS &1 I3 Ted 87

OO0

A SIRgH e
B. AR SR IIe
C. U AR
D. ¢l AU
35. What is the ethical responsibility of information security professionals?
A To steal sensitive information for personal use
B To protect user privacy and sensitive data
C. To share company secrets with competitors
D To sell data to unauthorized parties

o o [aN

RIS I NGRS NGt CANEC ] I

A IRHT STNT & oY HIgTeied SHSRI Rl

B.  SYINTEHAl &l MU-NIAT AR HIGHLNS ST BT GREAT BHRAT
C.  BUHl & S Pl YRRl & arer A BT

D.  3FMad uell Bl Ser I
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36. Which of the following is a method used to ensure secure online payments in e-

commerce?

A Digital certificates

B Pasword

C. Two-factor authentication
D All of the above

S—h H GRIAT SifFerss Yad gRREd &1 & fory FeafoRag § 9 o @

fafer &1 ST forar Sar 87
A fSfee uHoTIS
B PINEK]
C T—HRS JHATUNHROT
D SENERGE]
37. Which of the following is an example of a physical security measure for information

protection?

A. Encryption

B Firewalls

C. Locking computers in a secure room
D Password policies

A1 Grem & fog fFeaforRad § 9 o9 ga wifds e Iurg 27
NEE]

A.

B. LAREEIN]

C. QICR] Dl Ud R B T Al BNl
D. s Hifarar

38. What is the primary purpose of spamming?

A. To entertain users

B To promote products or services
C. To improve system performance
D To secure sensitive information

QT &1 yaffe v o1 27
SUINTHAIN BT ARG BNl

A.
B. Il AT AATRA DI gTdT ST
C.
D

feeq ueeid # gurR HRAl
NEESNIKENIECANECIRGNAREEAE |

39. Which of the following is an example of organized cybercrime?
A Phishing
B Cyber extortion
C. Data theft by an individual
D

Sharing pirated movies
P.T.O.
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A. foBiRmT

B. NIFCRYCRE e IS

C R gRT ST ARI

D IRRCS fhed TS BRIl

40. What is internet?

A A single network
B A vast collection of different networks
C. Intercollection of local area networks
D Interconnection of wide area networks
gaxc /T 87
A. Udhel "cdd

faf=1 wcad @t fasﬂa ?T‘Jl_&r

B.
C. W & "qudn BT IFRIUB
D [ &3 ~Iead BT Javidror
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