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Invigilator’s Signature 

DO NOT OPEN THE BOOKLET UNTIL YOU ARE ASKED TO DO SO. 

जब तक कहा न जाये,पिु@तका न खोल, । 

FIRST READ ALL THE INSTRUCTIONS / पहले सभी िनदOश+ dks पढ़ ल, । 
Important Instructions / महQ वपूणU िनदOश 

1. This paper consists of 40 multiple choice questions (M.C.Q.). All questions are 

Compulsory and carry 01 mark each. There is no negative marking. 

इस _` न पa म, 40 बहbिवकc पीय _` न हd । सभी _` न अिनवायU हd व _Q येक _` न 01 अंक का ह।ै गलत 

उQ तर के िलए अंक नहi काटे जाय,गे। 

2. Each question has four alternative responses marked (A), (B), (C) and (D). You 

have to choose an appropriate answer option and mark it on the OMR sheet. 

_Q येक _` न के चार उQ तर िवकc प (A), (B), (C) ,oa (D) िदए गए हd । आपको उपयoु त उQ तर िवकc प 

का चनुाव कर mRrj vks-,e-vkj _पa पर अिंकत करना ह ै। 
3. For marking answers on OMR sheet, follow the detailed instructions given on the 

OMR Sheet. 

ओ0एम0आर0 _पa पर अपने सही उQ तर को िचि8हत करने के िलए _पa पर अंिकत िनदOश+ का पालन कrिजए । 

4. Use only Blue or Black ball point pen for marking on OMR. 

ओ0एम0आर0 पर िच8 ह लगाने के िलए केवल नीली या काली बॉल u वॉइ8 ट पैन का ही इ@ तेमाल कrिजए। 
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1.  What is the role of a payment gateway in E-Commerce? 

A. Product delivery 

B. Secure online payments 

C. Customer support 

D. Generating invoices 

 

 bZ&dkWelZ esa isesaV xsVos dh Hkwfedk D;k gS\  

 A. mRikn forj.k  

 B. lqjf{kr vkWuykbu Hkqxrku  

 C. xzkgd lgk;rk  

 D. pkyku cukuk  

 

2- Which device is required to connect to the Internet? 

A.  Router 

B.  Printer 

C.  Scanner 

D.  Monitor  

 

 baVjusV ls dusDV gksus ds fy, fdl fMokbl dh vko';drk gksrh gS\ 

 A. jkmVj   

 B. fizaVj   

 C. LdSuj 

 D. ekWfuVj 

 

3- What does “E-Commerce” refer to? 

A.  Selling goods in local markets 

B.  Buying and selling goods or services online 

C.  Organizing events digitally 

D.  Manufacturing electronic goods  
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 ÞbZ&dkWelZÞ dk D;k eryc gS\ 

 A. LFkkuh; cktkjksa esa lkeku cspuk 

 B. vkWuykbu lkeku ;k lsok,a [kjhnuk vkSj cspuk   

 C. fMftVy :i ls dk;ZØe vk;ksftr djuk 

 D. bysDVªkWfud lkeku cukuk  

 

4- Mobile security is also known as? 

A.  Database Security 

B.  Wireless Security 

C.  OS Security 

D.  APIs Security 

 

 eksckby lqj{kk dks vkSj D;k dgk tkrk gS\ 

 A. MsVkcsl lqj{kk 

 B. ok;jysl lqj{kk   

 C. vks,l lqj{kk  

 D. ,ihvkbZ lqj{kk 

 

5- Which of the following is an example of a strong password? 

A.  123456 

B.  password  

C.  P@ssw0rd123! 

D.  qwerty 
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 fuEufyf[kr esa ls dkSu lk ,d etcwr ikloMZ dk mnkgj.k gS\  

A.  123456 

B.  password  

C.  P@ssw0rd123! 

D.  qwerty 

 

6- What is the term for a method that verifies the identity of a user? 

A.  Authentication 

B.  Authorization  

C.  Encryption 

D.  Auditing 

 

 og fof/k D;k dgykrh gS tks mi;ksxdrkZ dh igpku dh iqf"V djrh gS\ 

A. izek.khdj.k  

 B. vuqefr    

 C. ,fUØI'ku  

 D. ys[kk ijh{k.k  

 

7- Which of the following is used to protect e-commerce websites from unauthorized 

 access? 

A.  SSL/TLS encryption 

B.  Web design 

C.  High traffic monitoring 

D.  Email filtering 

 

 

 

 

 

 

 



A-1151 5 

 

 fuEufyf[kr esa ls dkSu bZ&dkWelZ osclkbVksa dks vuf/kd̀r igqap ls lqj{kk djus ds fy, 

 mi;ksx fd;k tkrk gS\ 

 A. SSL/TLS ,fUØI'ku    

 B. osc fMt+kbu   

 C. mPp VªSfQ+d fuxjkuh   

 D. bZesy fQ+YVfjax   

 

8- Which of the following is an example of a physical layer device? 

A.  Switch 

B.  Router 

C.  Hub  

D.  Bridge 

 

 fuEufyf[kr esa ls dkSu lk HkkSfrd ijr fMokbl dk mnkgj.k gS\ 

 A. fLop   

 B. jkmVj  

 C. gc    

 D. fczt   

 

9- Data ........... is used to ensure confidentiality. 

A.  Locking  

B.  Backup 

C.  Encryption 

D.  Deleting 
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MsVk dh xksiuh;rk lqfuf'pr djus ds fy, ------------- dk mi;ksx fd;k tkrk gSA 

 A. ykWfdax    

 B. cSdvi  

 C. ,fUØI'ku    

 D. fMyhV djuk  

 

10- Which of the following is an example of a cyber attack targeting e-commerce 

 websites?  

A.  Phishing  

B.  Denial of Service (DoS) attack 

C.  SQL injection 

D.  All of the above  

 

 fuEufyf[kr esa ls dkSu lk ,d lkbcj geys dk mnkgj.k gS tks bZ&dkWelZ osclkbVksa dks 

 yf{kr djrk gS\ 

 A. fQf'kax    

 B. lsok vLohdkj (DoS) geyk 

 C. SQL  batsD'ku    

 D. mijksä lHkh   

 

11- Which of the following is NOT a web browser? 

A.  Chrome 

B.  Firefox 

C.  Safari 

D.  Windows 

 

 fuEufyf[kr esa ls dkSu lk osc czkmt+j ugha gS\ 

 A. Økse  

 B. Qk;jQkWDl   

 C. lQkjh    

 D. foaMkst 
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12- Which of the following is an example of an Internet domain? 

A.  .net 

B.  .txt 

C.  .pdf 

D.  .exe 

 

 fuEufyf[kr esa ls dkSu ,d baVjusV Mksesu dk mnkgj.k gS\ 

A.  .net 

B.  .txt 

C.  .pdf 

D.  .exe 

 

13- Which payment method is most commonly used in E-Commerce? 

A.  Barter system  

B.  Digital payments 

C.  Postal money orders 

D.  Cash-only transactions 

 

 bZ&dkWelZ esa lcls vf/kd mi;ksx dh tkus okyh Hkqxrku fof/k dkSu lh gS\ 

 A. fofue; iz.kkyh 

 B. fMftVy Hkqxrku   

 C. Mkd euh vkWMZj  

 D. dsoy udn ysunsu  

 

14- Which platform is commonly targeted by spammers? 

A.  Email 

B.  Social media 

C.  Websites 

D.  All of the above 

 

P.T.O. 
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 LiSelZ }kjk vkerkSj ij fdl IysVQ+kWeZ dks fu'kkuk cuk;k tkrk gS\ 

 A. bZesy   

 B. lks'ky ehfM;k 

 C. osclkbV    

 D. mijksDr lHkh    

 

15- What is the main reason organizations adopt an ISMS? 

A.  To comply with legal and regulatory requirements 

B.  To increase profits 

C.  To improve employee productivity 

D.  To reduce hardware costs 

 

 laxBuksa }kjk ISMS viukus dk eq[; dkj.k D;k gS\ 

A. dkuwuh vkSj fofu;ked vko';drkvksa dk vuqikyu djuk   

 B. ykHk c<+kuk   

 C. deZpkjh mRikndrk esa lq/kkj djuk 

 D. gkMZos;j ykxr de djuk 

 

16- What does the term ‘whistleblowing’ refer to in information security? 

A.  Reporting unethical or illegal activities 

B.  Sharing passwords with colleagues 

C.  Accessing unauthorized data  

D.  Hiding security flaws 

 

 lwpuk lqj{kk esa ^fOglyCyksbax* 'kCn dk D;k vFkZ gS\ 

 A. vuSfrd ;k voS/k xfrfof/k;ksa dh fjiksVZ djuk   

 B. lgdfeZ;ksa ds lkFk ikloMZ lk>k djuk   

 C. vuf/kd`r MsVk rd igqap izkIr djuk 

 D. lqj{kk nks"kksa dks fNikuk 
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17- Which cybercrime targets financial systems to steal money? 

A.  Financial fraud 

B.  Cyber espionage 

C.  Spamming  

D.  Hacking 

 

 dkSu lk lkbcj vijk/k iSls pqjkus ds fy, foÙkh; iz.kkfy;ksa dks fu'kkuk cukrk gS\ 

A. foÙkh; /kks[kk/kM+h    

 B. lkbcj tklwlh  

 C. LiSfeax  

 D. gSfdax  

 

18- The term FTP stands for? 

A.  File transfer program 

B.  File transmission protocol 

C.  File transfer protocol 

D.  File transfer protection 

 

 FTP 'kCn dk vFkZ D;k gS\  

 A. Q+kby VªkalQ+j izksxzke    

 B. Q+kby Vªkalfe'ku izksVksdkWy 

 C. Q+kby VªkalQ+j izksVksdkWy   

 D. Q+kby VªkalQ+j lqj{kk 

 

19- What is the term for unauthorized use of someone’s computer resources for illegal 

 activities? 

A.  Cyber hijacking 

B.  Cryptojacking 

C.  Data theft 

D.  Cyber espionage 

P.T.O. 
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 fdlh ds daI;wVj lalk/kuksa dk voS/k xfrfof/k;ksa ds fy, fcuk vuqefr mi;ksx djus dks D;k 

 dgk tkrk gS\ 

A. lkbcj vigj.k    

 B. fØIVkstSfdax   

 C. MsVk pksjh   

 D. lkbcj tklwlh  

 

20- What is the primary goal of cyber security in e-commerce? 

A.  To enhance website design  

B.  To protect customer data and transactions 

C.  To increase website traffic 

D.  To speed up online transactions 

 

 bZ&dkWelZ esa lkbcj lqj{kk dk eq[; mÌs'; D;k gS\ 

A. osclkbV fMtkbu dks c<+kuk    

 B. xzkgd MsVk vkSj ysu&nsu dh lqj{kk djuk 

 C. osclkbV VªSfQ+d c<+kuk   

 D. vkWuykbu ysu&nsu dks rst+ djuk  

 

21- In which layer of the OSI model does IP (Internet Protocol) operate? 

A.  Application layer 

B.  Transport layer 

C.  Network layer 

D.  Data Link layer 

 

 OSI ekWMy dh fdl ys;j esa IP ¼baVjusV izksVksdkWy½ lapkfyr gksrk gS\ 

 A. ,Iyhds'ku ys;j  

 B. VªkaliksVZ ys;j   

 C. usVodZ ys;j    

 D. MsVk fyad ys;j   
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22- What is the function of a firewall in securing an e-commerce platform? 

A.  To block unauthorized access 

B.  To monitor website design 

C.  To speed up transactions 

D.  To increase traffic 

 

 bZ&dkWelZ IysVQkWeZ dks lqjf{kr djus esa Q+k;jokWy dk D;k dk;Z gS\ 
A. vuf/kd`r igq¡p dks jksduk  

 B. osclkbV fMt+kbu dh fuxjkuh djuk  

 C. ysu&nsu esa rst+h ykuk   

 D. VªSfQ+d c<+kuk 
 
23- What is the term for a malicious program disguised as legitimate software? 

A.  Trojan horse  

B.  Worm 

C.  Spyware 

D.  Virus 

 

 oS/k lkW¶+Vos;j ds :i esa Nqik gqvk ,d nqHkkZoukiw.kZ izksxzke dks D;k dgrs gSa\ 
 A. Vªkstu gkWlZ   

 B. oeZ   

 C. LikbZos;j    

 D. ok;jl 
 
24- Which of the following is a key factor in assessing E-Readiness? 

A.  Internet penetration 

B.  Number of industries 

C.  Agricultural output 

D.  Population growth rate 

 

 bZ&jsfMusl dk vkdyu djus esa fuEufyf[kr esa ls dkSu lk eq[; dkjd gS\ 
A. baVjusV dh igqap  

 B. m|ksxksa dh la[;k  

 C. d`f"k mRiknu     

 D. tula[;k o`f) nj 
 
25- Which cybercrime involves encrypting a victim’s data and demanding payment? 

A.  Ransomware 

B.  Phishing 

C.  Spyware 

D.  Spamming 
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 dkSu lk lkbcj vijk/k ihfM+r ds MsVk dks ,fUØIV djds Hkqxrku dh ekax djrk gS\ 
A. jSaleos;j   

 B. fQf'kax   

 C. LikbZos;j    

 D. LiSfeax  
 
26- Which global organization combats organized cybercrime? 

A.  Interpol 

B.  United Nations 

C.  WHO 

D.  UNESCO 

 

 laxfBr lkbcj vijk/k ls yM+us okyk dkSu lk oSf'od laxBu gS\ 
 A. baVjiksy  

 B. la;qDr jk"Vª 
 C. MCY;w,pvks    

 D. ;wusLdks 
 
27- Which of the following is NOT a benefit of implementing ISMS? 

A.  Improved data protection 

B.  Reduced risk of data breaches 

C.  Enhanced customer trust 

D.  Reduced legal requirements 

 

 ISMS dks ykxw djus dk fuEufyf[kr esa ls dkSu lk ykHk ugha gS\ 
 A. csgrj MsVk lqj{kk   

 B. MsVk mYya?ku dk de tksf[ke   

 C. xzkgdksa dk fo'okl c<+uk   

 D. dkuwuh vko';drkvksa esa deh  
 

28- Why is it unethical to use someone else’s password without permission? 

A.  It violates privacy 

B.  It increases website speed  

C.  It improves system security 

D.  It helps to monitor activity 
 

 fcuk vuqefr ds fdlh vkSj dk ikloMZ bLrseky djuk vuSfrd D;ksa gS\ 
 A. ;g xksiuh;rk dk mYya?ku djrk gS   

 B. ;g osclkbV dh xfr c<+krk gS  

 C. ;g flLVe lqj{kk esa lq/kkj djrk gS 
 D. ;g xfrfof/k dh fuxjkuh djus esa enn djrk gS 
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29- What is the purpose of spyware? 

A.  To destroy files 

B.  To monitor user activity without consent  

C.  To encrypt files for ransom 

D.  To block internet access 

 

 Likbos;j dk mÌs'; D;k gS\  
 A. Q+kbyksa dks u"V djuk   

 B. fcuk lgefr ds mi;ksxdrkZ dh xfrfof/k ij ut+j j[kuk  

 C. fQjkSrh ds fy, Q+kbyksa dks ,fUØIV djuk   

 D. baVjusV ,Dlsl dks CykWd djuk  
 
30- Which technology is commonly used in E-Commerce for personalized 

 recommendations?  

A.  Artificial Intelligence 

B.  Blockchain 

C.  Manual coding 

D.  Static websites 

 

 bZ&dkWelZ esa O;fDrxr vuq'kalkvksa ds fy, vkerkSj ij fdl rduhd dk mi;ksx fd;k tkrk 
 gS\ 
 A. vkfVZfQf'k;y baVsfytsal   

 B. CykWdpsu  

 C. eSuqvy dksfMax    

 D. LVsfVd osclkbV   
 

 

31- Which term refers to illegally selling stolen data on the dark web? 

A.  Data laundering  

B.  Cyber trafficking 

C.  Data breach 

D.  Data trading 

 

 MkdZ osc ij pksjh fd, x, MsVk dks voS/k :i ls cspus ds fy, dkSu lk 'kCn bLrseky 
 fd;k tkrk gS\ 
 A. MsVk ykWfUMªax   

 B. lkbcj VªSfQfadax  

 C. MsVk czhp    

 D. MsVk VªsfMax    
 
32- What is identity theft in the context of cybercrime? 

A.  Using someone’s personal data without permission 

B.  Hacking social media 

C.  Posting false information 

D.  Creating spam emails 

 

P.T.O. 
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 lkbcj vijk/k ds lanHkZ esa igpku dh pksjh D;k gS\ 
 A. fcuk vuqefr ds fdlh ds O;fDrxr MsVk dk mi;ksx djuk 
 B. lks'ky ehfM;k [kkrksa dks gSd djuk  

 C. xyr tkudkjh iksLV djuk  

 D. LiSe bZesy cukuk 
 
33- What is an example of the G2B model? 

A.  Online tax filing by businesses 

B.  Public grievance portals 

C.  Employee training portals 

D.  Interdepartmental communication systems 

 

 G2B ekWMy dk ,d mnkgj.k D;k gS\ 
 A. O;olk;ksa }kjk vkWuykbu dj nkf[ky djuk 
 B. lkoZtfud f'kdk;r iksVZy  

 C. deZpkjh izf'k{k.k iksVZy  

 D. varj&foHkkxh; lapkj iz.kkyh 
 
34- Which of the following is a key component of an ISMS? 

A.  Risk assessment 

B.  Software installation 

C.  Email communication 

D.  Data Storage  

 

 fuEufyf[kr esa ls dkSu ISMS dk eq[; ?kVd gS\ 
 A. tksf[ke ewY;kadu    

 B. lkW¶Vos;j baLVkWys'ku  

 C. bZesy lapkj      

 D. MsVk laxzg.k   
 
35- What is the ethical responsibility of information security professionals? 

A.  To steal sensitive information for personal use 

B.  To protect user privacy and sensitive data 

C.  To share company secrets with competitors 

D.  To sell data to unauthorized parties  

 

 lwpuk lqj{kk is'ksojksa dh uSfrd ftEesnkjh D;k gS\ 
 A. O;fäxr mi;ksx ds fy, laosnu'khy tkudkjh pqjkuk  

 B. mi;ksxdrkZ dh xksiuh;rk vkSj laosnu'khy MsVk dh lqj{kk djuk  

 C. daiuh ds jgL;ksa dks izfrLif/kZ;ksa ds lkFk lk>k djuk   

 D. vuf/kd`r i{kksa dks MsVk cspuk 
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36- Which of the following is a method used to ensure secure online payments in e-

 commerce?  

A.  Digital certificates 

B.  Pasword 

C.  Two-factor authentication 

D.  All of the above 

 

 bZ&dkWelZ esa lqjf{kr vkWuykbu Hkqxrku lqfuf'pr djus ds fy, fuEufyf[kr esa ls dkSu lh 
 fof/k dk mi;ksx fd;k tkrk gS\ 
 A. fMftVy izek.ki=  

 B. ikloMZ  

 C. nks&dkjd izek.khdj.k  

 D. mijksä lHkh   
 
 
37- Which of the following is an example of a physical security measure for information 

 protection?  

A.  Encryption  

B.  Firewalls 

C.  Locking computers in a secure room 

D.  Password policies 

 

 lwpuk lqj{kk ds fy, fuEufyf[kr esa ls dkSu ,d HkkSfrd lqj{kk mik; gS\ 
 A. ,fUØI'ku   

 B. Q+k;jokWy 

 C. daI;wVjksa dks ,d lqjf{kr dejs esa ykWd djuk 
 D. ikloMZ uhfr;k¡  
 
38- What is the primary purpose of spamming? 

A.  To entertain users 

B.  To promote products or services 

C.  To improve system performance 

D.  To secure sensitive information 

 

 LiSfeax dk izkFkfed mÌs'; D;k gS\ 
 A. mi;ksxdrkZvksa dk euksjatu djuk   

 B. mRiknksa ;k lsokvksa dks c<+kok nsuk 
 C. flLVe izn'kZu esa lq/kkj djuk 
 D. laosnu'khy tkudkjh dks lqjf{kr djuk  
 

 
39- Which of the following is an example of organized cybercrime? 

A.  Phishing 

B.  Cyber extortion 

C.  Data theft by an individual 

D.  Sharing pirated movies 

P.T.O. 
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 fuEufyf[kr esa ls dkSu laxfBr lkbcj vijk/k dk mnkgj.k gS\ 
 A. fQf'kax  

 B. lkbcj tcju olwyh  

 C. O;fä }kjk MsVk pksjh  

 D. ik;jsVsM fQYesa lk>k djuk 
 
40- What is internet? 

A.  A single network 

B.  A vast collection of different networks 

C.  Intercollection of local area networks 

D.  Interconnection of wide area networks  

 

 baVjusV D;k gS\ 
 A. ,dy usVodZ  

 B. fofHkUu usVodZ dk fo'kky laxzg   

 C. LFkkuh; {ks= usVodZ dk varlZaxzg   

 D. foLr`r {ks= usVodZ dk varlZa;kstu  
 

 

***************** 


