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Important Instructions :

1.

This paper consists of 40 Multiple
Choice Questions (M.C.Q.). All
questions are compulsory and carry
1 mark each. There is not negative
marking.

Each question has four alternative
responses marked (A), (B), (C) and
(D). You have to choose an
appropriate answer option and
mark it on the OMR sheet.

For marking answers on OMR
sheet, follow the detailed instructions
given on the OMR Sheet.

Use only Blue or Black ball point
pen for marking on OMR.
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What is the primary purpose of an

IT security policy ?

(A) Toincrease IT budget

(B) To define security protocols
(C) To make systems complex

(D) To enhance user experience

Which of the following is an

example of physical security ?
(A) Antivirus software

(B) Firewall

(C) Security guards

(D) Encryption

What does “PGP” stand for in e-

mail security ?

(A) Pretty Good Privacy

(B) Personal Group Policy
(C) Private Gateway Protocol

(D) Public Group Protection

Which of the following is a type of

insider attack ?

(A) Phishing

(B) Malware injection

(C) Data theft by employees

(D) Ransomware
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Which type of IDS focuses on

analysing network traffic ?
(A) Host-based IDS

(B) Network-based IDS
(C) Signature-based IDS

(D) Behavior-based IDS

IDS is an abbreviation for :

(A) Intrusion detection system
(B) Internet detection system

(C) Intervention detection system

(D) Interface detection system

What does the McCumber Cube

represent ?

(A) Security policies

(B) Dimensions of cybersecurity
(C) Types of malwares

(D) Risk assessment tools
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Which wireless security protocol

is considered outdated ?
(A) WPA2
(B) WPA
(C) WEP

(D) WPA3
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What is the primary function of
“*spyware’’ ?
(A) To collect user information

without their knowledge.
(B) Provide free software tools
(C) Boost system performance

(D) Protect user passwords

10.

Which type of malware disguises
itself as legitimate software ?

(A) Worm

(B) Trojan horse

(C) Virus

(D) Spyware

11.
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Which is an example of mobile

malware ?

(A) Email virus

(B) Android ransomware

(C) Filevirus

(D) Rootkit
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12.

What is the primary aim of a rootkit ?
(A) Steal passwords

(B) Gain unauthorized control
(C) Infect emails

(D) Encrypt files

13.

What is XSS ?

(A) Cross-Site Scripting

(B) XML Security Standards
(C) External Site Security

(D) Cross-Site Software

14.

Which protocol ensures secure

communication on the web ?
(A) HTTP

(B) FTP

(C) HTTPS

(D) SMTP

15.
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What is “vishing” ?

(A) Phishing via SMS

(B) Phishing via phone calls
(C) Phishing via emails

(D) Phishing via web pop-ups
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16.

Which tool is often used for social
engineering attacks ?

(A) Firewalls

(B)

Email spoofing tools
Antivirus software

(©)

Network routers

(D)

17.

What does NCIIPC focus on ?

(A) Critical Infrastructure

Protection
(B) Financial Transactions
Wireless Communication

(©)

(D) Cloud Storage

18.
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Which county developed the

“International Strategy for

Cyberspace” ?
(A) United States
(B) Russia
(C) UVAE

(D)

Germany
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19.

Which cybersecurity principle

ensures that data is not altered ?
(A) Confidentiality
(B)

(C) Auvailability

Integrity

(D) Authentication

20.

What does “pharming” attack

involve ?

(A) Redirecting users to fraudulent

websites
(B) Sending phishing emails
(C) Encrypting user files

(D) Exploiting wireless networks

21.
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What is the primary feature of a
“zero-day attack” ?
(A) Attack occurs after system

patches are applied

vulnerabilities

(B) Exploits

before they are patched
(©)
(D)

Targets physical systems

Relies on wuser error for

execution.
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22. What does a “DD0S” attack aim to 22. “DDoS” zwen fog ¥a ¥ foan

do ? T g ?

(A) Encrypt sensitive data A) Sz 2 -

(B) Overwhelm a network with

(B) 7o Wl ftheh § W I

traffic

(C) 3STANTehdl Sheferae U=l

(C) Steal user credentials

(D) Redirect email communications (D) ¥ TR Bl TACHRI e

23.  Which protocol is often used for 23. it T oifim & faq =M @
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secure remote login ?

g2
(A) FTP
(A) FTP
(B) SSH ©) SsH
(C) HTTP (C) HTTP
(D) POP3 (D) POP3
24. What is the role of multi-factor o 24. TEA-BaR Aty (MFA) i
authentication (MFA) ? yfehT T 2

(A) To bypass network firewalls (A) T TGl Sl AEAH HE
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(B) To enhance user security

(C) To simplify login processes (C) ™ Ufshan &I TS AT

(D) To encrypt files (D) el @ Ui T
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25.

Which component is crucial in a
secure email communication

system ?

(A) DNS server
(B) SMTP relay
(C) Encryption

(D) MAC address

26.

What is “ransomware” primarily

used for ?

(A) Gain unauthorized network

access
(B) Encrypt data for ransom
(C) Deliver spam emails

(D) Exploit hardware

vulnerabilities

27.
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What is “keylogging” ?
(A) A method to block access to

websites

(B) Recording keystrokes to

capture sensitive information
(C) Encrypting sensitive files

(D) Monitoring network traffic
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28.

Which is a common risk assessment

methodology ?

(A) NIST SP 800-30
(B) SQL Injection
(C) WPA Protocol

(D) DNS Spoofing

29.

Which framework is commonly

used in  cybersecurity  risk

management ?

(A) NIST Cybersecurity

Framework
(B) HTML Framework

(C) PHP Development

Framework

(D) Blockchain Framework

30. What does the “C” in COBRA

A-1304

methodology stand for ?
(A) Cybersecurity
(B) Control

(C) Comprehensive

(D) Critical
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31.

Which tool is used for threat agent

risk assessment ?
(A) TARA

(B) WPA2

(C) SQL Map
(D) OWASP ZAP

32.

Which tool is commonly used to
create a disk image ?

(A) FTK Imager
(B) Wireshark
(C) Kali Linux

(D) Burp Suite

33.

Which
CERT-In?

organization  oversees

(A) Reserve Bank of India
(B) Ministry of Finance
(C) Ministry of Home Affairs

(D) Ministry of Electronics and
IT

34.
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Which type of malware is designed

to secretly monitor user activity ?
(A) Adware

(B) Spyware

(C©) Worm

(D) Ransomware
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35.

What is “SQL injection” primarily
used to exploit ?

(A) Web application vulnerabilities
(B) Network protocols

(C) Hardware configurations

(D) Antivirus software

36.

Which  cryptographic  method

ensures secure key exchange over

public networks ?
(A) RSA
(B) AES
(C) DES

(D) MD5

37.
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CERT Stands for :

(A) Computer Emergency
Response Team

(B) Central Emergency Response
Team

(C) Collaborative Emergency

Response Team.

(D) Call Emergency Response

Team
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38.

The critical sectors include Defense,

Finance, Energy, Transportation

and :

(A) Remediation
(B) Confidentiality
(C) Countering

(D) Telecommunications

39.

WEP stands for :

(A) Wired Equivalent Privacy

(B) Wireless Equity Privacy

(C) Wired Equity Privacy

(D) Wireless Equivalent Privacy

40.
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EXITO stands for :

(A) Exercise event Injection

Toolkit
(B) Event Injection Toolkit
(C) Event Intrusion Toolkit

(D) Emergency event Injection

Toolkit
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