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bLrseky dhft,A
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1. What is the primary purpose of an

IT security policy ?

(A) To increase IT budget

(B) To define security protocols

(C) To make systems complex

(D) To enhance user experience

2. Which of the following is an

example of physical security ?

(A) Antivirus software

(B) Firewall

(C) Security guards

(D) Encryption

3. What does “PGP” stand for in e-

mail security ?

(A) Pretty Good Privacy

(B) Personal Group Policy

(C) Private Gateway Protocol

(D) Public Group Protection

4. Which of the following is a type of

insider attack ?

(A) Phishing

(B) Malware injection

(C) Data theft by employees

(D) Ransomware

1. IT lqj{kk uhfr dk izkFkfed mís'; D;k

gS \

(A) IT ctV c<+kuk

(B) lqj{kk izksVksdkWy dks ifjHkkf"kr djuk

(C) flLVe dks tfVy cukuk

(D) mi;ksxdrkZ vuqHko dks c<+kuk

2. fuEufyf[kr esa ls dkSu HkkSfrd lqj{kk dk

mnkgj.k gS \

(A) ,aVhok;jl lkW¶Vos;j

(B) Qk;jokWy

(C) lqj{kk xkMZ

(D) ,fUØI'ku

3. bZ&esy lqj{kk esa “PGP” dk iw.kZ :i D;k

gS \

(A) fizVh xqM izkboslh

(B) ilZuy xqzi ikWfylh

(C) izkbosV xsVos izksVksdkWy

(D) ifCyd xzqi izksVsD'ku

4. fuEufyf[kr esa ls dkSu bulkbMj vVSd

dk izdkj gS \

(A) fQf'kax

(B) eSyos;j batsD'ku

(C) deZpkfj;ksa }kjk MsVk pksjh

(D) jSuleos;j



A–1304 SECCS-03 ( 4 ) P.T.O.

5. Which type of IDS focuses on

analysing network traffic ?

(A) Host-based IDS

(B) Network-based IDS

(C) Signature-based IDS

(D) Behavior-based IDS

6. IDS is an abbreviation for :

(A) Intrusion detection system

(B) Internet detection system

(C) Intervention detection system

(D) Interface detection system

7. What does the McCumber Cube

represent ?

(A) Security policies

(B) Dimensions of cybersecurity

(C) Types of malwares

(D) Risk assessment tools

8. Which wireless security protocol

is considered outdated ?

(A) WPA2

(B) WPA

(C) WEP

(D) WPA3

5. dkSu lk IDS usVodZ VªSfQd dk fo'ys"k.k

djus ij /;ku dasfær djrk gS \

(A) gksLV&vk/kkfjr IDS

(B) usVodZ&vk/kkfjr IDS

(C) flXuspj&vk/kkfjr IDS

(D) fcgsfo;j&vk/kkfjr IDS

6. IDS fdldk laf{kIr :i gS %

(A) bUVª©tu fMVsD'ku flLVe

(B) baVjusV fMVsD'ku flLVe

(C) baVjosa'ku fMVsD'ku flLVe

(D) baVjQsl fMVsD'ku flLVe

7. McCumber Cube D;k n'kkZrk gS \

(A) lqj{kk uhfr;k¡

(B) lkbcj lqj{kk ds vk;ke

(C) eSyos;j ds izdkj

(D) tksf[kr vkdyu midj.k

8. dkSu lk ok;jysl lqj{kk izksVksdkWy iqjkuk

(dkyxzLr) ekuk tkrk gS \

(A) WPA2

(B) WPA

(C) WEP

(D) WPA3
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9. What is the primary function of

‘‘spyware’’ ?

(A) To collect user information

without their knowledge.

(B) Provide free software tools

(C) Boost system performance

(D) Protect user passwords

10. Which type of malware disguises

itself as legitimate software ?

(A) Worm

(B) Trojan horse

(C) Virus

(D) Spyware

11. Which is an example of mobile

malware ?

(A) Email virus

(B) Android ransomware

(C) File virus

(D) Rootkit

9. ^^Likbos;j** dk izkFkfed dk;Z D;k gS \

(A) mi;ksxdrkZ dh tkudkjh ds fcuk

mudh tkudkjh ,d= djukA

(B) eq¶r lkW¶Vos;j midj.k iznku djsaA

(C) flLVe izn'kZu dks c<+kok nsukA

(D) mi;ksdrkZ ikloMZ lqjf{kr j[ksaA

10. dkSu lk eSyos;j oS/k lkW¶Vos;j ds :i esa

izPNék gksrk gS \

(A) oeZ

(B) Vªkstu gkWlZ

(C) ok;jl

(D) Lik;os;j

11. eksckby eSyos;j dk ,d mnkgj.k D;k

gS \

(A) bZesy ok;jl

(B) ,aMªkWbM jSuleos;j

(C) Qkby ok;jl

(D) :VfdV
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12. What is the primary aim of a rootkit ?

(A) Steal passwords

(B) Gain unauthorized control

(C) Infect emails

(D) Encrypt files

13. What is XSS ?

(A) Cross-Site Scripting

(B) XML Security Standards

(C) External Site Security

(D) Cross-Site Software

14. Which protocol ensures secure

communication on the web ?

(A) HTTP

(B) FTP

(C) HTTPS

(D) SMTP

15. What is “vishing” ?

(A) Phishing via SMS

(B) Phishing via phone calls

(C) Phishing via emails

(D) Phishing via web pop-ups

12. :VfdV dk eq[; mís'; D;k gS \

(A) ikloMZ pqjkuk

(B) vuf/kÏr fu;a=.k izkIr djuk

(C) bZesy laØfer djuk

(D) Qkbyksa dks ,fUØIV djuk

13. XSS D;k gS \

(A) ØkWl&lkbV fLØfIVax

(B) XML lqj{kk ekud

(C) ckgjh lkbV lqj{kk

(D) ØkWl&lkbV lkW¶Vos;j

14. dkSu lk izksVksdkWy osc ij lqjf{kr lapkj

lqfuf'pr djrk gS \

(A) HTTP

(B) FTP

(C) HTTPS

(D) SMTP

15. ^^fof'kax** D;k gS \

(A) ,l,e,l ds ek/;e ls fQf'kax

(B) Qksu dkWy ds ek/;e ls fQf'kax

(C) bZesy ds ek/;e ls fQf'kax

(D) osc ikWi&vi ds ek/;e ls fQf'kax
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16. Which tool is often used for social

engineering attacks ?

(A) Firewalls

(B) Email spoofing tools

(C) Antivirus software

(D) Network routers

17. What does NCIIPC focus on ?

(A) Critical Infrastructure

Protection

(B) Financial Transactions

(C) Wireless Communication

(D) Cloud Storage

18. Which county developed the

“International Strategy for

Cyberspace” ?

(A) United States

(B) Russia

(C) UAE

(D) Germany

16. lkekftd bathfu;fjax geyksa ds fy,

vDlj dkSu lk midj.k mi;ksx fd;k

tkrk gS \

(A) Qk;jokWy

(B) bZesy LiwfQax Vwy

(C) ,aVhok;jl lkW¶Vos;j

(D) usVodZ jkmVj

17. NCIIPC dk /;ku fdl ij gS \

(A) egRoiw.kZ cqfu;knh <+kapk lqj{kk

(B) foÙkh; ysu&nsu

(C) ok;jysl lapkj

(D) DykmM LVksjst

18. fdl ns'k us ^^lkbcjLisl ds fy,

varjkZ"Vªh; j.kuhfr** fodflr dh \

(A) la;qDr jkT; vesfjdk

(B) :l

(C) la;qDr vjc vehjkr

(D) teZuh
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19. Which cybersecurity principle

ensures that data is not altered ?

(A) Confidentiality

(B) Integrity

(C) Availability

(D) Authentication

20. What does “pharming” attack

involve ?

(A) Redirecting users to fraudulent

websites

(B) Sending phishing emails

(C) Encrypting user files

(D) Exploiting wireless networks

21. What is the primary feature of a

“zero-day attack” ?

(A) Attack occurs after system

patches are applied

(B) Exploits vulnerabilities

before they are patched

(C) Targets physical systems

(D) Relies on user error for

execution.

19. dkSu lk lkbcj lqj{kk fl¼kUr MsVk dks

ifjo£rr u gksus dh xkjaVh nsrk gS \

(A) xksiuh;rk

(B) v[k.Mrk

(C) miyC/krk

(D) izek.khdj.k

20. ^^Qk²ex** geyk D;k djrk gS \

(A) mi;ksxdrkZvksa dks /kks[kk/kM+h okyh

osclkbVksa ij iqu£unsZf'kr djuk

(B) fQf'kax bZesy Hkstuk

(C) mi;ksxdrkZ Qkbyksa dks ,fUØIV djuk

(D) ok;jysl usVodZ dk mi;ksx djuk

21. ^^thjks&Ms geyk** dh eq[; fo'ks"krk D;k

gS \

(A) geyk flLVe iSp ykxw gksus ds ckn

gksrk gS

(B) detksfj;ksa dk iSp ls igys mi;ksx

djrk gS

(C) HkkSfrd flLVe dks yf{kr djrk gS

(D) fu"iknu ds fy, mi;ksxdrkZ =qfV

ij fuHkZj djrk gS
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22. What does a “DDoS” attack aim to

do ?

(A) Encrypt sensitive data

(B) Overwhelm a network with

traffic

(C) Steal user credentials

(D) Redirect email communications

23. Which protocol is often used for

secure remote login ?

(A) FTP

(B) SSH

(C) HTTP

(D) POP3

24. What is the role of multi-factor o

authentication (MFA) ?

(A) To bypass network firewalls

(B) To enhance user security

(C) To simplify login processes

(D) To encrypt files

22. “DDoS” geyk fdl mís'; ls fd;k

tkrk gS \

(A) laosnu'khy MsVk ,fUØIV djuk

(B) usVodZ dks VªSfQd ls Hkj nsuk

(C) mi;ksxdrkZ ØsMsaf'k;y pqjkuk

(D) bZesy lapkj dks iqu£unsZf'kr djuk

23. lqjf{kr fjeksV ykWfxu ds fy, dkSu lk

izksVksdkWy lkekU;r% mi;ksx fd;k tkrk

gS \

(A) FTP

(B) SSH

(C) HTTP

(D) POP3

24. eYVh&QSDVj vkWFksafVds'ku (MFA) dh

Hkwfedk D;k gS \

(A) usVodZ Qk;jokWy dks ckbZikl djuk

(B) mi;ksxdrkZ lqj{kk dks c<+kuk

(C) ykWfxu izfØ;k dks ljy cukuk

(D) Qkbyksa dks ,fUØIV djuk
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25. lqjf{kr bZesy lapkj iz.kkyh esa dkSu lk

?kVd egRoiw.kZ gS \

(A) DNS loZj

(B) SMTP fjys

(C) ,fUØI'ku

(D) eSd ,Mªsl

26. ^^jSuleos;j** dk eq[; mi;ksx D;k gS \

(A) vuf/kÏr usVodZ ,Dlsl izkIr djuk

(B) fQjkSrh ds fy, MsVk ,fUØIV

djuk

(C) LiSe bZesy forfjr djuk

(D) gkMZos;j detksfj;ksa dk mi;ksx

djuk

27. ^^dhykWfxax** D;k gS \

(A) osclkbVksa rd igqap dks CykWd djus

dh fof/k

(B) laosnu'khy tkudkjh dks dSIpj djus

ds fy, dh LVªksDl dks fjdkWMZ djuk

(C) laosnu'khy Qkbyksa dks ,fUØIV djuk

(D) usVodZ VªSfQd dh fuxjkuh djuk

25. Which component is crucial in a

secure email communication

system ?

(A) DNS server

(B) SMTP relay

(C) Encryption

(D) MAC address

26. What is “ransomware” primarily

used for ?

(A) Gain unauthorized network

access

(B) Encrypt data for ransom

(C) Deliver spam emails

(D) Exploit hardware

vulnerabilities

27. What is “keylogging” ?

(A) A method to block access to

websites

(B) Recording keystrokes to

capture sensitive information

(C) Encrypting sensitive files

(D) Monitoring network traffic
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28. Which is a common risk assessment

methodology ?

(A) NIST SP 800-30

(B) SQL Injection

(C) WPA Protocol

(D) DNS Spoofing

29. Which framework is commonly

used in cybersecurity risk

management ?

(A) NIST Cybersecurity

Framework

(B) HTML Framework

(C) PHP Development

Framework

(D) Blockchain Framework

30. What does the “C” in COBRA

methodology stand for ?

(A) Cybersecurity

(B) Control

(C) Comprehensive

(D) Critical

28. tksf[ke ewY;kadu dh ,d lkekU; i¼fr

dkSu lh gS \

(A) NIST SP 800-30

(B) SQL batsD'ku

(C) WPA izksVksdkWy

(D) DNS LiwfQax

29. lkbcj lqj{kk tksf[ke izca/ku esa lkekU;r%

dkSu lk ÝseodZ mi;ksx fd;k tkrk

gS \

(A) NIST lkbcj lqj{kk ÝseodZ

(B) HTML ÝseodZ

(C) PHP fodkl ÝseodZ

(D) CykWdpsu ÝseodZ

30. COBRA i¼fr esa “C” dk D;k vFkZ

gS\

(A) lkbcj lqj{kk

(B) fu;a=.k

(C) O;kid

(D) egRoiw.kZ
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31. Which tool is used for threat agent

risk assessment ?

(A) TARA

(B) WPA2

(C) SQL Map

(D) OWASP ZAP

32. Which tool is commonly used to

create a disk image ?

(A) FTK Imager

(B) Wireshark

(C) Kali Linux

(D) Burp Suite

33. Which organization oversees

CERT-In ?

(A) Reserve Bank of India

(B) Ministry of Finance

(C) Ministry of Home Affairs

(D) Ministry of Electronics and

IT

34. Which type of malware is designed

to secretly monitor user activity ?

(A) Adware

(B) Spyware

(C) Worm

(D) Ransomware

31. [krjs okys ,tsaV tksf[ke ewY;kadu ds fy,

dkSu lk midj.k mi;ksx fd;k tkrk gS \

(A) TARA

(B) WPA2

(C) SQL eSi

(D) OWASP ZAP

32. fMLd Nfo cukus ds fy, lkekU;r% dkSu

lk midj.k mi;ksx fd;k tkrk gS \

(A) FTK bestj

(B) ok;'kkZdZ

(C) dkyh fyuDl

(D) ciZ lwV

33. dkSu lk laxBu CERT-In dh fuxjkuh

djrk gS \

(A) Hkkjrh; fjtoZ cSad

(B) foÙk ea=ky;

(C) x`g ea=ky;

(D) bysDVªkWfuDl vkSj vkbZVh ea=ky;

34. dkSu lk eSyos;j mi;ksxdrkZ xfrfof/k dks

xqIr :i ls ekWfuVj djus ds fy, fMtkbu
fd;k x;k gS \

(A) ,Mos;j

(B) Lik;os;j

(C) oeZ

(D) jSuleos;j
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35. What is “SQL injection” primarily

used to exploit ?

(A) Web application vulnerabilities

(B) Network protocols

(C) Hardware configurations

(D) Antivirus software

36. Which cryptographic method

ensures secure key exchange over

public networks ?

(A) RSA

(B) AES

(C) DES

(D) MD5

37. CERT Stands for :

(A) Computer Emergency

Response Team

(B) Central Emergency Response

Team

(C) Collaborative Emergency

Response Team.

(D) Call Emergency Response

Team

35. SQL batsD'ku dk eq[; :i ls mi;ksx

fdls 'kksf"kr djus ds fy, fd;k tkrk

gS \

(A) osc ,fIyds'ku detksfj;k¡

(B) usVodZ izksVksdkWy

(C) gkMZos;j dkWfUQxjs'ku

(D) ,aVhok;jl lkW¶Vos;j

36. dkSu lk fØIVksxzkfQd fof/k lkoZtfud

usVodZ ij lqjf{kr dqath fofue; lqfuf'pr

djrk gS \

(A) RSA

(B) AES

(C) DES

(D) MD5

37. CERT dk eryc gS %

(A) dEI;wVj vkikrdkyhu izfrfØ;k

Vhe

(B) dsUæh; vkikrdkyhu izfrfØ;k Vhe

(C) lg;ksxkRed vkikrdkyhu izfrfØ;k

Vhe

(D) vkikrdkyhu izfrfØ;k Vhe dks

cqykvks
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38. The critical sectors include Defense,

Finance, Energy, Transportation

and :

(A) Remediation

(B) Confidentiality

(C) Countering

(D) Telecommunications

39. WEP stands for :

(A) Wired Equivalent Privacy

(B) Wireless Equity Privacy

(C) Wired Equity Privacy

(D) Wireless Equivalent Privacy

40. EXITO stands for :

(A) Exercise event Injection

Toolkit

(B) Event Injection Toolkit

(C) Event Intrusion Toolkit

(D) Emergency event Injection

Toolkit

38. egRoiw.kZ {ks=ksa esa j{kk] foÙk] ÅtkZ] ifjogu

vkSj 'kkfey gSa %

(A) fuokj.k

(B) xksiuh;rk

(C) izfrdkj djuk

(D) nwjlapkj

39. WEP dk eryc gS %

(A) ok;MZ bfDoosysaV izkboslh

(B) ok;jysl bfDoVh izkboslh

(C) ok;MZ bfDoVh izkboslh

(D) ok;jysl bfDoosysaV izkboslh

40. EXITO dk eryc gS %

(A) Exercise bosaV batsD'ku VwyfdV

(B) bosaV batsD'ku VwyfdV

(C) bosaV baVª©t+u VwyfdV

(D) bejtsalh bosaV batsD'ku VwyfdV
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