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1.  MIME stands for 

A. Main Internet Mail Extension. 

B. Measure Internet Mail Extension 

C. Maximum Internet Mail Extension. 

D. Multipurpose Internet Mail extensions. 

 

 MIME dk eryc gS 

 A. esu baVjusV esy ,DlVsa'kuA  

 B. estj baVjusV esy ,DlVsa'kuA  

 C. eSfDlee baVjusV esy ,DlVsa'kuA  

 D. eYVhijit baVjusV esy ,DlVsa'kuA  

 

2- Hackers who help in finding bugs and vulnerabilities in a system & don’t intend to 

 crack a system are termed as 

A.  Black Hat hackers 

B.  White Hat Hackers 

C.  Grey Hat Hackers 

D.  Red Hat Hackers 

 

 gSdlZ tks flLVe esa cXl vkSj detksfj;ksa dks <wa<us esa enn djrs gSa vkSj flLVe dks gSd 

 djus dk bjknk ugha j[krs gSa] mUgsa dgk tkrk gS% 

 A. CySd gSV gSdlZ  

 B. OgkbV gSV gSdlZ  

 C. xzs gSV gSdlZ  

 D. jsM gSV gSdlZ  

 

3- Which is the legal form of hacking based on which jobs are provided in IT industries 

 and firms? 

A.  Cracking 

B.  Non ethical Hacking 

C.  Ethical hacking  

D.  Hactivism  
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 gSfdax dk dkSu lk dkuwuh :i gS ftlds vk/kkj ij vkbZVh m|ksxksa vkSj QeksZa esa ukSdfj;ka 

 iznku dh tkrh gSa\ 

 A. ØSfadax  

 B. xSj uSfrd gSfadax    

 C. ,fFkdy gSfdax  

 D. lfØ;rkokn   

 

4- Which one of the following can be considered as the class of computer threats? 

A.  Dos Attack 

B.  Phishing  

C.  Soliciting 

D.  Both A and C 

 

 fuEufyf[kr esa ls fdls daI;wVj [krjksa dk oxZ ekuk tk ldrk gS\ 

 A. Dos vVSd  

 B. fQ+f'kax    

 C. lkWfyflfVax   

 D. A vkSj C nksuksa  

 

5- A software that filters all data packets coming through the internet, a network, etc. is 

 known as 

A.  Antivirus 

B.  Firewall 

C.  Cookies 

D.  Malware 

 

 

 

 

 

P.T.O. 
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 ,d lkW¶Vos;j izksxzke tks baVjusV] usVodZ vkfn ds ek/;e ls vkus okys lHkh MsVk iSdsV dks 

 fQ+YVj djrk gS] dgykrk gS  

 A. ,aVhok;jl 

 B. Q+k;jokWy    

 C. dqdht+ 

 D. eSyos;j 

 

6- In which of these a person is continually chased/followed by another person or a 

 group of various people?  

A.  Identity theft 

B.  Stalking 

C.  Bullying 

D.  Phishing 

 

 buesa ls fdlesa ,d O;fDr dk nwljs O;fDr ;k fofHkUu yksxksa ds lewg }kjk yxkrkj ihNk 

 fd;k tkrk gS\ 

A. vkbMsafVVh Fks¶V  

 B. LVkWfdax   

 C. cqfyax   

 D. fQ+f'kax  

 

7- Which type of policy defines secure methods for remote connectivity? 

A.  Access Control Policy 

B.  Acceptable Use Policy 

C.  Remote Access Policy 

D.  Incident Response Policy 
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 dkSu lh uhfr nwjLFk dusfDVfoVh ds fy, lqjf{kr fof/k;ksa dks ifjHkkf"kr djrh gS\ 

 A. ,Dlsl daVªksy ikWfylh     

 B. Lohdk;Z mi;ksx uhfr    

 C. fjeksV ,Dlsl uhfr    

 D. ?kVuk izfrfØ;k uhfr    

 

8- Which cryptographic technique ensures data integrity and authenticity? 

A.  PGP 

B.  MAC 

C.  MIME 

D.  Firewall 

 

 dkSu lh fØIVksxzkfQd rduhd MsVk v[kaMrk vkSj izkekf.kdrk lqfuf'pr djrh gS\ 

 A. PGP  

 B. MAC 

 C. MIME   

 D. Qk;jokWy  

 

9- What is an example of malicious software? 

A.  Firewall 

B.  Virus 

C.  MAC 

D.  Security Token 
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gkfudkjd lkW¶+Vos;j dk ,d mnkgj.k D;k gS\ 

 A. Qk;jokWy 

 B. ok;jl 

 C. MAC 

 D. lqj{kk Vksdu  

 

10- What is an example of physical security control? 

A.  Surveillance cameras 

B.  Data encryption  

C.  Firewall configuration 

D.  Remote access policies 

 

 HkkSfrd lqj{kk fu;a=.k dk ,d mnkgj.k D;k gS\ 

 A. fuxjkuh dSejs 

 B. MsVk ,fUØI'ku  

 C. Qk;jokWy dkWfUQ+xjs'ku  

 D. fjeksV ,Dlsl uhfr;ka   

 

11- What is the primary function of a security token? 

A.  Encrypting network traffic 

B.  Authenticating user identity 

C.  Detecting phishing attacks 

D.  Configuring firewalls 

 

 lqj{kk Vksdu dk eq[; dk;Z D;k gS\ 

 A. usVodZ VªSfQd dks ,fUØIV djuk 

 B. mi;ksxdrkZ igpku dk izek.khdj.k djuk 

 C. fQ+f'kax geyksa dk irk yxkuk  

 D. Qk;jokWy dks dkWfUQ+xj djuk 
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12- What is the purpose of Multipurpose Internet Mail Extensions (MIME)? 

A.  To encrypt emails 

B.  To format multimedia content in emails 

C.  To authenticate message integrity 

D.  To block spam emails 

 

 eYVhiiZt baVjusV esy ,DlVsa'ku (MIME) dk mÌs'; D;k gS\ 

 A. bZesy dks ,fUØIV djuk 

 B. bZesy esa eYVhehfM;k lkexzh dks izk:fir djuk   

 C. lans'k dh v[kaMrk dks izekf.kr djuk  

 D. LiSe bZesy dks CykWd djuk  

 

13- What is the primary goal of a cybercrime? 

A.  To improve network performance 

B.  To cause financial, reputational, or data harm 

C.  To test security measures 

D.  To develop encryption protocols 

 

 lkbcj vijk/k dk eq[; mÌs'; D;k gS\ 

 A. usVodZ izn'kZu esa lq/kkj djuk 

 B. foÙkh;] izfr"Bk ;k MsVk dks uqdlku igqapkuk   

 C. lqj{kk mik;ksa dk ijh{k.k djuk 

 D. ,fUØI'ku izksVksdkWy fodflr djuk  

 

14- Which of the following is an example of an insider attack? 

A.  Phishing email sent by a hacker 

B.  A disgruntled employee leaking sensitive data  

C.  Distributed Denial of Service (DDoS) 

D.  Malware installed through fake websites  

 

P.T.O. 
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 fuEufyf[kr esa ls dkSu van:uh geys dk mnkgj.k gS\ 

 A. gSdj }kjk Hkstk x;k fQ+f'kax bZesy  

 B. ukjkt+ deZpkjh }kjk laosnu'khy MsVk yhd djuk 

 C. forjhr lsok ck/kk (DDoS)   

 D. udyh osclkbVksa ds ek/;e ls LFkkfir eSyos;j    

 

15- What is one way to prevent insider attacks? 

A.  Conducting regular employee background checks 

B.  Installing firewalls 

C.  Using multi-factor authentication 

D.  Encrypting all outgoing emails 

 

 van:uh geyksa dks jksdus dk ,d rjhdk D;k gS\ 

A. fu;fer :i ls deZpkjh ì"BHkwfe tkap djuk 

 B. Qk;jokWy LFkkfir djuk   

 C. eYVh&QSDVj izek.khdj.k dk mi;ksx djuk 

 D. lHkh izsf"kr bZesy dks ,fUØIV djuk 

 

16- Which of the following is an example of an outsider attack? 

A.  Employee sharing credentials  

B.  Manipulating internal policies 

C.  Ransomware spread by a hacker 

D.  System misconfiguration by an administrator 

 

 fuEufyf[kr esa ls dkSu ckgjh geys dk mnkgj.k gS\ 

 A. deZpkjh }kjk ØsMsaf'k;y lk>k djuk   

 B. vkarfjd uhfr;ksa esa gsjQsj    

 C. gSdj }kjk QSyk;k x;k jSaleos;j 

 D. O;oLFkkid }kjk flLVe dh xyr dkWfUQ+xjs'ku  
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17- What is one effective way to prevent outsider attacks? 

A.  Implementing physical security controls 

B.  Keeping software up-to-date with patches 

C.  Limiting employee internet access 

D.  Conducting regular HR audits  

 

 ckgjh geyksa dks jksdus dk ,d izHkkoh rjhdk D;k gS\ 

A. HkkSfrd lqj{kk fu;a=.k ykxw djuk    

 B. lkW¶+Vos;j dks iSp ds lkFk v|ru j[kuk   

 C. deZpkfj;ksa dh baVjusV igqap lhfer djuk  

 D. fu;fer ,pvkj vkWfMV djuk 

 

18- What are the 3 P’s of Cybercrime 

A.  patches, passwords, phishing 

B.  password, protection, phishing 

C.  protection, phishing, patches 

D.  prevention, protection, password 

 

 lkbcj Økbe ds 3 P D;k gSa\  

 A. iSp] ikloMZ] fQ+f'kax     

 B. ikloMZ] lqj{kk] fQ+f'kax  

 C. lqj{kk] fQ+f'kax] iSp   

 D. jksdFkke] lqj{kk] ikloMZ  

 

19- What is the significant challenge of cybercrime? 

A. Lack of internet speed 

B. Global jurisdiction issues 

C. High software costs 

D. Limited hardware capabilities  

P.T.O. 
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 lkbcj vijk/k dh ,d egRoiw.kZ pqukSrh D;k gS\ 

A. baVjusV xfr dh deh     

 B. oSf'od vf/kdkj {ks= ds eqÌs 

 C. mPp lkW¶+Vos;j ykxr    

 D. lhfer gkMZos;j {kerk,¡  

 

20- What is the effect of cybercrime on businesses? 

A.  Increased productivity 

B.  Financial losses and reputational damage 

C.  Improved data transparency 

D.  Enhanced customer trust 

 

 lkbcj vijk/k dk O;olk;ksa ij D;k izHkko iM+rk gS\ 

A. mRikndrk esa o`f)    

 B. foÙkh; uqdlku vkSj izfr"Bk dks uqdlku  

 C. MsVk ikjnf'kZrk esa lq/kkj   

 D. xzkgd fo'okl dks c<+kok  

 

21- What is the complexity of cybercrime investigations? 

A.  Lack of evidence 

B.  Multiple language and technologies involved  

C.  Easy identification of criminals 

D.  Simplified reporting mechanisms 

 

 lkbcj vijk/k dh tkap dh tfVyrk D;k gS\ 

 A. lcwr dh deh   

 B. dbZ Hkk"kkvksa vkSj izkS|ksfxfd;ksa dk lekos'k   

 C. vijkf/k;ksa dh vklku igpku    

 D. ljyhd`r fjiksfVZax ra= 
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22- What is the first step to reporting a cybercrime incident? 

A.  Update your antivirus software 

B.  Inform the local cybercrime authority 

C.  Change system passwords 

D.  Backup your data  

 

 lkbcj vijk/k ?kVuk dh fjiksVZ djus dk igyk dne D;k gS\ 
A. vius ,aVhok;jl lkW¶+Vos;j dks viMsV djsa   

 B. LFkkuh; lkbcj vijk/k izkf/kdj.k dks lwfpr djsa   

 C. flLVe ikloMZ cnysa    

 D. vius MsVk dk cSdvi ysa  
 
23- What is an example of a property-related cybercrime? 

A.  Data theft or ransomware attack  

B.  Online harassment 

C.  Hacking into government systems 

D.  Email spamming 

 

 laifÙk ls lacaf/kr lkbcj vijk/k dk ,d mnkgj.k D;k gS\ 
 A. MsVk pksjh ;k jSaleos;j geyk   

 B. vkWuykbu mRihM+u  

 C. ljdkjh iz.kkfy;ksa esa gSfdax     

 D. bZesy LiSfeax  
 
24- Which type of attack involves using social engineering techniques?  

A.  Insider attack 

B.  DoS attack 

C.  Ransomware 

D.  Phishing  

 

 dkSu lk geyk lks'ky bathfu;fjax rduhdksa dk mi;ksx djrk gS\ 
A. van:uh geyk  

 B. DoS geyk   

 C. jSaleos;j  

 D. fQ+f'kax  
 
25- What is a botnet? 

A.  A network of infected devices controlled remotely by a hacker 

B.  A network of legitimate servers 

C.  A secure internet protocol for data transfer 

D.  A type of firewall configuration  

 

 

 

 

 

P.T.O. 
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 cksVusV D;k gS\ 
A. laØfer fMokblksa dk usVodZ ftls nwjLFk :i ls gSdj }kjk fu;af=r fd;k tkrk gS   

 B. oS/k loZjksa dk usVodZ   

 C. MsVk VªkalQj ds fy, ,d lqjf{kr baVjusV izksVksdkWy    

 D. ,d izdkj dk Qk;jokWy dkWfUQ+xjs'ku  
 
26- What is the primary purpose of a botnet? 

A.  To secure networks from attacks 

B.  To perform large-scale cyberattacks 

C.  To encrypt sensitive data 

D.  To monitor network performance 

 

 cksVusV dk eq[; mÌs'; D;k gS\ 
 A. geyksa ls usVodZ dks lqjf{kr djuk 
 B. cM+s iSekus ij lkbcj geys djuk  

 C. laosnu'khy MsVk dks ,fUØIV djuk     

 D. usVodZ izn'kZu dh fuxjkuh djuk 
 
27- What is one common use of botnets in cybercrime?  

A.  Distributed Denial of Service (DDoS) attacks 

B.  Employee performance monitoring 

C.  Securing organizational data  

D.  Improving server speeds  

 

 lkbcj vijk/k esa cksVusV dk ,d lkekU; mi;ksx D;k gS\ 
 A. forfjr lsok ck/kk (DDoS) geys    

 B. deZpkjh izn'kZu dh fuxjkuh   

 C. laxBukRed MsVk dks lqjf{kr djuk   

 D. loZj dh xfr esa lq/kkj  
 

28- A software program that masquerades as regular programs, such as games, disk 

 utilities, and even antivirus programs  

A.  Trojan House 

B.  Worm 

C.  Virus 

D.  Rootkit 

 

 ,d lkW¶+Vos;j izksxzke tks xse] fMLd ;wfVfyVht+ vkSj ;gka rd fd ,aVhok;jl izksxzke tSls 
 fu;fer izksxzke ds :i esa lkeus vkrk gS 
 A. Vªkstu gkWlZ    

 B. oeZ  

 C. ok;jl  

 D. :VfdV  
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29- A type of malware used as a digital mechanism for extortion. 

A.  Rootkit 

B.  Ransomware  

C.  Trojan Horse 

D.  Virus  

 

 ,d izdkj dk eSyos;j ftldk mi;ksx tcju olwyh ds fy, fMftVy ra= ds :i esa fd;k 
 tkrk gSA  
 A. :VfdV    

 B. jSaleos;j   

 C. Vªkstu gkWlZ    

 D. ok;jl   
 
30- A virus cannot perform its task of harming and replication unless it is allowed to 

A.  Move 

B.  Evolve 

C.  Shift 

D.  Execute 

 

 dksbZ ok;jl uqdlku igqapkus vkSj izfrd`fr cukus dk viuk dk;Z rc rd ugha dj ldrk 
 tc rd mls bldh vuqefr u nh tk,A 
 A. ewo 

 B. bokYo 

 C. f'k¶V    

 D. ,DlhD;wV    
 

 

31- HTML stands for  

A.  Hypertext markup language 

B.  Hypotext markup language 

C.  Hypertext markdown language 

D.  Hypotext markdown language  

 

 HTML dk eryc gS 
 A. gkbijVsDLV ekdZvi Hkk"kk    

 B. gkbiksVsDLV ekdZvi Hkk"kk   

 C. gkbijVsDLV ekdZMkmu Hkk"kk     

 D. gkbiksVsDLV ekdZMkmu Hkk"kk     
 
32- What is the primary purpose of an Intrusion Detection System (IDS)? 

A.  To prevent all types of cyberattacks 

B.  To detect and alert about potential security breaches 

C.  To block malicious traffic automatically 

D.  To encrypt sensitive data during transmission 

 

 

P.T.O. 
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 ?kqliSB igpku iz.kkyh (IDS) dk eq[; mÌs'; D;k gS\ 
 A. lHkh izdkj ds lkbcj geyksa dks jksduk 
 B. laHkkfor lqj{kk mYya?kuksa dk irk yxkuk vkSj vyVZ djuk 
 C. nqHkkZoukiw.kZ VªSfQd dks Lopkfyr :i ls CykWd djuk  

 D. MsVk Vªkalfe'ku ds nkSjku laosnu'khy MsVk dks ,fUØIV djuk 
 
33- Which type of IDS analyzes network traffic to detect suspicious activities? 

A.  Network-based IDS (NIDS) 

B.  Host-based IDS (HIDS) 

C.  Application-based IDS 

D.  Database-based IDS 

 

 dkSu lk izdkj dk IDS usVodZ VªSfQ+d dk fo'ys"k.k djds lafnX/k xfrfof/k;ksa dk irk 
 yxkrk gS\ 
 A. usVodZ vk/kkfjr IDS (NIDS) 

 B. gksLV vk/kkfjr (HIDS)   

 C. vuqiz;ksx vk/kkfjr IDS   

 D. MsVkcsl vk/kkfjr IDS    
 
34- How does a Signature-Based IDS identify threats? 

A.  By comparing network activity to predefined attack patterns  

B.  By using artificial intelligence to predict future attacks 

C.  By analyzing user behavior for anomalies 

D.  By blocking all unrecognized IP addresses  
 

 flxuspj vk/kkfjr IDS [krjksa dh igpku dSls djrk gS\ 
 A. usVodZ xfrfof/k dh rqyuk iwoZ&ifjHkkf"kr geys ds iSVuZ ls djds     

 B. Hkfo"; ds geyksa dh Hkfo";ok.kh djus ds fy, d̀f=e cqf)eÙkk dk mi;ksx djds   

 C. mi;ksxdrkZ ds O;ogkj esa vlkekU;rkvksa dk fo'ys"k.k djds       

 D. lHkh vifjfpr IP irksa dks CykWd    
 
35- HTTP stands for  

A.  Hypertext transfer protocol 

B.  Hypotext transfer protocol 

C.  Hypertext transmission protocol 

D.  Hypotext transmission protocol 

 

 HTTP dk eryc gS 
 A. gkbijVsDLV VªkalQj izksVksdkWy  

 B. gkbiksVsDLV VªkalQj izksVksdkWy  

 C. gkbijVsDLV Vªkalfe'ku izksVksdkWy 

 D. gkbiksVsDLV Vªkalfe'ku izksVksdkWy 
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36- What is Cross-Site Scripting (XSS)? 

A.  A type of attack that encrypts user data for ransom 

B.  An injection attack where malicious scripts are executed in a user’s browser  

C.  A technique to secure websites using encryption protocols 

D.  A method for optimizing website loading times 

 

 ØkWl&lkbV fLØfIVax (XSS) D;k gS\ 
 A. ,d izdkj dk geyk tks mi;ksxdrkZ MsVk dks fQjkSrh ds fy, ,fUØIV djrk gS  

 B. ,d batsD'ku geyk ftlesa mi;ksxdrkZ ds czkmt+j esa nqHkkZoukiw.kZ fLØIV~l fu"ikfnr 
  dh tkrh gSa 
 C. osclkbVksa dks ,fUØI'ku izksVksdkWy dk mi;ksx djds lqjf{kr djus dh rduhd  

 D. osclkbV yksfMax le; dks vuqdwfyr djus dh ,d fof/k    
 
 
37- How can Cross-Site Scripting (XSS) attacks be prevented? 

A.  By encrypting all user data before storing 

B.  By validating and sanitizing user inputs on the server and client sides 

C.  By disabling firewalls 

D.  By blocking all cookies in the browser  

 

 ØkWl&lkbV fLØfIVax (XSS)  geyksa dks dSls jksdk tk ldrk gS\ 
 A. mi;ksxdrkZ MsVk dks laxzfgr djus ls igys ,fUØIV djds    

 B. mi;ksxdrkZ buiqV dks loZj vkSj DykbaV nksuksa i{kksa ij ekU; vkSj LoPN djds  

 C. Qk;jokWy dks v{ke djds  

 D. czkmt+j esa lHkh dqdht+ dks CykWd djds   
 
38- What is the primary function of the National Critical Information Infrastructure 

 Protection Centre (NCIIPC)? 

A.  To monitor social media platforms for threats 

B.  To protect critical information infrastructure from cyber threats  

C.  To provide training to cybersecurity professionals  

D.  To regulate internet service providers 

 

 jk"Vªh; egRoiw.kZ lwpuk cqfu;knh <kapk laj{k.k dsanz (NCIIPC) dk eq[; dk;Z D;k gS\ 
 A. [krjksa ds fy, lks'ky ehfM;k IysVQkWeZ dh fuxjkuh djuk   

 B. lkbcj [krjksa ls egRoiw.kZ lwpuk cqfu;knh <kaps dh lqj{kk djuk 
 C. lkbcj lqj{kk is'ksojksa dks izf”k{k.k iznku djuk  

 D. baVjusV lsok iznkrkvksa dks fu;af=r djuk 
  
 

 
39- What is a key objective of the National Cyber Security Policy of India? 

A. To restrict internet usage to government officials 

B. To strengthen the resilience of India’ s cyberspace 

C. To develop commercial software for cyber protection 

D. To create awareness about social engineering attacks 

P.T.O. 
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 Hkkjr dh jk"Vªh; lkbcj lqj{kk uhfr dk eq[; mÌs'; D;k gS\ 
 A. baVjusV mi;ksx dks ljdkjh vf/kdkfj;ksa rd lhfer djuk 
 B. Hkkjr ds lkbcjLisl dh etcwrh c<+kuk   

 C. lkbcj lqj{kk ds fy, okf.kfT;d lkW¶+Vos;j fodflr djuk  

 D. lkekftd bathfu;fjax geyksa ds ckjs esa tkx:drk c<+kuk 
 
40- Which organization is responsible for handling cybersecurity incidents in India? 

A.  Ministry of Home Affairs (MHA) 

B.  Data Security Council of India (DSCI) 

C.  Indian Computer Emergency Response Team (CERT-In) 

D.  National Intelligence Grid (NATGRID) 

 

 Hkkjr esa lkbcj lqj{kk ?kVukvksa dks  laHkkyus ds fy, dkSu lh laLFkk ftEesnkj gS\ 
 A. x`g ea=ky; (MHA)   

 B. MsVk lqj{kk ifj"kn Hkkjr (DSCI)  

 C. Hkkjrh; daI;wVj vkikr izfrfØ;k Vhe (CERT-In)     

 D. jk"Vªh; [kqfQ;k fxzM (NATGRID) 
 

 

***************** 


