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1. This paper consists of 40 multiple choice questions (M.C.Q.). All questions are

Compulsory and carry 01 mark each. There is no negative marking.

59 I 5 H 40 iR W € | |l v A € 9 T SR 01 39 o 2] e
I o foTg 3ten 2 e S|

2. Each question has four alternative responses marked (A), (B), (C) and (D). You
have to choose an appropriate answer option and mark it on the OMR sheet.
T T & R IR fIed (A), (B), (C) Td (D) g Te & | s1moent Sugera S forsheq
T AT L IR SAGH.IR TIF T 3ok AT 2 |

3. For marking answers on OMR sheet, follow the detailed instructions given on the
OMR Sheet.
FTOTHOITRO I WX 3T HET Icaik ol feIivad i oh fTT Yo X 3iferet et ot a1e hifs |

4. Use only Blue or Black ball point pen for marking on OMR.
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1. MIME stands for

A. Main Internet Mail Extension.

B Measure Internet Mail Extension

C. Maximum Internet Mail Extension.

D Multipurpose Internet Mail extensions.

MIME T Hdold &

A. B gevc ol TRIcyH |
AR gex-c ol TRIca |

B
C. AfRTIH gex-c o TRaeyH |
D

JecTURUS] $§eN-c ol URICY |

2. Hackers who help in finding bugs and vulnerabilities in a system & don’t intend to
crack a system are termed as
A. Black Hat hackers
B White Hat Hackers
C. Grey Hat Hackers
D Red Hat Hackers

2Hd oI Rived ® 979 3R HHGIRAT BT ged § A%E &ed 8 3R Rived &l &%
B Pl XIET 8] WG 2, I8 Hel ol &

A P BT TFH
B.  ®ISC ©c odhd
C. ¥ 3ceHd
D IS &C THd
3. Which is the legal form of hacking based on which jobs are provided in IT industries
and firms?
A Cracking

B Non ethical Hacking
C. Ethical hacking
D

Hactivism
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i BT DI A BN WU 2 [od MR W ARl IR 3R HAT H ARl

U B Sl &7
A, Sfd
B. iR Afts 2T
c.  URrmd 2fdT
D.  Wfshydrare
4. Which one of the following can be considered as the class of computer threats?

A. Dos Attack
B Phishing
C. Soliciting
D Both Aand C

ffafad § @ 58 Fger Wi & of 997 S |Har 27

A. Dos 3CH
B. iR
C. AfferafeT
D. AR CIH
5. A software that filters all data packets coming through the internet, a network, etc. is
known as
A. Antivirus
B Firewall
C. Cookies
D Malware

P.T.O.
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U AIFCIIR UIUTH S 3ex+Ie, Jedd e & Agy I M dil 941 ST Udbe &l

fhoe} BT 8, Phaolldl &

A 5
B LIREEIC]
C DI
D SRR

6. In which of these a person is continually chased/followed by another person or a

group of various people?

A. Identity theft
B Stalking
C. Bullying
D Phishing

g4 ¥ fhad U aafdd &1 R Jfed a1 (IfT=1 @l @ 998 gRT oW IR dret

far Sar 2°?
A. arzefedl 9ue
B. wifebr
C. gforT
D. TR
7. Which type of policy defines secure methods for remote connectivity?
A Access Control Policy
B Acceptable Use Policy
C. Remote Access Policy
D Incident Response Policy
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B A AT g Hfdefdd! & forg Jrigr el o1 aRHmita el 8?
A. TR dheldl Uiferl

B. el IunT i

C. Rere g Aifd

D.  gedr ufafkar Hify

8. Which cryptographic technique ensures data integrity and authenticity?
A. PGP
B. MAC
C. MIME
D. Firewall

DI AT fpernthe Tah-ie Sl RgedT iR UMItrhar GHREd w-dl 87

A. PGP
B. MAC
C. MIME

1Y)

D. RARECIK

9. What is an example of malicious software?
A. Firewall
B Virus
C. MAC
D Security Token

P.T.O.
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10.

11.

PRSP TFCIIN B TUh ISTEX0 T 27

(9]

A. hTIRdTA

B.  dRRHA
C. MAC
D.  gRell Trdh

What is an example of physical security control?

A. Surveillance cameras
B Data encryption

C. Firewall configuration
D Remote access policies

Aifcre GRef AT BT U QTR0 T 87?
A. R W

B. T UpeE

C. BTRIRAT DIHIRI

D. Rare v Afaa

What is the primary function of a security token?
A Encrypting network traffic

B Authenticating user identity

C. Detecting phishing attacks
D

Configuring firewalls

GRET TP BT /I BRI T 57

A. T<dd b BT Ufshe BRAT

B. SUINTdHAT TEAT BT THTUNGBROT BRAT
C. fBRNT BHell &7 IaT T

D. BRIRAT BT BIBIR HRAT

A-1152 6



12.

13.

14.

What is the purpose of Multipurpose Internet Mail Extensions (MIME)?

A. To encrypt emails

B To format multimedia content in emails
C. To authenticate message integrity

D To block spam emails

AeIUdel $exc Aol TRIes (MIME) BT S T 27

A. U DI UfAhe BRIl

B. $HA H AccHIfSAT ARl BT UTHUT HRAT
C. Qe DI IESAT DI FHIOIG HRAT

D. A A DI Ad HRAl

What is the primary goal of a cybercrime?

A To improve network performance

B To cause financial, reputational, or data harm
C. To test security measures

D To develop encryption protocols

TSR 3R T & Se T &7

A. e YR H GUR Al
B. fa<ii, ufdssr a1 Se1 &l g™ ugdar
C. & IUl BT YRIEToT HRAT

™ A= (N (N
D. UI=hRI1 UICIhlcl Tddh[Ad hxHl

Which of the following is an example of an insider attack?
A. Phishing email sent by a hacker

B A disgruntled employee leaking sensitive data

C. Distributed Denial of Service (DDoS)
D

Malware installed through fake websites

P.T.O.
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fa=forRaa § & oI 3igw- 8l BT I8N0l 27

A BBR NI UGN AT R et
B. AR BHANT §RT FdeTeiied ST ol Bl
c. o<1 Sar 9 (DDoS)
D. Tholl dedTsel & AEgT I WUd HTdax
15. What is one way to prevent insider attacks?
A Conducting regular employee background checks
B Installing firewalls
C. Using multi-factor authentication
D Encrypting all outgoing emails

IcH-l BHAl BT b BT Th avihl HT &7

A Fafe w0 9 e gsf S @R
B. WRIRAT AU BRAT
C. AccI—thaex YATMIHROT & STANT HAT
D. ol URa $8a @1 ufspe o=l
16. Which of the following is an example of an outsider attack?
A Employee sharing credentials
B. Manipulating internal policies
C. Ransomware spread by a hacker
D. System misconfiguration by an administrator
fFfeRad § & DI 9180 §Hel BT SQIERYT 27
A. FHART GRT HSRRIA AT HRAT
B. arfaRe iferal # gvwx
C. 2dX gINT el IT T NHHAIN
D. ARATID GRT RICH DI TeAd HIHIRE
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17. What is one effective way to prevent outsider attacks?

A. Implementing physical security controls

B Keeping software up-to-date with patches
C. Limiting employee internet access

D Conducting regular HR audits

qIE] BHT BT Vb BT U GATIT AT T 272
A HIfde gRem FREF0T ARy HRAl

B. IR T U & A1 fed= =T

C. HHATRAT BT §eIc Ugd AT BAT
D.  Traffd vaeR Sfifse &

18. What are the 3 P’s of Cybercrime
A. patches, passwords, phishing
B password, protection, phishing
C. protection, phishing, patches
D

prevention, protection, password

ATSIR HISH & 3P a7 &7
A U=, urEgs, R

B.  UTAds, {refl, fBRRT
c. e fBRAT U9

D. I, RN, UNIas

19. What is the significant challenge of cybercrime?
A. Lack of internet speed
B Global jurisdiction issues
C. High software costs
D Limited hardware capabilities
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AR SR BT Uh Hgedqul Al a7 27?
A. gexAe A B BH

B. dIRg® eR &3 & T

C. 3 ‘HT‘,*CCIQN T

D. I BTSTIR &THdATY

20. What is the effect of cybercrime on businesses?
A. Increased productivity
B Financial losses and reputational damage
C. Improved data transparency
D Enhanced customer trust

ATSaR ORI BT FIAR™I TR AT YU TSl &°
A SAEHd H gig

B. fI<i Java iR UfsT &1 o™

C. ST URGRI # guR

D. TTEd faeasT &I 9ema]

21. What is the complexity of cybercrime investigations?
A. Lack of evidence
B Multiple language and technologies involved
C. Easy identification of criminals
D Simplified reporting mechanisms

TSR TR &) STid & Sifcerar a1 87

A. BEGECIRCR|

B. s WSR3 Urenfifehal o garar
C. JURTIEIT P A U

D.  Wellgd RuféT g3
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22. What is the first step to reporting a cybercrime incident?

A. Update your antivirus software

B Inform the local cybercrime authority
C. Change system passwords

D Backup your data

TSR 3IRTE T &I RUIE BT BT USll heq T 87

A. U UEIIRIRY AIYCdIR Bl TST By
B IR TSR AR UTAIBROT Dl Jferd B
C. Rieed dae de0
D 3T ST BT BT of
23. What is an example of a property-related cybercrime?
A. Data theft or ransomware attack
B Online harassment
C. Hacking into government systems
D Email spamming

HURT ¥ Gefd ATgaN 3TURTY BT Udh 3IaTaxv HIT &7
A. T TN AT VAR 8HT
IS IER RSS!

B.
C. IR yoferal § afbT
D

he AT
24. Which type of attack involves using social engineering techniques?
A Insider attack
B DosS attack
C. Ransomware
D Phishing
DI AT BHAT AINTA SONTIRT THAID] BT STINT HRal 8°
A. 3wl BHAl
B. DoS gHcIl
C. RTARR
D. TR

25. What is a botnet?

A network of infected devices controlled remotely by a hacker
B A network of legitimate servers

C. A secure internet protocol for data transfer

D A type of firewall configuration

>
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26.

27.

28.

dle-c a7 /7

A wfAd feagdl o Aegs R R wU ¥ gax gRT RIS faar s @
B. I AR BT AcdD

C. STT TRIHR & foly T JRIGT ee Uleiaid

D.

T YR BT BRINATA DI~HINI

What is the primary purpose of a botnet?

A. To secure networks from attacks

B To perform large-scale cyberattacks
C. To encrypt sensitive data

D To monitor network performance

e & I I a1 2°

A.  BHC W Wicdd DI GRIA HRAT
B.  dg UMM WR ISR BHcl Bl

C. SEESNIGESCIECIRYE-ASICaE |
D.  icd® YA B FRED &=Ar

What is one common use of botnets in cybercrime?

A. Distributed Denial of Service (DDoS) attacks
B Employee performance monitoring

C. Securing organizational data

D Improving server speeds

ATgaR IR F dicdc &1 Th JMET ST /=T 87
A. fagRd a1 ST (DDoOS) BHel

B. HHART YaeiE & AR

C.  WIGAIHd Scl Bl GRiAd &Rl
D.

A software program that masquerades as regular programs, such as games, disk
utilities, and even antivirus programs

A. Trojan House
B. Worm

C. Virus

D. Rootkit

T AT YR S 19, % gRefada iR I8l a & UeamRd o™ oi|
Fafd U @ w9 H AEE eI '

A SIoH BN
B. G|

.

D.

IR
wefdhe
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29. A type of malware used as a digital mechanism for extortion.

A.

B
C.
D

Rootkit
Ransomware
Trojan Horse
Virus

U&h UHR BT HARR TaHT STANT STaxd 9gell & foy fefiea @3 & wu # o

ST B
A. wefdhe
B. NTARR
C. oo B
D. CIRESSE
30. A virus cannot perform its task of harming and replication unless it is allowed to
A. Move
B. Evolve
C. Shift
D Execute

o

DS ARG JHAM Uga™ IR ARG T BT UAT BRI 9 T T8l B Fhdl

THh I D! AT 9 & Y |

kSl
gared
e

URITRIC

31. HTML stands for

A.

B
C.
D

Hypertext markup language
Hypotext markup language
Hypertext markdown language
Hypotext markdown language

HTML T Hdold 2

A. BRURCART ATHIT HTHT
B. TRUICART HIH3Y HIHT
C. ERIRCART AIDHSISH AT
D BIRUICRT ATDHSIS HINT
32. What is the primary purpose of an Intrusion Detection System (IDS)?
A To prevent all types of cyberattacks
B To detect and alert about potential security breaches
C. To block malicious traffic automatically
D To encrypt sensitive data during transmission

A-1152
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UG YA YUl (IDS) &7 & It a7 &7

A. I UPR & ATZER EHe BT BT
B.  WWIdd GReT Seciddi & Udl oW AR eI HxAT
C. gHTeATqUl Sfthes Pl TaTfeld WU Al HRAT
D. I M & SR HdaT3iel Sl BT U $HRAT
33. Which type of IDS analyzes network traffic to detect suspicious activities?

A. Network-based IDS (NIDS)
B. Host-based IDS (HIDS)

C. Application-based IDS

D. Database-based IDS

P AT UBR &7 IDS cdd b BT faveryor oxa wdfevey wfafaferat a1 gar

RIS

A. eqa MR IDS (NIDS)
B. BR< 3R (HIDS)

C. SIIUANT SR IDS

D. Sered IMETRT IDS

34. How does a Signature-Based IDS identify threats?
A. By comparing network activity to predefined attack patterns

B. By using artificial intelligence to predict future attacks
C. By analyzing user behavior for anomalies
D. By blocking all unrecognized IP addresses

RITeR 3METRT IDS TRl &1 U8 b Bl o7

Head A B g1 ga—uR9INT 89el & U 4§ dRD

9 & gHel Bl wfasgarofl w1 & oy ™ gigwr o1 U o
STINTHAT & FIeR | JAHIATs] &I Iy o

T SRR IP Udl BT <l

0N wx

35. HTTP stands for

A Hypertext transfer protocol

B. Hypotext transfer protocol

C. Hypertext transmission protocol
D. Hypotext transmission protocol

HTTP &l Adeld 2

A. ERIRCRT CIHR UIeTdid
B. BIRUICRT STHR Ulcldhldl
C. BN ST UIehlid
D.

glSUIcaRT QIR UTeidid
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36.

37.

38.

39.

What is Cross-Site Scripting (XSS)?

A. A type of attack that encrypts user data for ransom

B An injection attack where malicious scripts are executed in a user’s browser
C. A technique to secure websites using encryption protocols

D A method for optimizing website loading times

PraI—wTge Repfer (XSS) T 87
A. T JBR BT 9T Sl SUINTHAT Sl Bl fh & o ufspe ovar &

B.  U® SOl BACT OT9H SUANTHAT & FISuR H gHia=Tgul Repesd femfad
EARSII

C. JeTSCl Bl U UIeidbiel & SUANT 9 I B & ddhid

D. JeTSe AT FHI DI AqHerd B B U Al

How can Cross-Site Scripting (XSS) attacks be prevented?

A By encrypting all user data before storing

B By validating and sanitizing user inputs on the server and client sides
C. By disabling firewalls

D By blocking all cookies in the browser

W—w%ﬁ%ﬂ(xss gﬂﬂﬁﬁfﬁ@f%ﬁwﬁ?

STINTHAT el bl H‘,IISCI PR A U8 UfShE b

SUIRTEHAI $TYC Bl FaR AR FeAlge aMT Uell TR AT AR Wo I
BRIRATA BT 3feTH BRD

FRPGR H T DI DI <AlD BRD

o0nw®p»

What is the primary function of the National Critical Information Infrastructure
Protection Centre (NCIIPC)?

A To monitor social media platforms for threats

B To protect critical information infrastructure from cyber threats
C. To provide training to cybersecurity professionals

D To regulate internet service providers

IS Agdqul aT iATET SrEm |ReTT dg (NCIIPC) BT & &1 T 57
TRl & ol Arerel AIfeaT wiewhM & IR AT

ASdR Gkl ¥ FgdqUl o ATl e @1 GRe oAl

ATSER GReT URIaRT DI UfRIET Y& BT

gexe qaT YAl &l 3 &xe

o0 ®»

What is a key objective of the National Cyber Security Policy of India?

A To restrict internet usage to government officials

B To strengthen the resilience of India’ s cyberspace

C. To develop commercial software for cyber protection
D To create awareness about social engineering attacks

P.T.O.
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IRT &) I AR GREAT T BT J&T Ieed R 272

A. §CIC STANT BT RGN ARBINAT T AT BAT
B. IRA & ARIRTT Bl AN qGTI

C. ATgaR GReT & forg aifvrfres Aitedar fAsRyd &
D.

IHIfSTh SONIRT 89l & IR H SINTRedhdl gl

40. Which organization is responsible for handling cybersecurity incidents in India?
A. Ministry of Home Affairs (MHA)
B. Data Security Council of India (DSCI)
C. Indian Computer Emergency Response Team (CERT-In)
D National Intelligence Grid (NATGRID)

WRA H AGeR &l T8l B §e & folg diF A1 Hvem R=eR 27
A. T8 HATT (MHA)

B. 'S¢ {ell uRyg ¥Rd (DSCI)

C. R HRER AU gfafehar €| (CERT-In)

D. I Gihar s (NATGRID)
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