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1. This paper consists of 40 multiple choice questions (M.C.Q.). All questions are

Compulsory and carry 01 mark each. There is no negative marking.
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2. Each question has four alternative responses marked (A), (B), (C) and (D). You
have to choose an appropriate answer option and mark it on the OMR sheet.
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3. For marking answers on OMR sheet, follow the detailed instructions given on the
OMR Sheet.
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4. Use only Blue or Black ball point pen for marking on OMR.
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1. What does the World Wide Web primarily consist of?

A.

B
C.
D

Email servers
HTML pages and resources
Hardware infrastructure

Operating systems

Jos d15€ 99 I WU 9 fHdar §ug 27

A 3HA GR
B.  HTML USl 3R Hw™H
C.  BISRR AF
D. SRS Ren
2. How are pages in a website typically connected?
A Through email links
B Through software downloads
C. Through cloud storage
D Through hyperlinks

e JovTge & UST W AR W B S 81 87

A 3HA foe & A |
B. AIfeRR S¥dle & Ardd 4
C.  IAISS WRA $ AR U
D.  BISWiied & ARIH ¥
3. What is the unique address of a website called?
A. Web Protocol
B. IP Address
C. Uniform Resource Locator (URL)
D. Hyperlink
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o<l JevITge @ JMfgda ud &I w1 HET T 27

A. CER G|
B. P TS
C. JfeH RAN dldbex (URL)
D. EEENKED
4. What risk can arise when children share personal information online?
A. A set of laws for using the internet
B A set of moral principles governing computer usage
C. Rules for writing code
D Guidelines for social media interaction

S g AT SHBRI JATTelgT ATST HRd & d HT SiRgd I~ 81 gl 27

A dedX 617"10“%"1 SNAE!
B. PR B U H GUR
C. A, fIsoe IR IR UT HRAT
D. U9 SeAdR
5. What are computer ethics?
A. Better online experience
B Improved computer performance
C. Recieving spam, advertisements, and viruses
D Faster downloads

FHRex Afadmar Fa7 8?

A. §C¥IC @ SYAN & oy HIAT BT ¥

B. BRI & IYINT Bl RIS B aret Afde Rigial &1 de
c. e foem & fon fem

D.  SITel MR¥AT gexyaR & forg feen—fde
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6. What is a risk of using publicly accessible computers?

A.

B
C.
D

Loss of internet connection
Faster browsing
Leaving personal information like cached web pages and cookies

Enhanced security

QSIS 0§ G HCR B STAN B B SAIRGA FIT 2°

A. S'g-d‘{"lci DHARTT DT REASIN!
B. g ST
C. BS99 UWl 3R FHdhIol ordl AfRNTT TSR] BIgl
D.  d¢! 8s GReT
7. What is the primary goal of Cyber Safety?
A. To prevent cyberbullying
B To protect personal information and reputation
C. To promote the use of social media
D To enhance the speed of internet browsing

AR &l BT UMD e T 57

A. ATSERG(T DI AT & folg

B. faaTd TGN 3R UfossT &1 e & forg

C. AT W ST & SYANT DI gTaT <A

D. gexde ST @ i 98 & forg

8. What is the difference between Cyber Safety and Cyber Security?

A. Cyber Safety focuses on software security, while Cyber Security focuses on
human behavior

B. Cyber Safety covers the protection of data and Cyber Security focuses on
physical protection of technology

C. Cyber Safety involves using the internet, while Cyber Security is about device
maintenance

D. There is no difference; both terms are used interchangeably
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gk IuT IR Argey R § @r 3far 87

A WIZHR YR AICIR Rl W Disd 2, Sididh A5y GR&T AFd FdeR TR
Dfad ©

B.  WTSER GRET STl Pl GRET Pl PHar PNl © AR ATSaR &l U &
Hfo® gRem W dfed 2

C. AR el H 5T & ISYAN MM 8, Safh Agdr GRe fearsy
REYEd & IR H ©

D. Pls AN A8l ©; Sl ST BT YA WRER ITART fhar Siar &

9. What does “Piggy-backing” refer to in the context of Cyberbullying?
A Publishing personal materials in someone else’s name
B Spreading false information to harm someone’s reputation
C. Using someone’s account to carry out unauthorized activities
D Sending threats through anonymous emails

ARRYT & Had H “ffi—afdhr &1 acd F1 87

A B SR & W W AT AR gHTRE PR

B. fodll @ ufireT &1 JHa Ugam & fofg SET SITHaRI Hefr T

C. frepd Tfafaferl BT i < & oy fhdl & W &1 SUANT B

D. THAMH S @ AegH I gHSD! oIl
10. What does the “.co.in” suffix indicate in the URL “www.infosecawareness.co.in”?
A. The website is a commercial organization
B. The website is based in the United States
C. The website is registered in India
D. The website is a global domain

URL “www.infosecawareness.co.in” § “.co.in” Icad T 20l &7

A. dedTse Udh dIoigd Wied &

B. JeTSe HYFT I RGBT H Rerd &
C. JeISe 9RA H USilgd ©

D. JedTge U dR¥qd S B
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11. What is the primary security reason for updating your web browser regularly?

A. To improve speed and performance

B To prevent the browser from crashing

C. To fix security vulnerabilities

D To reduce the amount of advertisements

3MIa 9 FTSOR BT (IAT FU | AUST IR BT UTAHG GReT HROT FIT 87
A TIRY SR UeEE H gUR 9 & oy
B.  HISOR & HY 89 ¥ 991 & fou
C. e ARG BT b IR B fory

D. fASoAT &1 7137 BH Bl

12. Which of the following is NOT part of an e-mail’s structure?
A. Message header
B Message body
C. Message encryption
D

Attachment

freafoRad & 9 & a1 3—Ac & AT BT e T8 27

A e ¥iNeRd

B. A BT G 9T
C. SENENE G
D. NEPED

13. What is the primary purpose of SMTP?

A. To receive emails from the server
B To send emails across the Internet
C. To store email messages

D To secure email communications
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SMTP T Ui I3 w1 87

A. dR I 30T U HA b foru

B. go¥c W 39 Uo & for

C. $HS e Bl FUBIT dxH & folu

D. ¥ WOAR GREM o+ & forg

14. What type of email attachment is often associated with malicious software in fake

emails?

A. .pdf

B .zip and .exe
C. Jpg
D

.docx

bl g ¥ [ UBR B SHA fCTHS TR malicious HIFESIIR ST BIaT
27

A. .pdf

B. .zipST\N.exe

C. Jjpg

D. .docx

15. WhatsApp messaging potential risks-

A. Messages can only be sent in plain text without encryption

B Messages sent over public channels like WiFi may be decrypted

C. WhatsApp messages cannot be sent to multiple people at once

D Messages are automatically encrypted with an unbreakable method

FICAYY HARHT & |9Ifdd SiRgd—

A. Y Had YR & 997 A1¢ 916 # WOt Sff 9ad B |

B. JEHETS o ATdold el W Hol Y el &l e fhar <1 da&ar 2
C. AV WY U AT B AN DI & Ao S Hhdl 2 |

D. ¥ WA ®U ¥ U Ice A I ufspe fhy o 2 |
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16. What is one important solution to protect your privacy on Facebook?

A
B.

Always post personal information to get more followers

Be cautious about what you publish, as once it’s online, you lose control over
it

Use Facebook without any privacy settings to reach more people

Ignore privacy settings and trust Facebook to keep your data secure

BHAgH TR IMAD! MYHRIAT & GReT & oy Ush Agcaqul FHE &1 27

A. 3Nf® HIARR UM & oIy g9 AfFaTd IHeR! URE &Y

B. 3T ST YHIRT IR & D R H A <&, Rifh Th IR Ig 3iferrsd
B O UR 39 99 R = @ < &

C. e Tl T ugae & forg 991 fedl Mueiaar AT & wags o
SUIRT PN

D. MO A R &9 9 < 3iR U Sl Bl YRIET 3@ & foly BbAgH
TR MR N

17. What can happen when a user clicks on a malicious link?

A They can be directed to a harmless webpage

B Nothing happens; it is safe to click

C. They may receive a message about new updates

D They may unknowingly download malware or be taken to a phishing site

Sd IS SYARTHAT BT malicious i TR fIdd HRar & o &1 8 Adhdl &7°

A S BIFRRT J9uw W AR fasam s waar 2
B B el B fderd B R ®
C. S Y IUSE & IR H U A U< & Fohall 2 |
D J AT H HdIR S¥AdIS B Idhd 8 I BT |Age R o SIv S
e
18. What is the main goal of a social networking phishing attack?
A. To provide free security updates to users
B To steal user account credentials by redirecting them to a fake login page
C. To promote legitimate themes and applications
D To help users update their profiles and settings
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AT Feafd BRAT gl 1 q1 &g HIT 8°

A. SUANThIAT Pl GU FR&T TS UG BRIl

B. SUIRTE! AT SRR DI Adbell AN U8 IR GAMGRIT BRD g

C. Y fAawdl &R AN ®T dem Tl a7 & fory

D. STARTHAIR Bl Sd! Uhlgd MR AT s BT H Agg B & folu
19. What can happen if you disable or alter your firewall settings for file sharing

programs?

A Your firewall becomes more secure

B It allows your antivirus software to block malicious files

C. You will be able to download files faster

D Your computer becomes more vulnerable to attacks and unauthorized access

I MY BIgl ATSMHROT YUTH & {oTU U+ BRIRAT AT BT 31emq I gRafid
B A T 8 bl &7

A.

3MIHT HRRETS Afdd GRfET & SI7am 2

B. Y8 IS YSIAIRA TSI Pl gAYl BIgall Pl &l BT DI JFANT
EGI

C. AT TN A BIgel SISAAIS R H e g

D. 3B HIYCR FHI 3R IFREHT Ugd & Ul M HAdeeier 81 S 2
20. Key characteristics of firewall tunneling-

A It allows IM clients to encrypt messages securely.

B It ensures only authorized users can bypass firewalls

C. It allows IM clients to exploit any open port to bypass firewall controls.

D It blocks all incoming connections from peer-to-peer networks

BRRAS SR &1 TS faemya—

A.
B.
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21. Cyber stalking is-

A. Creating websites for public use

B Using electronic communication to harass someone
C. Learning how to hack into systems

D Downloading illegal software

ATGR b B—

A. ATdSif<e START & oI dedrse a1

B. B BT WRIMH IR & U Solaei=ed FIR BT START HRAT
C. fRed 1 g BT AT

D. Y ATFCRR SISTAlS Bl

22. One common tactic used by online predators to approach children-
A. Offering help with homework
B Promoting educational websites
C. Pretending to be a child
D

Sharing informative content

gedi W AUD IR & fory g ReRal gR1 SuaRT & SH dTell U A=
UIfa—

A, BHAD H A DI UHI HRAT

B. 3T dqwTSel BT QAT AT

C. T B @1 AICd BRAT

D. I IHD ATHUT AT BT

23. A weakness associated with passwords-

A Sharing passwords with others

B Using passwords with a mix of characters
C. Changing passwords regularly
D

Using encryption software
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24.

25.

qras H Sl U HHGINI—

A. TR & A1 YT A1ST Al

B. quil & AT & A1 UTadS BT SYART HRAT
C. yde g T 9 geaHT

~ o
D. UT<hRTH HIHCIIN bl SUINT HRAl

A brute force attack is-

A Stealing passwords by looking over someone’s shoulder

B Trying all possible password combinations until the correct one is found
C. Sending fake emails to steal credentials

D Cracking passwords by decrypting them directly

TUdh brute force I 3TehHUT 3—

A B & BT Pl AR TEIR YIS R

B. e UIds e d@ § F9Ifdd Irads |areTl Bl STToTHT]
C. PSRRI IR & foIg Holl SHel HorH]

D. UGS B U fSfhe axa ha Bl

A threat related to mobile phone connectivity using technologies like Bluetooth,
Wifi, and USB-

A. Theft of SIM cards

B Unauthorized physical access

C. Exposure of battery life
D

Connectivity security threats

wICY, ARWIS IR JUHE! Sl dHAIDI BT STANT HRD AGIgel B drifdefde] |
Heferd WaRi—

R\ &1 @1 TR

IR wife ugd

9l Silae BT TaAUIoR

rfdrelac! FRe TR

o0 ®»
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26. What should you do in case your mobile phone is lost or stolen?

A. Ignore it and continue using the phone

B Keep the IMEI code of your phone in a safe place to block it with the operator
C. Change your phone number immediately

D Report the theft to your friends on social media

AfE 3MUST AEIge BIF @I SIQ I AR B SQ Al YD T HIAT ATMRY?

A. T O 3T B 3R B BT SWHIA TN I

B. 307 ®IF & IMUASTS PIS Pl NS & U i dRT & oy JRia
I TR T

C. 3O B HeR A d&e
D.  Wrrd Hifew W uA Al @ AN @ RAE N

27. What is credit card fraud?

A. Using a stolen or unauthorized credit card to obtain goods or services
B. Using one’s own credit card for purchasing goods

C. Paying credit card bills online

D. Sharing your credit card details with friends

Bfec BIe IRITS! F=T 22
A. AT AT HATG U - & oy aRY A1 Ffdad $iee w18 &l STanT

B. I WRIe & folu W & Bhiee dle BT SUANT Bl
C. HIST Ble I BT ATTATEA PIATT AT
D. TG B AT U BT BIe BT IR0 AT HRAT

28. The primary function of the Microsoft Malicious Software Removal Tool-
A To block malicious software from running on a computer
B. To detect vulnerabilities in a computer system
C. To remove specific prevalent malicious software from an already-infected
computer
D. To provide real-time protection against malware
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Microsoft Malicious Software R¥ael <ol &1 Urarfis wri—

A. gUTaATYe] HIFCdR Bl BRI W Fol | Ude & forg

B. PRIey RRed # HHSIRAT &7 9T o & forg

C. Ugel W B HehAd HReR ¥ fARTe yaferd guiayol |itedar &I seH &

ferg

D. AR & RaeT® aR<fded TAd GRET Y& - & oy

29. The primary function of the Microsoft Security Assessment Tool (MSAT)-

A To scan for viruses and malware

B To provide risk-assessment and best practices for IT infrastructure security
C. To manage network traffic

D To enforce security policies and regulations

Microsoft Security Assessment Tool (MSAT) &T UTIfAd HRI—

A. IRY 3R HATIR Bl T B & forw

B.  3Tsc! JFATE @i & GRET & foly SIRaA—F e iR | 31y
Yald dXAT

C. qcdd IIATITd BT Uee B & foIu

D. el Nifcrl &R fAf Ml @1 e &=

30. What is the primary feature of X-Scan?

A. It is a firewall management tool

B It is used to scan for malware in emails

C. It is a basic network vulnerability scanner using multi-threading
D Itis an antivirus program

TRI—hd B e fagwar «r 87

IE T BRIRAIA Uee SUBRYT 2

BT STANT SHA H HAdIR BT b= B & fov fbar Srar &

T8 AU BT IUINT B Tl U 1G] Aedd Werdl Wbk
Ig U TSR UM ©

o0 ®»
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31. Which tool is commonly used to protect data on public Wi-Fi?

A. Antivirus

B. VPN (Virtual Private Network)
C. Firewall

D Ad Blocker

A d aE—hs TR Sl B &l & ol IMHAR WR B USRI BT ST

far ST &7
A [SICI DRSS
B e (@t wde Tead)
C BTl
D fASiue JTeRI®
32. What is a common sign of a phishing email?
A. Personalized greeting
B Official company logo
C. Detailed contact information
D Spelling errors and urgent language

PRI S8 BT ATH=Y &I T 87

A. Jafdded Aoare

B.  SMUBING HU BT AN

C. ERSREGECAVIECIN

D.  Id-l @l FfeA 3R LIS |

33. Which of these is a secure browsing practice?
A. Clicking on random pop-up ads
B. Using public Wi-Fi without a VPN
C. Checking for ‘http://’in the website URL
D. Ignoring browser security warnings

ST W DI A1 R s et 77
A. YeU ufu—am fasmu=i w fdedd HRA
B. heT & 991 AdSE aE—HTS BT SYANT HRAT
C. JgdISC JARYUS H ‘http://’ I S BRAT
D. FTIGR GRE AT Pl ATSET BReAl
34. What is the purpose of encryption in cybersecurity?
A. To make data easier to access

To hide files from users
To protect data from unauthorized access
To speed up data transfer

OO0
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ATGER GReTT # UFe &1 Seeg 7 87
STT % Ugd Bl MAM 991 & folg
B. ST ¥ BIgel U™ & forg
C. T Pl ARG Ugd H A & forg
D ST TR BT Aol B & oy

>

35. Which of these is a sign of malware infection?
Faster device performance

Unwanted pop-ups and ads

Reduced internet bills

Increased storage space

[ 4 DI AT HAdIR HHHIT BT Hbd 87
a9 fearssd v
Jqifd drg—ary 3R fasio=
gox-c fad o9 8 T
HSROT W ¥ gig

_UOPJP’%/ o0 wpr

36. What is the primary purpose of a CAPTCHA?

A To prevent automated bots from accessing websites
B. To improve website speed
C. To encrypt user data
D. To track user activity
DT BT UAAS L9 T 27
A. ATt dicd ®I dqdIge] dd ygad 9 Adh & oy
B. Jadrge @ Ry A IR A B fog
C. STINTEHAl ST Ufspe w1 & fory
D. STARTERAT TARART B ¢F H_A & forg
37. What should you do if your online account is hacked?
A. Ignore it and hope it resolves itself
B. Immediately change your password and enable 2FA
C. Delete your account permanently
D. Share your password with a friend for help
IS YD AAATZT STHISC 8 & SIY Al ATIDI FRIT HIAT ATRY?
A U ISl BN IR MM W B T® WI A & S
B. R 37U URIGS d&ol IR 2UHY HelH
C. 3T FTT Xl w9 H 8T <
D. Ao & foru ol A & Arer 3roeT uNIaS TS AN
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38.

39.

40.

Which of the following is an example of Two-Factor Authentication (2FA)?
A. Password only

Security question only

Password + OTP on mobile

Username only

OO0

N O\ N

=feRad § | B9 AT T—haex AACHIA (2FA) FT ISR &7
I UTdS
Hacl GReT U
HeIsel IR UIds + 3Merl
Bae SYARTHAT A1

o0 w>

Which of the following is a key indicator of spyware?
A. Pop-up ads

B Unauthorised access to personal files

C. Unusually slow device performance

D All of the above

fforRead § & ®IF A1 WSIRR &1 U@ Fohdd o7

A dig—3m fasmoE

B. I BISl T FEdhd Ugd
C.  I\EN WU A 4 $arew yewlH
D.  SWRIEd |l

What is a common cybersecurity mistake people make?

A. Using antivirus software
B. Enabling 2FA

C. Clicking on unknown links
D. Regular software updates

QNI §IRT &1 S dTell AHTg AIgeR R el & &7
GETIRRE WIS BT SUINT Rl

20U e BHRAT

3reTd fofd WX fdetd el

Frafa Airedar suse

o0 ®»
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