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GECS-01
Foundation of Cyber Security

Examination, June 2025

Time : 2:00 Hrs. Max. Marks : 100

Note :— This paper is of Hundred (100) marks divided into
Two (02) Sections ‘A’ and ‘B’. Attempt the questions
contained in these Sections according to the detailed
instructions given therein. Candidates should limit
their answers to the questions on the given answer
sheet. No additional (B) answer sheet will be

issued.
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Section—A
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Long Answer Type Questions
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Note :— Section ‘A’ contains Five (05) Long-answer
type questions of Twenty Six (26) marks each.
Learners are required to answer any two (02)
questions only.
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1. What is Cyber Stalking ? Discuss its legal implications,
psychological effects, and the measures being taken to

prevent it.
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2. Discuss the various methods used in cyber security.
Explain the importance of authentication, encryption,
and digital signatures in maintaining a secure online

environment.
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3.  What are secure password practices, and why is two-
step verification important ? Discuss how these practices

help in securing online accounts and sensitive data.
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4.  What are the security issues related to social media
platforms ? Discuss how users can protect their personal
information while using social media and avoid

becoming victims of cyber-crime.
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5. What are the risks associated with unsecured public
Wi-Fi networks ? How can users protect their sensitive
information when using public Wi-Fi ?
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Short Answer Type Questions
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Note :— Section ‘B’ contains Eight (08) Short-answer type
questions of Twelve (12) marks each. Learners are
required to answer any four (04) questions only.
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1. Explain the concept of Spamming in cyber-crime. How
can spam be prevented, and what are the risks it poses

to users ?
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2. What is Data Diddling ? Discuss how this type of fraud
is carried out and the consequences of data alteration
for fraudulent purposes.
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3. Explain the importance of configuring firewalls on
Windows and mac.OS. How do firewalls improve
system security by blocking harmful access and ensuring

safe communication ?
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4. Discuss the concept of "secure voice communication"
on smartphones. What are the methods to ensure that
voice calls and messages remain private and secure ?
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5. What are the advanced smartphone security techniques ?
Explain how features like biometric authentication can

enhance smartphone security ?
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6. Explain the process of clearing the cache in Internet

Explorer. Discuss the importance of clearing the cache

regularly.
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What is Cyber Forensics ? Explain its importance in

investigating cyber-crimes.
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8. Write short notes on any four from the following:
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Denial of Service Attack
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E-mail Spoofing
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Online Auction Fraud
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Cyber Squatting
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Logic Bombs
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Web Jacking
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