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Note :– This paper is of Hundred (100) marks divided into

Two (02) Sections ‘A’ and ‘B’. Attempt the questions

contained in these Sections according to the detailed

instructions given therein. Candidates should limit

their answers to the questions on the given answer

sheet. No additional (B) answer sheet will be

issued.

uksV % ;g iz'u&i= lkS (100) vadksa dk gS] tks nks (02) [k.Mksa ^d*

rFkk ^[k* esa foHkkftr gSA izR;sd [k.M esa fn, x, foLr`r

funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSA ijh{kkFkhZ

vius iz'uksa ds mÙkj nh xbZ mÙkj&iqfLrdk rd gh lhfer

j[ksaA dksbZ vfrfjDr (ch) mÙkj&iqfLrdk tkjh ugha dh

tk;sxhA
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Section–A

([k.M–d)

Long Answer Type Questions

(nh?kZ mÙkjh; iz'u) 2×26=52

Note :– Section ‘A’ contains Five (05) Long-answer

type questions of Twenty Six (26) marks each.

Learners are required to answer any two (02)

questions only.

uksV % [k.M ^d* esa ik¡p (05) nh?kZ mÙkjh; iz'u fn;s x;s gSa] izR;sd

iz'u ds fy, NCchl (26) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa dks

buesa ls dsoy nks (02) iz'uksa ds mÙkj nsus gSaA

1. What is Cyber Stalking ? Discuss its legal implications,

psychological effects, and the measures being taken to

prevent it.

lkbcj LVkWfdax D;k gS \ blds dkuwuh çHkko] ekufld çHkko

vkSj bls jksdus ds fy, mBk, tk jgs dneksa ij ppkZ djsaA

2. Discuss the various methods used in cyber security.

Explain the importance of authentication, encryption,

and digital signatures in maintaining a secure online

environment.

lkbcj lqj{kk esa mi;ksx dh tkus okyh fofHkUu fofèk;ksa ij ppkZ

djsaA ,d lqjf{kr vkWuykbu okrkoj.k cuk, j[kus esa çek.ku]

,fUØI'ku vkSj fMftVy flXuspj dk egRo le>k,aA
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3. What are secure password practices, and why is two-

step verification important ? Discuss how these practices

help in securing online accounts and sensitive data.

lqjf{kr ikloMZ çFkkvksa ds ckjs esa crk,a] vkSj nks&pj.kh; lR;kiu

D;ksa egRoiw.kZ gS \ bu çFkkvksa ls vkWuykbu [kkrksa vkSj laosnu'khy

MsVk dks lqjf{kr j[kus esa dSls enn feyrh gS] bl ij ppkZ djsaA

4. What are the security issues related to social media

platforms ? Discuss how users can protect their personal

information while using social media and avoid

becoming victims of cyber-crime.

lks'ky ehfM;k IysVQkWElZ ls lacafèkr lqj{kk leL;kvksa ij ppkZ

djsaA mi;ksxdrkZ viuh O;fäxr tkudkjh dks lks'ky ehfM;k ij

lqjf{kr dSls j[k ldrs gSa vkSj lkbcj vijkèk dk f'kdkj gksus ls

dSls cp ldrs gSa \

5. What are the risks associated with unsecured public

Wi-Fi networks ? How can users protect their sensitive

information when using public Wi-Fi ?

vlqjf{kr lkoZtfud Wi-Fi usVodZ ls lacafèkr tksf[ke D;k gSa \

mi;ksxdrkZ lkoZtfud Wi-Fi dk mi;ksx djrs le; viuh

laosnu'khy tkudkjh dks dSls lqjf{kr j[k ldrs gSa \
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Section–B

([k.M–[k)

Short Answer Type Questions

(y?kq mÙkjh; iz'u) 4×12=48

Note :– Section ‘B’ contains Eight (08) Short-answer type

questions of Twelve (12) marks each. Learners are

required to answer any four (04) questions only.

uksV % [k.M ^[k* esa vkB (08) y?kq mÙkjh; iz'u fn;s x;s gSa]

izR;sd iz'u ds fy, ckjg (12) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa

dks buesa ls dsoy pkj (04) iz'uksa ds mÙkj nsus gSaA

1. Explain the concept of Spamming in cyber-crime. How

can spam be prevented, and what are the risks it poses

to users ?

lkbcj vijkèk esa LiSfeax dh voèkkj.kk Li"V djsaA LiSe dks dSls

jksdk tk ldrk gS vkSj ;g mi;ksxdrkZvksa ds fy, D;k tksf[ke

mRiUu djrk gS \

2. What is Data Diddling ? Discuss how this type of fraud

is carried out and the consequences of data alteration

for fraudulent purposes.

MsVk fMMfyax D;k gS \ bl çdkj ds èkks[kkèkM+h dks dSls vatke

fn;k tkrk gS vkSj èkks[kkèkM+h ds mís'; ls MsVk esa cnyko djus ds

ifj.kkeksa ij ppkZ djsaA
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3. Explain the importance of configuring firewalls on

Windows and mac.OS. How do firewalls improve

system security by blocking harmful access and ensuring

safe communication ?

fo.Mkst vkSj eSdvks,l ij Qk;jokWy dkWfUQ+xj djus dk egRo

le>k,aA Qk;jokWy gkfudkjd igq¡p dks jksddj vkSj lqjf{kr

lapkj lqfuf'pr djds flLVe dh lqj{kk dSls c<+krs gSa \

4. Discuss the concept of "secure voice communication"

on smartphones. What are the methods to ensure that

voice calls and messages remain private and secure ?

LekVZQksu ij ^lqjf{kr okW;l dE;qfuds'ku* dh voèkkj.kk ij

ppkZ djsaA ;g lqfuf'pr djus ds fy, dkSu ls rjhds gSa fd

okW;l dkWy vkSj lans'k futh vkSj lqjf{kr jgsa \

5. What are the advanced smartphone security techniques ?

Explain how features like biometric authentication can

enhance smartphone security ?

mUur LekVZQksu lqj{kk rduhd D;k gS ds ckjs esa crk,aA ;g

le>k,a fd ck;ksesfVªd çek.khdj.k LekVZQksu lqj{kk dks dSls c<+k

ldrh gSA

6. Explain the process of clearing the cache in Internet

Explorer. Discuss the importance of clearing the cache

regularly.

baVjusV ,DlIyksj esa dS'k dks lkQ djus dh çfØ;k le>k,aA

fu;fer :i ls dS'k lkQ djus ds egRo ij ppkZ djsaA
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7. What is Cyber Forensics ? Explain its importance in

investigating cyber-crimes.

lkbcj QksjsaflDl D;k gS \ lkbcj vijkèkksa dh tk¡p esa bldh

egRork le>k,aA

8. Write short notes on any four from the following:

fuEufyf[kr esa ls fdlh pkj ij laf{kIr fVIi.kh fy[ksa %

(a) Denial of Service Attack

fMuk;y vkWQ lfoZl vVSd

(b) E-mail Spoofing

bZ&esy L;wfQax

(c) Online Auction Fraud

vkWuykbu uhykeh èkks[kkèkM+h

(d) Cyber Squatting

lkbcj LDokfVax

(e) Logic Bombs

ykWftd ckWECl

(f) Web Jacking

osc tSfdax

**************


