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Note :– This paper is of Hundred (100) marks divided into

Two (02) Sections ‘A’ and ‘B’. Attempt the

questions contained in these sections according to

the detailed instructions given therein. Candidates

should limit their answers to the questions on the

given answer sheet. No additional (B) answer

sheet will be issued.

uksV % ;g iz'u&i= lkS (100) vadksa dk gS] tks nks (02) [k.Mksa ^d*

rFkk ^[k* esa foHkkftr gSA izR;sd [k.M esa fn, x, foLr`r

funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSA ijh{kkFkhZ

vius iz'uksa ds mÙkj nh xbZ mÙkj&iqfLrdk rd gh lhfer

j[ksaA dksbZ vfrfjDr (ch) mÙkj&iqfLrdk tkjh ugha dh

tk;sxhA
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Section–A

([k.M–d)

Long Answer Type Questions

(nh?kZ mÙkjh; iz'u) 2×26=52

Note :– Section ‘A’ contains Five (05) Long-answer

type questions of Twenty Six (26) marks each.

Learners are required to answer any two (02)

questions only.

uksV % [k.M ^d* esa ik¡p (05) nh?kZ mÙkjh; iz'u fn;s x;s gSa] izR;sd

iz'u ds fy, NCchl (26) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa dks

buesa ls dsoy nks (02) iz'uksa ds mÙkj nsus gSaA

1. Differentiate between various types of malware, such

as viruses, worms, and Trojan horses.

fofHkUu izdkj ds eSyos;j] tSls ok;jl] okse] vkSj Vªkstu gkWlZ ds

chp varj djrs gSa \

2. What is cyber forensic ? Explain its significance in

cyber-crime investigations.

lkbcj Qksjsafld D;k gS \ lkbcj&vijk/k dh tkap esa bldk

egRo crk,aA

3. Describe the key cyber security initiatives undertaken

by India to counter cyber-crimes.

lkbcj vijk/kksa dk eqdkcyk djus ds fy, Hkkjr }kjk fd, x,

izeq[k lkbcj lqj{kk igyksa dk o.kZu djsaA
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4. What factors should users consider when selecting a

browser for their requirements ? Provide examples.

viuh vko';drkvksa ds fy, czkmt+j dk p;u djrs le;

mi;ksxdrkZvksa dks D;k dkjd ekuuk pkfg, \

5. Discuss advanced smartphone security techniques,

including secure communication and data storage.

lqjf{kr lapkj vkSj MsVk laxzg.k lfgr mUur LekVZQksu lqj{kk

rduhdksa ij ppkZ djsaA

Section–B

([k.M–[k)

Short Answer Type Questions

(y?kq mÙkjh; iz'u) 4×12=48

Note :– Section ‘B’ contains Eight (08) Short-answer type

questions of Twelve (12) marks each. Learners are

required to answer any four (04) questions only.

uksV % [k.M ^[k* esa vkB (08) y?kq mÙkjh; iz'u fn;s x;s gSa]

izR;sd iz'u ds fy, ckjg (12) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa

dks buesa ls dsoy pkj (04) iz'uksa ds mÙkj nsus gSaA

1. Explain the history and evolution of the internet,

including its key milestones.

baVjusV ds bfrgkl vkSj fodkl ds eq[; fcanqvksa dh foLr`r

O;k[;k djsaA
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2. Define DNS and discuss its importance in internet

infrastructure.

DNS dks ifjHkkf"kr djsa vkSj baVjusV cqfu;knh <kaps esa blds

egRo ij ppkZ djsaA

3. What is authentication, and why is it crucial for cyber

security ? Provide examples.

izek.khdj.k D;k gS] vkSj lkbcj lqj{kk ds fy, ;g egRoiw.kZ D;ksa

gS \ mnkgj.k iznku djsaA

4. Explain the concept of encryption and its role in securing

digital communication.

,fUØI'ku dh vo/kkj.kk vkSj fMftVy lapkj dks lqjf{kr djus esa

bldh Hkwfedk dh O;k[;k djsaA

5. Discuss the key steps involved in investigating a cyber-

crime.

lkbcj vijk/k dh tkap esa 'kkfey izeq[k pj.kksa ij ppkZ djsaA

6. Analyze the reasons behind the increasing frequency of

cyber security attacks.

lkbcj lqj{kk geyksa dh c<+rh vko`fÙk ds ihNs dkj.kksa dk fo'ys"k.k

djsaA
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7. Explain the guidelines for generating and setting a secure

password.

,d lqjf{kr ikloMZ mRiUu djus vkSj lsV djus ds fy, fn'kkfunsZ'kksa

dh O;k[;k djsaA

8. What are the general guidelines for ensuring safety on

social networking platforms ?

lks'ky usVofd±x IysVQkWeZ ij lqj{kk lqfuf'pr djus ds fy,

lkekU; fn'kkfunsZ'k D;k gSa \

**************


