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INTRODUCTION TO CYBER SECURITY
(MSCIT/MSCCS/DCA/CCA/CEGCS)

Examination, June 2025

Time : 2:00 Hrs. Max. Marks : 100

Note :— This paper is of Hundred (100) marks divided into
Two (02) Sections ‘A’ and ‘B’. Attempt the
questions contained in these sections according to
the detailed instructions given therein. Candidates
should limit their answers to the questions on the
given answer sheet. No additional (B) answer

sheet will be issued.
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Section—A
(@us-=h)
Long Answer Type Questions

(& S 99) 2%26=52

Note :— Section ‘A’ contains Five (05) Long-answer
type questions of Twenty Six (26) marks each.
Learners are required to answer any two (02)
questions only.

e wue'w H Ui (05) < g uE e T E, uoe
¥ & foIu se1g (26) i fuifa €1 fnenfemi =
T G Had & (02) I & W A T

1. Differentiate between various types of malware, such

as viruses, worms, and Trojan horses.
fafi= R & Horerr, S8 9eR™, 9™, IR 2eH " &
i ST A T 2

2. What is cyber forensic ? Explain its significance in
cyber-crime investigations.
TSR Hfaeh F1 § 7 WEeR-3Tq0Y Hi S § SHeR
He ST |

3. Describe the key cyber security initiatives undertaken

by India to counter cyber-crimes.

GrEe T 1 Hehtoren hid & faqq wRa g fvg o
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4.  What factors should users consider when selecting a

browser for their requirements ? Provide examples.

AU MEvIHAS & U ISR w1 WU Hd 9HA
ITNTRAT Tl F1 Rk JHAT Mgy, ?

5. Discuss advanced smartphone security techniques,

including secure communication and data storage.
T SR SR e HUew Wi S SEEH g
TehTen] T ==l |
Section-B
(Tvs-@)
Short Answer Type Questions
(g I U9H) 4x12=48

Note :— Section ‘B’ contains Eight (08) Short-answer type
questions of Twelve (12) marks each. Learners are
required to answer any four (04) questions only.

dE:  w@uE ‘w’ # eme (08) @Y Swd wed e W™ §,
e U9 & fot g (12) 3k fAuifia €1 fanfemt
I TTH ¥ Hadl AR (04) T & SW 4 T

1. Explain the history and evolution of the internet,

including its key milestones.
e & sfaem oIk fowm & geu fegstt =t fowga
AT L
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Define DNS and discuss its importance in internet

infrastructure.
DNS @1 afwrfd i 3R 3etie gfmet e= # 3us
g W I= Hi|

What is authentication, and why is it crucial for cyber

security ? Provide examples.

THTONROT 3T €, 3T WIEeR gRan & fau o8 mecyel =i
€ 7 SR WEM |
Explain the concept of encryption and its role in securing

digital communication.

T i 3R iR fefSea =R #1 gefaa w1 |
S9! fHeRT T AT L

Discuss the key steps involved in investigating a cyber-

crime.
HIEeR 3TIUY i S H IMHA T =R T == e |
Analyze the reasons behind the increasing frequency of

cyber security attacks.

TEeR & THa i sigd! STgfd o e ol i fowersm
ol
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7. Explain the guidelines for generating and setting a secure

password.

T T IrHae 3cq A 3R T2 e & forw feenfesi
1 A |
8. What are the general guidelines for ensuring safety on

social networking platforms ?

T AeafhT @iehid W el A= & & fau
g feenfadsr = € 2
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