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1. This paper consists of 40 multiple choice questions (M.C.Q.). All questions are

Compulsory and carry 01 mark each. There is no negative marking.

59 I 5 H 40 iR W € | |l v A € 9 T SR 01 39 o 2] e
I o foTg 3ten 2 e S|

2. Each question has four alternative responses marked (A), (B), (C) and (D). You
have to choose an appropriate answer option and mark it on the OMR sheet.
Tedsh R o =R 3l fehed (A), (B), (C) T (D) foT T & | HATIeh! 30 Ieail ferehe
T AT L IR SAGH.IR TIF T 3ok AT 2 |

3. For marking answers on OMR sheet, follow the detailed instructions given on the
OMR Sheet.
FTOTHOITRO I WX 3T HET Icaik ol feIivad i oh fTT Yo X 3iferet et ot a1e hifs |

4. Use only Blue or Black ball point pen for marking on OMR.

SAOTHOITO T Forrg T o TTT sharet it 31 el SieT wiig U ol &1 SEAHT ehifsig)
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1. Which international treaty aims to address internet and computer crime?
A. Geneva Convention
B Budapest Convention
C. Hague Convention
D

Rome Statute

e SfRisg <y &7 I gevrie 3R HWCR IR HI HAIRIT FHRAT 27

A. ISECIICaENE
B.  JSIT FHavH
C. T e
D. ¥ Hfafd
2. Which of the following is a key feature of Cyber Law?
A. Protection of intellectual property online
B. Regulation of online advertising
C. Establishment of digital signatures
D. All of the above
FeAfelRad @ & B9 ARaR B o b T ferar 272
A. iiFerre difged |UaT Bl grefl
B. 3itetrg fa=mas &1 fafree=
C. fSfTee BXTER] B =AYl
D.  SWIiad |4
3. What does HTTP stand for?
A. HyperText Transfer Protocol
B Hyper Transfer Text Protocol
C. Hyper Text Transport Protocol
D None of the above
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HTTP T T 312t 287

A. gIgUNCRC Qi%‘ll‘b% PIMEAL
B EIRWR CNIPR TdRe UIcidid
C. EISIRCRT CIUIC UIeThld
D SWIFd H | PIg 2l
4. Which programming language is primarily used for web development?
A Python
B JavaScript
C. C++
D Java

99 STavHe @ fory g wu | 5 AR e &1 SuAnT fher S 27

A. BIRRE]
B SITATREpE
C. C++
D NIEi
5. What is the purpose of a firewall in network security?
A. To block unauthorized access

B To monitor network traffic
C. To encrypt data
D

To store data backups

qcdd e H HRRAle B Ieed R 2?
A ARG UET BT D BRA

B. Jead s BT AR BT

C. T YW HRAT

D ST dHAT TR HRAT

P.T.O.
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6. Which section of the IT Act, 2000, deals with the legal recognition of electronic
contracts?
A Section 10A
B Section 10B
C. Section 11
D Section 12

3MST JAMAFTRIA, 2000 B B A URT S d AT B BN A=Iar ¥ Fefd

2?
A. gNT 10A
B. gRT 108
C. gRT 11
D. ENT 12
7. What is required for an electronic contract to be legally valid?
A. Digital signature

B Written consent
C. Physical presence
D

Notarization

SIS ST BT B wU A I g9 B foy R®IT MaeTd 82

A. fSfTee xR
B. foraa wreHfa
C. Hifdes IuRRerf
D. BIGNER
8. Which of the following is true about electronic contracts?
A. They must be in writing

B They require a physical signature
C. They are recognized under the IT Act, 2000
D They are note legally binding
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goagive araell & R H fmforRed # & @9 1 9 87

A. S forfRaa wu & g =nfeu
B. I HIfdd SRR B JaITHdT Bl ©
C. Je ST AATE, 2000 P T ARG U 2
D.  d BN U ¥ drABRI T8 &
9. When did the IT Act, 2000, come into force?

A. 1st January 2000

B 1st April 2000

C. 17th October 2000
D 1st December 2000

ST SffRfEH, 2000 P AN GIMT?

A 1 STFTERT 2000
B. 1 378 2000

C 17 3FCER 2000
D 1 fe&d9= 2000

10. Which section of the IT Act, 2000, deals with the publication of rules and regulations
in the Electronic Gazette?
A. Section 8
B Section 9
C. Section 10
D Section 11

ST AT, 2000 B BT A IR goidei=h o= § 4t iR fafet &

B A Heferd g7
A ¢RT 8
B. RT 9
C &RT 10
D RT 11

P.T.O.
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11. What is the penalty for hacking under Section 66 of the IT Act, 20007?

A. Imprisonment up to 3 years and /or fine up to ¥5,00,000
B Imprisonment up to 5 years and /or fine up to ¥10,00,000
C. Imprisonment up to 2 years and /or fine up to ¥2,00,000
D Imprisonment up to 1 years and /or fine up to ¥1,00,000

M AT, 2000 BT GURT 66 F TEA BfbT B forw < FaT B?
3 a¥ % BRIEM R /35,00,000 AT Tb FAT
5 9 9% HRIE™ AR /T10,00,000 AT T SFAMT
2 9§ q% HRIEE AR /T2,00,000 AT T AT
1 99 T HRMEN 3R /T1,00,000 AT T AT

o N = >

12. Which section of the IT Act, 2000, deals with the legal recognition of digital

signatures?

A. Section 3

B Section 4
C. Section 5
D

Section 6

3MST AR, 2000 B BIF A gRT fSiTee TR & ST AT 9 Hefera

87

A RT3
B. HRT4
C R 5
D. HRT6

13. Which is the role of the Controller of Certifying Authorities (CCA) under the IT Act,

20007

A. To issue digital certificates

B To regulate certifying authorities
C. To investigate cybercrimes

D To draft cyber laws
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JMSCT ST, 2000 & T&d AU UIRIHROT =3 (CCA) T AT @I 87

O\ ON [aN

A [sluicel YHIVTYA SIIXT Xl

SIEEN Cbl"L"II- ‘Sl AT IR HOXAI

14. Which section of the IT Act, 2000, deals with the retention of electronic records?
A. Section 7
B Section 8
C. Section 9
D Section 10

sl IfSfIH, 2000 & B A URT Soidei~h Rbfe & IERET I Ffd 27

A. gRT 7
B gIRT 8
C. gRT 9
D ERT 10

15. Which of the following is an offense under the IT Act, 2000?
A Sending offensives messages through communication service
B Identity theft
C. Cyber terrorism
D All of the above

frerforRad & & &9 a1 smedl |, 2000 & d8d R 87
A. AR AT & HEIH | MRS QY Wor !
B. ggaE & AR
C.
D.

ArgeR ATdhdla

IURTRT T4

P.T.O.
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16. Which section of the IT Act, 2000, deals with the power to issue directions for
interception or monitoring of information?
A Section 69
B Section 70
C. Section 71
D Section 72

3MSEY 3, 2000 & B I IRT G & A=A A1 R & forg fdy

SR B @I WAl A e 27
A ©RT 69
B gRT 70
C.  HRIT71
D.  HRI72

17. Which section of the IT Act, 2000, deals with the breach of confidentiality and
privacy?
A. Section 72
B Section 73
C. Section 74
D Section 75

ST AT, 2000 B DI AT GRT MINFAT AR 571 & Sooied A Heferd 287

A gRT 72
B. ERT 73
C gRT 74
D gIRT 75

18. Which of the following is a cybercrime under the IT Act, 20007?

A. Sending offensive messages
B Hacking

C. Identity theft

D All of the above
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fa=faRad & & @19 a1 Mgl AR, 2000 & Ted AR JWTT 287

A.
B.
C.
D.

6lll4lr’:‘l\rl"|q7 QYT HOIT
HEall

ggae & ARl
SENESEGR]

19. Which section of the IT Act, 2000, deals with the punishment for identity theft?

A.

B
C.
D

Section 66C
Section 66D
Section 66E
Section 66F

TSl A, 2000 B B Al GRT g P IRT & o0 g8 I Feod 87

A. &IRT 66C
B. &IRT 66D
C. eIIRT 66E
D. ¢IRT 66F
20. What does “Internet jurisdiction”refer to?
A. The ability to regulate internet prices
B The authority of a court to hear a legal case involving online activities
C. The power of the ISP to block content
D Regulation of internet cafes

A.
B.

A-1112

gexdc @ dHdl @ fafaffd e &) awar

3iferTs TARRRT & € ST AFel & GAdTs &R Bl 1A BT
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21. Electronic contracts are governed by the same principles as:

A. Verbal contracts

B Traditional paper contracts
C. International treaties

D None of the above

Solagie el Bl S Rigidl grT R faar S 2

A. AR arae
B. URUYRS BTG AJde
C. IR et
D. T 9 PIS T
22. For an electronic contract to be valid, the parties must have:
A Physical signature
B Mutual consent and lawful object
C. Face-to-face negotiation
D Digital stamp

Selagid Idd & a9 8F & fofg, "ell & uTq 8+ @12y
A. AT EXER

B. MUl WEHfT 3R Iy ST

C

D

JMAI—ATAA dIedid

fefotee werm
23. What authenticates the parties’ intention in an electronic contract?
A. Biometrics
B Digital Signature or e-Signature
C. Handwriting analysis
D Physical presence
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3TEET BT AT FHIOT BRAT & Seldgii+d a8l H RIS BT SIaT a7 2°
A. CIRIEIIER]
fefiTeeT BXeR a1 §—awer

B.
C. RBSRICEREESEL]
D

Hifcre IuRerfa
24. An electronic contract formed through email or online forms is considered:
A Void

B Unenforceable
C. Valid under the IT Act
D

Only valid for B2B transactions

SHSl T3S BF & ATIH ¥ I Y oldgi~d e Pl AFT Il 2
A I
B. SIEEREIR
C. MS! AfAfRM & d8d 9y
D. ddel B2B oFed & forg dur
25. The IT Act, 2000 provides legal recognition to electronic records under:

A. Section 3
B Section 4
C. Section 5
D

Section 6

ST ST, 2000 Seagiid Rbis BT BT AT UGTH BT &

A. gRT 3
B 9T 4
C. gRT 5
D gRT 6

P.T.O.
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26. What is the legal status of digital signatures under the IT Act?

A Informal approval

B No legal recognition

C. Same as handwritten signature

D Recognized only in government contracts

AMs <l AffRm & ded fSfied swmeri & s Rafa @ &7

A. SEIECIREAREIEAR

B BIS BN AT el

C. BRI BRIER & HH

D BIA ARBRI el H AT U

27. Which authority regulates certifying authorities for digital signatures in India?
A. SEBI
B TRAI
C. Controller of Certifying Authorities (CCA)
D

RBI
TR H fSRead gwerl @ oy wHoe wifSraRon o7 &9 a1 wiferaRor 3
PRAT 2°
A. KK
B. T
C. THIUTE YTferaxoT 576 (CCA)
D RBI
28. Which section of the IT Act provides legal recognition for digital signatures?

A. Section 2
B Section 3
C. Section 4
D

Section 5
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AMST AR B DI A a7 fSfTea SR ST Sl AFIAT UG Rl 27

A. gIRT 2
B gIRT 3
C. gRT 4
D gRT 5
29. Which of the following is not essential for a valid e-contract?
A Offer and acceptance
B. Consideration
C. Physical meeting
D. Lawful object
T 33y & foy FfaRad 5 9§ dF |1 e 81 &7
A. g IR g
B. faar
C. HIfds do®
D.  JY I
30. Wrap-up contracts refer to agreements that users:
A Write manually
B Negotiate over call
C. Accept while installing software or visiting websites
D Sign on paper

RU—37Y e I AASIC] Pl AGRIT BRI & Sl SUANTh:

A.

B
C.
D

A-1112
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31. Click-wrap contracts are typically:
A. Negotiated personally
B Signed by a third party
C. Accepted by clicking “I Agree”
D Created in physical form only

T —XT ey MR W BT &

A. IfFRTTT ®U A T B S 8
B. fosfl TR UeT gRT Bt
C
D

(Y]

H HeRd § W fFdd dRd WeR fear simar §

Hact HIfde w9 § g7 ST 8§
32. Which of the following is a potential legal issue in browse-wrap contracts?
A Fraud

B. Informed consent
C. Breach of fiduciary duty
D. Money laundering

FTIG—NU gt # frfaRad § @ = A1 wwifdq s g8 87

A. ISIEC| aé
B. 3] 2y Q:ngé
C. yAT S BT Secied
D. ERIRCIIEST]
33. Which type of online contract does not require a user to click ‘1 Agree’ but assumes

consent by usage?
A. Click-wrap

B. Shrink-wrap
C. Browse-wrap
D. Wrap-up

fPd UBR @ g ey & oy STANTHAT & H ¥eAd § W fFadd d &
TG HT T8} Bl 8, oifpT SUANT gRT AT A ol Sl 87

A. faree—Xu
B 3ie—u
C. EISae
D XU—3
34. Shrink-wrap agreements are associated with:
A. Packaged sotware

B. Online banking
C. Cyber insurance
D. Digital wallets
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35.

36.

37.

Brp—u wwei o 9 wdfea @

A. UPpos AYCdIR
B. SIERIFRECICA
C. RIEESICIEI

D. f$ftea dfeie

Section 10A of the IT Act applies to which the aspect?
A Cyber crime

B Electronic governance

C. Validity of electronic contracts

D Copyright infringement

3MSTT ST & aRT 10A fFd U8l W AN Bl &7
A. TSR JTURTEN

B. Solde =P I

C. Solagid TdeN Bl Jera

D.

HIURTSE Scaigd

Which section of the IT Act addresses retention of electronic records?
A. Section 6
B. Section 7
C. Section 8
D Section 9

ST AR B B A URT goldei-e Rble & RN Bl HdIed Bl 87
A. &RT 6

B.
C. gRT 8
D.

An e-contract made without consent or under coercion is:
A. Valid

B. Enforceable

C. Voidable

D. Automatically accepted

edfd @ O a1 <@g | fdhar T s—argey

A qer

B AN B ARG

C SHIHRUIY

D TITferd w0 | WIeR fhar

P.T.O.
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38.

39.

40.

Which of the following types of jurisdiction is most relevant in online disputes?

A. Territorial jurisdiction

B. Personal jurisdiction

C. Subject-matter jurisdiction
D All of the above

i errge faarel # fF=foilRed & 9 9 UBR &1 fSaR &5 e 1fdd urifire
g7

A. uTef¥Td SIfPR &
B. I IMfABR e
C. fa—aw] AHR &=
D. SR a4

The leading test for determining personal jurisdiction in internet-related cases is:
A. The Zippo Test

B. The Yahoo Test

C. The Facebook Rule

D The Amazon Doctrine

' 3 A& Ame # aafdaad fter e FuiRd & & o spmof gdieror

&

A for oo

B. RIESCR

C. HHgD

D. 3 Regld

Which of the following types of cybercrime is covered under Section 43 of the IT Act,
20007

A. Data theft

B. Cyberbullying

C. Phishing

D. All of the above

f=faRad & 9 19 A1 ATgeR ORI el AfRAIH, 2000 BT &RT 43 & Ifaid
7T 87

A. SARCIN

B. ARG T
C. foferT

D. SWRIFT T

stk sk sk sk sk s sk stk skoskoksk skokok
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