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Important instructions

1. This paper consists of 40 multiple choice questions (M.C.Q.). All questions are compulsory and carry 01

mark each. There is not negative marking.

bl iz'u i= esa 40 cgqfodYih; iz'u gSaA lHkh iz'u vfuok;Z gSa o izR;sd iz'u 01 vad dk gSA xyr mRrj ds

fy, vad ugha dkVs tk;saxsA

2. Each question has four alternative responses marked (A), (B), (C) and (D). You have to choose an

appropriate answer option and mark it on the OMR sheet.

izR;sd iz'u ds pkj mÙkj fodYi (A), (B), (C) ,oa (D) fn, x, gSaA vkidks mi;qDr mÙkj fodYi dk pquko

dj vks ,e vkj izi= ij vafdr djuk gSA

3. For marking answers on OMR sheet, follow the detailed instructions given on the OMR Sheet.

vks0,e0vkj0 izi= ij vius lgh mÙkj dks fpfUgr djus ds fy, izi= ij vafdr funsZ'kksa dk ikyu dhft,A

4. Use only Blue or Black ball point pen for marking on OMR.

vks0,e0vkj0 ij fpUg yxkus ds fy, dsoy uhyh ;k dkyh ckWy IokbUV iSu dk gh bLrseky dhft,A
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1. SMTP stands for

(A) Simple Mail Transfer Protocol

(B) Simple Message Transfer Protocol

(C) Simultaneous Mail Transfer Protocol

(D) None of the above

2. How many versions available of IP?

(A) 6 version

(B) 4 version

(C) 2 version

(D) 1 version

3. The term LAN stands for?

(A) Local Area Net

(B) Local Area Network

(C) Local Array Network

(D) Local Array Net

4. In specific, if the systems use separate protocols,

which one of the following devices is used to

link two systems?

(A) Repeater

(B) Gateway

(C) Bridge

(D) Hub

5. The private key in asymmetric key cryptography

is kept by :

(A) Sender

(B) Receiver

(C) Sender and Receiver

(D) None of the these
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10.

(A)

(B)

(C)
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6. In which of the following switching methods, the

message is divided into small packets?

(A) Message switching

(B) Packet switching

(C) Virtual switching

(D) None of these

7. DNS stands for :

(A) Domain Name Server

(B) Document Name System

(C) Domain Name System

(D) None of the above

8. What is a Firewall in Computer Network?

(A) The physical boundary of Network

(B) An Operating System of Computer

Network

(C) A system designed to prevent unauthorized

access

(D) A web browsing Software

9. DHCP is the observation of :

(A) Dynamic Host Control Protocol

(B) Dynamic Host Configuration Protocol

(C) Dynamic Hyper Control Protocol

(D) Dynamic Hyper Configuration Protocol

10. What is the meaning of Bandwidth in Network?

(A) Transmission capacity of a communication

channels

(B) Connected Computers in the Network

(C) Class of IP used in Network

(D) None of above
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11.

(A)

(B)

(C)

(D)

12.

(A)

(B)

(C)

(D)

13.

(A)

(B)

(C)

(D)

14.

(A)

(B)

(C)

(D)

15.

(A)

(B)

(C)

(D)

11. Each IP packet must contain

(A) Only Source address

(B) Only Destination address

(C) Source and Destination address

(D) Source or Destination address

12. _____ provides a connection-oriented reliable

service for sending messages

(A) TCP

(B) IP

(C) UDP

(D) All of the above

13. What is the minimum header size of an IP

packet?

(A) 16 bytes

(B) 10 bytes

(C) 20 bytes

(D) 32 bytes

14. Which of the following can be Software?

(A) Routers

(B) Firewalls

(C) Gateway

(D) Modems

15. Computer Network is

(A) Collection of hardware components and

computers

(B) Interconnected by communication channels

(C) Sharing of resources and information

(D) All of the above
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16.

(A)

(B)

(C)

(D)

17.

(A)

(B)

(C)

(D)

18.

(A)

(B)

(C)

(D)

19.

(A)

(B)

(C)

(D)

20. (Website)

(A)

(B)

(C)

(D)

16. A set of rules that govern all aspects of

information communication is called :

(A) Server

(B) Internet

(C) Protocol

(D) OSI Model

17. Which set of protocol defines all transmission

exchanges across the internet?

(A) OSI

(B) TCP/IP

(C) UDP

(D) None of the above

18. What is internet?

(A) a single network

(B) a vast collection of different networks

(C) intercollection of local area networks

(D) interconnection of wide area networks

19. How many layers are present in the Internet

protocol stack (TCP/IP model)?

(A) 5

(B) 7

(C) 6

(D) 10

20. A program that is used to view websites is called

a :

(A) Browser

(B) Web viewer

(C) Spreadsheet

(D) Word processor
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21.

(A)

(B)

(C)

(D)

22.

(A)

(B)

(C)

(D)

23.

(A)

(B)

(C)

(D)

24.

(A)

(B)

(C)

(D)

25.

(A)

(B)

(C)

(D)

21. A collection of hyperlinked documents on the

internet forms the?

(A) World Wide Web (WWW)

(B) E-mail system

(C) Mailing list

(D) Hypertext markup language

22. The location of a resource on the internet is given

by its?

(A) Protocol

(B) URL

(C) E-mail address

(D) ICQ

23. The term HTTP stands for?

(A) Hypertext terminal tracing program

(B) Hypertext tracing protocol

(C) Hypertext transfer protocol

(D) Hypertext transfer program

24. Which software prevents the external access to

a system?

(A) Firewall

(B) Gateway

(C) Router

(D) Virus checker

25. Which one of the following is the most common

internet protocol?

(A) HTML

(B) Net BIOS

(C) TCP/IP

(D) IPX/SPX
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26.

(A)

(B)

(C)

(D)

27.

(A)

(B)

(C)

(D)

28.

(A)

(B)

(C)

(D)

29.

(A)

(B)

(C)

(D)

30.

(A)

(B)

(C)

(D)

26. The term FTP stands for?

(A) File transfer program

(B) File transmission protocol

(C) File transfer protocol

(D) File transfer protection

27. Who deploy Malwares to a system or network?

(A) Criminal organizations, Black hat hackers,

software developers, cyber-terrorists

(B) Criminal organizations, Black hat hackers,

malware developers, cyber-terrorists

(C) Criminal organizations, gray hat hackers,

Malware developers, Penetration testers

(D) Criminal organizations, White hat hackers,

malware developers, cyber-terrorists

28. The full form of Malware is _____

(A) Malfunctioning of Security

(B) Malfunctioned Software

(C) Multipurpose Software

(D) Malicious Software

29. Which of the following option is used to protect

data and passwords?

(A) Encryption

(B) Authentication

(C) Authorization

(D) Non-repudiation

30. _____ is not a proper method for email security.

(A) Click on unknown links to explore

(B) Use email Encryption

(C) Spam filters and malware scanners

(D) Use Strong password
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31.

(A)

(B)

(C)

(D)

32.

(A)

(B)

(C)

(D)

33.

(A)

(B)

(C)

(D)

34.

(A)

(B)

(C)

(D)

35.

(A)

(B)

(C)

(D)

31. Authentication is

(A) insertion

(B) to assure identity of user on a remote system

(C) modification

(D) none of these

32. A virus that migrates freely within a large

population of unauthorized email user is called

a :

(A) flame war

(B) macro

(C) plagiarism

(D) worm

33. Data _____ is used to ensure confidentiality.

(A) Locking

(B) Backup

(C) Encryption

(D) Deleting

34. Packet filtering firewalls are deployed on _____

(A) repeaters

(B) hubs

(C) routers

(D) switches

35. Cybersecurity also be referred to as?

(A) threat security

(B) internet security

(C) information technology security

(D) incident security
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36. Which of the following can be considered as

the elements of cyber security?

(A) Network Security

(B) Operational Security

(C) Application Security

(D) All of the above

37. Which of the following type of text is transformed

with the help of a cipher algorithm?

(A) Plain text

(B) Scalar text

(C) Complex text

(D) Transformed text

38. In Digital Signature, there is  _____ relationship

between signature and message.

(A) One to one

(B) One to many

(C) Many to one

(D) Many to many

39. _____ refers to sending email to thousands and

thousands of users-similar to a chain letter.

(A) Trojan attack

(B) Email bombing

(C) Email spamming

(D) None of these

40. Mobile security is also known as?

(A) Database Security

(B) Wireless Security

(C) OS Security

(D) APIs Security
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