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What is the first line of defense against hackers
when accessing online accounts?

(A) Weak passwords

(B) Multi-factor authentication

(C) Sharing login details openly

(D) Ignoring account security settings

What is the practice of keeping software and
systems up-to-date to protect against known
vulnerabilities called?

(A) Outdated software

(B) System negligence

(C) Software stagnation

(D) Patching

How can individuals enhance the security of their
Wi-Finetwork?
(A) Use default router passwords
(B) Disable encryption
(C) Enable WPA3 encryption and change
default passwords
(D) Share Wi-Fi passwords neighbors

What is a recommended practice to create a
strong and secure password?
(A) Use your name and birthdate
(B) Include a mix of uppercase, lowercase,
numbers, and symbols
(C) Keep it short for easy remembrance
(D) Share it with trusted friends

What is the purpose of two-factor authentication
(2FA)?
(A) Tomake login difficult
(B) To provide an extra layer of security by
verifying the user's identity through two
different methods
(C) To simplify the login process
(D) To increase the risk of unauthorized access
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6.

8.

What is the primary purposes of enabling a

screen lock on your mobile device?

(A) Enhance battery life

(B) Personalize the device

(C) Protect sensitive data and unauthorized
access

(D) Improve network connectivity

What is the recommended action if your mobile
device is lost or stolen?

(A) Ignoreit, asit's just a device

(B) Report the loss to the device manufacturer
(C) Inform the local police immediately

(D) Share the incident on social media for help

What is the purpose of mobile antivirus

software?

(A) Improve battery performance

(B) Enhance call quality

(C) Increase storage capacity

(D) Protect against malicious software and
threats

What is the significance of keeping your mobile

operating system updated?

(A) To change the device's appearance

(B) Toreceive the latest features and security
patches

(C) To decrease device speed

(D) Toreduce battery life
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10. What should you avoid while using your credit/

11.

12.

13.

14.

debit card online?

(A) Share your card details on social media

(B) Use public computers for online
transactions

(C) Keep the PIN written on the card

(D) All ofthe above

If you lose your card, what should you do?
(A) Inform the bank immediately

(B) Contemplate the bank's phone number
(C) Slowly attempt to find the card

(D) Any ofthe above

What is the purpose of the three-digit CVV on
the back of your card?

(A) Access the cardholder's account

(B) Verify online transactions

(C) Unlock the card

(D) All ofthe above

What may happen if you use a credit/debit card
insecurely?

(A) Unauthorized transactions

(B) Increased credit limit

(C) Enhanced security features

(D) None of the above

What does SSID stand for in the context of
Wi-Finetworks?

(A) Secure System Identifier

(B) Service Set Identifier

(C) Signal Strength Identifier

(D) System Security Identifier
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15. What is the purpose of MAC filtering in Wi-Fi
security?
(A) Managing network speed
(B) Filtering internet content
(C) Restricting device access
(D) Enhancing signal strength

16. What is a common step to enhance Wi-Fi
security?
(A) Broadcasting SSID
(B) Using default passwords
(C) Disabling encryption
(D) Regularlyupdating firmware

17. What does HTML stand for?
(A) Hyper Textand Multimedia Language
(B) Hyperlink and Text Markup Language
(C) High-Level Text Markup Language
(D) HyperText Markup Language

18. Which protocol is used for sending emails?
(A) HTTP
(B) SMTP
(C) FTP
(D) TCP

19. Whatis the full form of ISP in the context of the
Internet?
(A) Internet Service Provider
(B) International Service Provider
(C) Intranet Service Provider
(D) Integrated Service Provider
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20.

21.

22,

23.

24.

What is the purpose of a firewall in network
security?

(A) To enhance internet speed

(B) To filter network traffic

(C) To create a secure tunnel

(D) To increase device compatibility

Which protocol is used for secure data transfer
between the browser and the web server?

(A) HTTP

(B) FTP

(C) SSH

(D) HTTPS

How can you identify a phishing email?
(A) Itasks for personal information
(B) It comes from a known contact
(C) It contains only text
(D) Ithas acatchy subject line

What should you avoid in instant messaging to
ensure security?

(A) Use strong, unique passwords

(B) Share personal details freely

(C) Accept messages from unknown contacts
(D) Use public computers for messaging

What is a common security measure for social
networking accounts?
(A) Sharing passwords openly
(B) Using the same password for multiple
accounts
(C) Enabling two-factor authentication

(D) Ignoring privacy settings
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25.

26.

27.

28.

How often should you review and update your
privacy settings on social media platforms?

(A) Never

(B) Once a year

(C) Only when prompted

(D) Regularly

What should you do if you come across
suspicious or inappropriate content on social
media?

(A) Like and share the content

(B) Report the content to the platform

(C) Ignoreit

(D) Engage in negative comments

What is a recommended practice when
downloading files from the internet?

(A) Download files from untrusted sources
(B) Useareliable antivirus program

(C) Disable firewall protection

(D) Ignore file extensions

How can you verify the authenticity of a
downloaded file?

(A) Ignore digital signatures

(B) Check thefile size

(C) Use checksums or hashes

(D) Download file from any source
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29. Whatis a potential risk when uploading files to

30.

31.

32.

online platforms?

(A) Loss ofiinternet connection

(B) Unauthorized access to your files
(C) Improved file accessibility

(D) Enhanced file security

What should you avoid when uploading files to
cloud storage?

(A) Regularly update file permissions

(B) Share files publicly by default

(C) Encrypt sensitive files before uploading
(D) Use the same password for all files

What is arecommended practice for ensuring
the security of instant messaging?

(A) Share sensitive information freely

(B) Use end-to-end encryption when available
(C) Accept messages from unknown contacts
(D) Disablenotifications

Why s it important to log out of instant messaging
apps when not in use?

(A) To save battery life

(B) To prevent unauthorized access

(C) Toreceive notifications

(D) To reset chat history
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33. Whatisa crucial step to enhance security while
playing online games?
(A) Share your gaming account details
(B) Use a weak password for easy recall
(C) Install and update antivirus software
(D) Accept friend requests from unknown

players

34. Whatis apotential risk of downloading games
from unofficial sources?
(A) Enhanced gaming experience
(B) Malware and viruses
(C) Faster download speed

(D) Access to exclusive content

35. How can you protect your gaming account from
unauthorized access?
(A) Useapublic computer for logins
(B) Share your password with trusted friends
(C) Enable two-factor authentification
(D) Use a common password for multiple

accounts

36. What is a recommended practice to enhance
the security of your blog?
(A) Share your login credentials openly
(B) Useasimpleand easily guessable password
(C) Regularly update your blogging platform
and plugins

(D) Keep all blog content private
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37. What should bloggers consider to protect their

38.

39.

40.

intellectual property in the content they create?
(A) Allow free use without attribution

(B) Use watermarks on all blog images

(C) Avoid copyright notices

(D) License their content and enforce it

Why is it crucial to use secure and reputable

hosting services for your blog?

(A) To save money on hosting fees

(B) To compromise on security for better
performance

(C) To ensure website speed is not affected

(D) To protect against security threats and
downtime

What is the potential risk associated with
cyberbullying?

(A) Increased online collaboration

(B) Enhanced self-esteem of'the victim

(C) Emotional and psychological harm

(D) Improved social relationships

How can one respond to a situation of

cyberbullying?

(A) Retaliate with similar behavior

(B) Ignore the bullying and hope it stops

(C) Report the incident to a trusted adult or
authority

(D) Share the experience openly on social
media
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