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Note :– This paper is of Seventy (70) marks divided into

Two (02) Sections ‘A’ and ‘B’. Attempt the

questions contained in these Sections according to

the detailed instructions given therein. Candidate s

s h ould lim it th e ir answ ers to th e qu e stions on th e

given answ er s h e et. No additional (B) answ er

s h e et w ill be is su ed.

Section–A

(Long Answ er Type Questions) 2×19=38

Note :– Section ‘A’ contains Five (05) Long-answer

type questions of Nineteen (19) marks each.

Learners are required to answer any tw o (02)

questions only.
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1. What is Firewall ? What are the basic components of

firewall ? Explain the types of firewall.

2. Explain the following components of encryption

algorithm :

(i) Plain text

(ii) Network Security

(iii) Encryption Algorithm

(iv) Secret Key

(v) Decryption Algorithm

(vi) Cipher text

3. What  is   Secure  Socket  Layer  (SSL) ?  Describe  the

Secure   Socket  Layer  (SSL) Architecture in detail.

4. Explain the various types of transposition cryptography

in detail.

5. Explain the RSA algorithm and explain the RSA with

P = 7, q = 11, e = 17, M = 8. Discuss its merit.

Section–B

(Sh ort Answ er Type Questions) 4×8=32

Note :– Section ‘B’ contains Eight (08) Short-answer type

questions of Eight (08) marks each. Learners are

required to answer any four (04) questions only.
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1. What is IP Security ? What are the Applications and

Benefits of IPsec ?

2. Differentiate between monoalphabetic and

Polyalphabetic cipher with example.

3. Describe Chinese Remainder Theorem and explain its

application.

4. Differentiate between public key and private key

cryptosystem.

5. What is Symmetric and Asymmetric cryptography ?

Explain with an example.

6. Explain the principles of stream ciphers and block

ciphers.

7. How does PGP provide confidentiality and

authentication service for e-mail and file storage

applications ?

8. Write and explain the digital signature algorithm.
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