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Note :– This paper is of Seventy (70) marks divided into

Two (02) Sections ‘A’ and ‘B’. Attempt the

questions contained in these Sections according to

the detailed instructions given therein. Candidate s

s h ould lim it th e ir answ ers to th e qu e stions on th e

given answ er s h e et. No additional (B) answ er

s h e et w ill be is su ed.

Section–A

(Long Answ er Type Questions) 2×19=38

Note :– Section ‘A’ contains Five (05) Long-answer

type questions of Nineteen (19) marks each.

Learners are required to answer any tw o (02)

questions only.
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1. What is Risk Management ?   Explain the activities in

risk assessment process. Explain difference between

qualitative and quantitative risk assessment.

2. Elaborate the term access control ? What is include in

authorization process for (File, Program, Data rights)

and explain the all types of control ?

3. What is Cloud Computing ? Explain all the Services

provided by Cloud Computing ? Also discuss the

challenges in Cloud Computing.

4. What is Digital Forensics ? Why we need the Digital

Forensics ? Explain about the tools and techniques in

Digital forensics ?

5. What is Cryptography ? What are the objectives of

cryptography ? What are the various types of

cryptographic techniques ?

Section–B

(Sh ort Answ er Type Questions) 4×8=32

Note :– Section ‘B’ contains Eight (08) Short-answer

type questions of Eight (08) marks each. Learners

are required to answer any four (04) questions

only.
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1. What is Threat ? What are the possible sources of

threats ?

2. Explain the 5 focus areas on which IT governance

focuses ?

3. What is Information security governance ? What are

the desired outcome of the information security

governance ?

4. What is an Intrusion Detection Systems ?

5. Discuss Kerberos in detail.

6. Discuss the steps in Forensics Investigations.

7. What is the Concept of Agility and RAD ?

8. Discuss public key cryptography. Explain various public

key cryptography with examples.
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