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First Semester Examination, 2024 (June)

[Foundation of Cyber Security]

Time : 2 Hours | [ Maximum Marks : 70

Note : This paper is of hundred (100) marks divided into

two (2) Sections 'A' and 'B'. Attempt the questions
contained in these sections according to the detailed
instructions given therein. Candidates should limit their
answers to the questions on the given answer sheet. No
additional (B) answer sheet will be issued.
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SECTION—A
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(Long Answer Type Questions)

(el SRl 9t g9)
GECS-01/4 (1) [PTO]



Note : Section 'A' contains five (5) long answer type questions
of Twenty Six (26) marks each. Learners are required to
answer any two (2) questions only. 2 x26=52
QU () ¥ g (5) <" Sani are v R
UAP UeH B forg B (26) 3fp eiRa € | Rt
P T ¥ bId &l (2) Ul P IR o B |

1. What is Cyber Crime? What is the classifcation of cyber-

crime? Explain Malware and its type.

ATge} HIgH T 87 AIgaR HIgH b dihRul T 27
AR AT 5P THRI Bl a8 |

2. How will you generate secure password? What is password

manager? Why you should use it? How does it.
39 FRIET UrIae H¥H FIRA? Uriae Aok ®IT 27 39

T TART fHar ST =1fev? I8 D B Bl 27

3. What is the guideline for safe internet browsing? How do

you know a website is secure? How will you clear

JRiAT gevie gISfo & fRenfeer w87 Y HY
S & fb IS daarge JRIAT &7 MU DA fhdl 8ok
B DY BT AH BAA?

4, What is wireless security? What do you understand by

wireless LAN? How will you secure wireless LAN?
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5. What is thhe sale browsing guideline for social networking
sites? What are the General tips on using social networking
platforms safely?
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SECTION—B
Yrs—4
(Short Answer Type Questions)
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Note : Section 'B' contains eight (8) short answer type questions
of Twelve (12) marks each. Learners are required to

answer any four (4) questions only. 4x12=48

ug (@) # IS (8) oY Swikl dTed yed ¥ M §,
TAd U © forg aRE (12) 3fw fuilRa &1 Rremfiar
B STH A DI IR (4) U B IR o B |
1. Explain the history of internet? Also explain Domain Naming
System.
SICRAC B Sierd FHssd? | & S AT Riwed
BT TS |

2. What is Denial of Service attack and salami attack?

feTsa ofuw |fd T T ch T 8?
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3. What is Authentication? What is its requirement?
JMAFCHIA T 87 SHAD! FIT AMALIHAT ¢ |
4. What do you understand by cyberr forensic and computer

forensics? Explain.

ASaR BRIH TAT RIS BRESH 31T T FHSK
87 FHse |

5. What do you understand by counter cyber security initiatives
in India? Explain.
YR HIIUCR SR YRETN Usdl | 31U Il |HST 27°
GREIERN

6. What is Firewall? How will you configure Firewall? Explain.
BRIRATA T 2° AT BRRATA Bl DA BIHIR DRI ?
A |

7. What is the smartphone security guidelines? Explain.
FIEHE GreaT fen fder w57 |Hssy |

8. What is steganography? Explain.
TS T 27 SIS |
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