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Cyber Crimes and Consumer
Protection in Cyber Space
Cyber Space and Data Protection (CCSDP)

1% Semester/ 1™ Year Examination 2024 (June)

Time: 2:00 hrs Max. Marks: 100

Note : This paper is of Hundred (100) marks divided
into Two (02) Section A and B. Attempt the
questions contained in these sections according
to the detailed given therein. Candidates should
limit their answers to the questions on the given
answer sheet. No additional (B) answer sheet will
be issued.
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Section-A (Long-Answer-Type Questions)

Gus—'F (dd IRl a1l 93e)

Note : Section 'A' contains Five (05) long-answer-type

Q.1.

Q.2.

questions of Twenty Six (26) marks each.
Learners are required to answer any Two (02)

questions only.

. gus ‘® | ufg (05) drd IwRl ATl U &y

T 8, Udd U & foly Bd¥ (26) 3idp FiRa
g | Rl @1 g9 9 dad a1 (02) uHl &
IR o T

[2x26=52]

How is crime defined in the context of the internet,

considering both Actus Reus and Mens Rea?

g WY R 7 U9 I IR [I9R $%<T gY, gexie
D I H AW Pl DY gRATNT fHar S &7
Analyze the violations concerning trespass,
defamation, stalking, and spam as outlined in the
Information Technology Act, and discuss the
corresponding consequences and penalties.
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Q.3.

Q.4.

Q..

How do the complexities of fraud in cybercrime
challenge investigative processes, and what legal and
technological measures can be implemented to
effectively combat and prevent fraudulent activities in
the digital realm?

SR IURE H PRIES] Bl SAfeodeli @l Sid
ufpaTg S T e 8, ol et & ey
Tfafafel | w1 | ued iR e & fory
P H BT AR Al SUR aF] fhy 1 dahd
87

What are the international positions on free speech on

the internet, and how do they influence global
perspectives on cyber crime investigations?

SCTe W Wad AN & A H ARSI
Rerferdl T €, 3R 9 AIgaR IR 3=IN0T W IR
SRePIU B B TR B F

How do the Consumer Protection Regulations in India

contribute to safeguarding consumers in cyberspace?
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Section-B (Short-Answer-Type Questions)
Gre— T’ (g Il dTdl 9¥)
Note : Section 'B' contains Eight (08) short-answer-type
questions of Twelve (12) marks each. Learners
are required to answer any Four (04) questions

only.

qie : @us @ H A6 (08) Y I« drel YA &

T B, IS U & oy IR (12) 3fw fgiRa

g | Rl o g8 9 dad IR (04) U B
IR oA B

[4x12=48]

Q.1.  What do you mean by phishing?
BRI & oy @ Fwer 2?

Q.2.  What are internet protocol services? Explain its
effectiveness and utilization in Cyber Crime
Investigation.
$exIc Uleldbidl Wald T 87 ATge} IR offd |
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Q.3.

Q4.

Q.5.

Q.6.

Q.7.

Q.8.

What legal ramifications apply to trespass in the

context of cyber crimes?

AR AT & W H IIAHAT W B | B
UNTa AT B ©7

Discuss how internet governance issues influence
investigations into cyber crimes.

I R ©, <l DN |

Define hacking. What are its essential elements?

BT BI IRIIMNT B | $qD 3MaTID e FAT 87
Explore the regulations governing the sale of goods in
India and their role in consumer protection in
cyberspace.

IRA ¥ gl @1 Gl 31 FREEa e arer FrE
IR ATSRTE H I HREV H IADI ADT BT
Y07 P |

Analyze the Specific Relief Regulations in India

concerning consumer protection in the digital realm.

feftear &= & Suigar IRevT 9 Hefdd wRa #
fafire <rea fafami &1 fageryor &1 |

Define Cyber Stalking?

AR CIBT DI gRATVT HR?
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