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1. This paper consists of 40 multiple choice questions (M.C.Q.). All questions are

Compulsory and carry 01 mark each. There is no negative marking.
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2. Each question has four alternative responses marked (A), (B), (C) and (D). You
have to choose an appropriate answer option and mark it on the OMR sheet.
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3. For marking answers on OMR sheet, follow the detailed instructions given on the

OMR Sheet.
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4. Use only Blue or Black ball point pen for marking on OMR.
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1. Which policy defines secure behaviour rules inside any modern organization?
A) Hardware

B) Security Policy

C) Antivirus

D) Network Cable

HH I M snyfies T § R s7agR & Faw Fard 82

A) TSI

B) gR&f ifd

C) TelarRy

D) Acdd dad

2.Which control is commonly used for strong physical security protection today?
A) Firewall

B) CCTV Camera

C) Email Filter

D) Password

3T YT YREM B Ta AT JUTNT fodT S 9T =01 i 872

A) BTIRAT

B) TTEtdT BT

C) 39 flheeR

D) UrgdS

3.Which device filters unwanted internet traffic using predefined network rules?
A) Switch

B) Network Firewall

C) Barcode scanner

D) Projector

HH-T1 TR Ugd ¥ FReiia Fead Foml &1 Iuah ave s@ifed evqe Sfthd &
ey BT 87

A) =
B) Acdd BRIRAId

C) IRPIS TR
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D) Uloidex

4.Which technology is mainly used today for ensuring complete email security?
A) PGP

B) File compression

C) Audio software

D) USB cable

P TH1b TS T IRE SHA GR&T YATHT B og ST 8idl! 67

A) PGP

B) BISd HHIRM

C) I EA WiteaR

D) JuIe! S

5.Which method ensures message integrity and authenticity during digital
communication?

A) Deletion

B) Antivirus

C) Formatting

D) MAC

o It f3fd fEfree TR & 9ex o) 3rdsdn 3R UrHTirhdr g St 87
A) feefizm

B) Gty

C) IATCT

D) MAC

6.Which term refers to any unwanted program that slows down a computer without
user permission?

A) Malware
B) Folder

C) Bluetooth
D) Wallpaper

A-1157 P.T.O.
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A) AR
B) Thltax

O) I
D) ATIUuR

7.Phishing attacks usually trick users using fraudulent emails to steal information?
A) Pen drive

B) Fake emails

C) Keyboard

D) Router

fORTRRT SHQ WHIRIG: el SHA BT ITANT HR JUTNTHAT, B BRI IR |72

A) U $15T

B) Teheil SH

C) prals

D) XT3

8.How does a DoS attack try to overload targeted serves and stop important digital
services?

A) Overloading servers

B) Boosting speed

C) Cleaning system

D) Encrypting files

DoS HdT Aférd RI 1 H¥ SRS B Heayu! f3foed Tt §g HA &I T
HAT &7

A) TR SHRdATS

B) TIfd AT

C) w91 3

D) BT3d TfhY &l
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9.Which document lists step-by-step instructions for completing organizational
technical activities?

A) Security Policy

B) Procedure

C) Firewall

D) Regulation

P T SIS TS | adb-id! BT GRI B B hHEG UiehdT SaTdl g7
A) IR&T Hifd

B) WfchaT

C) BRRGEIA

D) fafrae

10.Which statement defines a software weakness that attackers can easily exploit?
A) Vulnerability

B) Strength

Q) Certificate

D) Feature

DHIF-T HY I TR HHGR] B SR § oI gHATR gRT GSUANT T ST
ol 57

A) BeraT
B) ToTecit
C) THTuO=
D) BIaR

11.Which individuals inside organizations intentionally misuse authorized access
privileges?

A) Outsiders

B) Insiders

C) Vendors

D) Customers

P § fda T1eA & iR S1fpd TR BT geUaT HRd /7
A) STERI AT
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B) 3Gt AT
C) fagsan
D) Ulgh

12.Which of the following generally includes illegal activities performed using digital
technologies?

A) Road accident
B) Electrical fault
C) Fire incident
D) Cyber-crime

Fafafad § @ o1 a1 ol f$iea mafifeal o Sudi exe say nfafafmy ot
A BT 82

A) TS gHeHT

B) faga afe

C) ANT YA

D) IIgeR HURTY

13.Which threat arises when unknown individuals attempt unauthorized access from
the internet?

A) External threat

B) Backup process

C) File indexing

D) Power saving

geRAC ¥ 3T Afad 59 SFfIHd TaY B BT TN dd &, 99 PIH-T1 Wkl S
gIar g?

A) B8 W

B) a3 Tifeha

C) IS SSfaRiT

D) UTaR HfdTT
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14.Which technique ensures that users can access only the data required for their
role?

A) Open access
B) Least privilege
C) USB sharing

D) Public login

DHIF- I AT Rl § o STANTEHAl had dg! Sl TR &R U o 3% B
& forg Siaxae /7

A) 30 TR

B) <gaq faRiwfIsR

C) USB R

D) Ufstteh Q@M

15.Which Indian agency officially receives cyber-security incident related reports
nationwide?

A) PWD
B) CERT-In
C) Health dept

D) Railways
YR & TISeR JR&f gersfi &t R MGG T I HH-T Tol ael /7

A) Uleseggt
B) CERT-In

C) WA faumT
D) Y&

16.Which IDS feature stores security events to support later incident analysis?
A) Logging

B) Cleaning

C) Formatting

D) Deleting

I T IDS WIR HIS & oifd 8 YR&M Te-TE TUeId Bl 87

A) TR
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B) AT
C) WIHfeT
D) fsfafdm

17.Which security tool analyzes network packets to detect unusual connection
patterns?

A) Text editor
B) Packet analyzer
C) Scanner

D) Router

DIF-31 GR&T FUBRUT Aeads Yabe BT fa=e0] Hdh ST BRI U BT udl Sl
87

A) TRE TfseR

B) U TATAISOR

C) R

D) I3

18.Which intrusion detection system runs inside single host to detect threats?
A) NIDS

B) Router

Q) ISP

D) HIDS

DI I gUUS UgdH ReH Thd R | IR WX Ugardl 82

A) NIDS

B) X13c

C) ISP

D) HIDS

19.Which system identifies attacks using signature comparison with known patterns?
A) Misuse IDS
B) Anomaly

C) Scanner
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D) Monitor

B 91 R T1d Yo & RPR fire gR1 g9 Ug=dl 7
A) TG IDS

B) 3l

C) R

D) HifAex

20.Which policy guides organizations in responding to cybersecurity incidents
effectively?

A) Incident Response Policy

B) Railway Policy

C) Traffic Rules

D) Postal Policy

TTSER JR&M gersit W yurdt wfafsrar 33 3 el ifa e &1 anfesi= w82
A) 3i=ree Rear=g Hifa

B) ¥aid +fifd

C) <fthap fom

D) URed +iifd

21.Which step begins IT asset security by properly identifying valuable assets first?
A) Format

B) Identify asset

C) Delete files

D) Restart

$IH-T TRUN Ugd YeadH THE &1 UgaT o GRET & HRdl 62

A) BIHC

B) THT UG

C) WISe g

D) e
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22.Which hardware module provides secure protection for encryption keys and
signatures?

A) HSM

B) HDD

C) RAM

D) Modem

BT BTS AR Hleqd TUh R ol g JRI& TRET UaH HRdl 872
A) HSM

B) HDD

C) RAM

D) Hisd

23.Which protocol provides wireless network security for modern Wi-Fi connections?
A) FTP

B) WPA

C) HTTP

D) SSL

P TeIhid ATYFD aTs-hTs H-aRM & ol IR JR&T Y& Hdl 82

A) FTP

B) WPA

C) HTTP

D) SSL

24.Which firewall category includes both software-based and hardware-based
defence systems?

A) Hardware
B) Software
C) Both

D) None

DI BraRard Joft & WitedtR T greauR qiH! JR&T M g2
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Q) aHI
D) IS gl

25.Which communication technology uses radio waves for transmitting wireless
internet signals?

A) Cable

B) Wi-Fi

C) Fiber

D) Light

DI GIR I~ AR Sec Yobd HolH gq Sl a8 SUTNT Hall 82
A) e

B) AIS-TS

C) BISR

D) TehT=T

26.Which cyber security model uses three dimensions for assessing information
protection?

A) 2D

B) Hexa model

C) 5D

D) McCumber Cube

DI TZER YR&M Ao YT YR& i g - STATH ITIRT HRl &7
A) 2D

B) 8T AISd

27.Which cyber security maturity model helps organizations measure their cyber
readiness?

A) ISP model
B) CMM model
C) CPU model
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D) Audit tool

BT YR FAIRE Afsd T B FgaR TR A F Heg T 87
A) ISP Hied

B) CMM Hlsd

C) CPU HIgd

D) 3iifec ¢

28.Which cyber exercises evaluate response effectiveness against simulated large
cyber-attacks?

A) Gaming

B) Cyber exercises

C) Screen testing

D) Wifi testing

I ATFER K TS Tebell AIgeR gHa IR UfAfHAT &l H1Ud &2
A) T

B) HIgER WY

C) TPIF TRiam

D) ATEHTE TRIEfT

29.Which malware attaches itself to executable software files in computers?
A) OS

B) Screen

C) Virus

D) CPU

P AR SR T e g BIgdl ¥ I8 Sl /7

A) OS

B) ¥bI

C) diRRY

D) CPU

30.Which malicious program spreads automatically through networks without user
action?
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A) Worm

B) Mouse

C) RAM

D) Monitor

BT BIFBRS U fo-T SUARTERd! HRATS & Hedd H hadl §?
A) TH

B) AT

C) RAM

D) HIfFex

31.Which harmful program appears safe but secretly performs malicious activities?
A) Antivirus

B) Trojan

C) Cable

D) Folder

P AT BTHHRS UIITH JRI& fGTa § Al FUDHR THAM DRl 67

A) TRy

B) SIS

C) e

D) BIee}

32.Which dangerous malware encrypts user data and demands ransom for
decryption?

A) Cleaner

B) Ransomware

C) Mouse

D) Scanner

P HAIIR IUTRTHA! ST Ty B ! ARTT 872
A) FIFR

B) YAIHATR

Q) HI3Y™

D) ¥R
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33.Which malware hides itself deeply inside systems to avoid detection completely?
A) Rootkit

B) Worm

C) Router

D) UPS

P11 HeaoR Red § Tevrs ¥ fSua: uga ¥ a<d 87
A) =Cldbc

B) 9H

CO) 3

D) Uiy

34.Which web attack injects malicious scripts into vulnerable websites to harm users?
A) XSS

B) Mouse error

C) USB fault

D) Wifi drop

P 9§ HA HHSIR daT3e H gIHBRS [KhY STABR IUANTGHATS &I JHaH
Tl 82

A) XSS

B) A13Y ¢

C) quast Ffe

D) IR S

35.Which database attack manipulates SQL queries to gain unauthorized access?
A) Keyboard attack

B) SQL injection

C) Wifi issue

D) Audio bug

P SOy §HET SQL ¥} IEAdhR SFIHd Tad T HRdl &7

A) BIeTS gHA

B) SQL Soia=
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C) AISHTS JHI
D) 3fffaar 1

36.Which method protects applications by sanitizing user-submitted data before
processing?

A) Auto-save
B) Data sanitization
C) Screen rotation

D) Cache cleaning

HIF-30 fafd STaRTewal gRT A 7T ST B TR & J Ugd AT B UWIHRH Bt
RET B 67

A) 3ffcl-Jd

B) ST AferzoRH
C) ThIH JAeTH

D) BT el

37.Which human-targeted cyber-attack manipulates trust to extract confidential
information?

A) Server error

B) Cable cut

C) Antenna issue

D) Social engineering

P A W3aR AT HRINT SABR UG STHBRT IRIAT 62
A) TR Ffe

B) el e

C) G TR

D) IR SSlGIIT

38.Which voicebased attack tricks users using fraudulent phone calls and messages?
A) Sms

B) Vishing
C) Wifi

15
A-1157 P.T.O.



D) Printer

DI QTS SR THAT bl BIF Bl gRT SUANTD I bl 41T el 82
A) SMS

B) fafiT

C) AISHTg

D) flic}

39.Which social engineering technique uses free items to lure unsuspecting users?
A) Wifi

B) Keyboard

C) Baiting

D) Cable

B IR SONARIT deb-ilch o a3t T TTerd SehR SUUNTSh I, Bl ! 82
A) TRTS

B) Blale

C) sifé

D) e

40.Which best defence prevents social engineering by continuous security awareness
training?

A) Antivirus

B) Awareness training

C) Big walls

D) Extra cables

P T GAraH g9 IUTT TR GRET ST T TR0 o AT I IR o=
EARG

A) TarRy

B) STTR=ahll UfRI&T

C) St &R

D) 3R e

ok ok 3k ok ok %k ok ok ok %k ok ok Kk
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