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1. This paper consists of 100 multiple choice questions (M.C.Q.). All questions are

Compulsory and carry 01 mark each. There is no negative marking.
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2. Each question has four alternative responses marked (A), (B), (C) and (D). You
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1. What is the full form of DNS?
A. Domain Naming Scheme

B. Data Network Server

C. Digital Number Service

D. Domain Name System

DNS &1 [T =0 &1 2

A. ST AT W iH

B. 32T cdd AR

c. feforea R afdw

D. S ¥ REeH

2. Who developed the World Wide Web?

A. Tim Berners-Lee

B. Bill Gates

C. Steve Jobs

D. Mark Zuckerberg

fa%y =it 99 (World Wide Web) fara- fasRyd faar
A. e st

B. fad icw

C. ¥ia Giley

D. AT Jha

3. What is meant by Cyber Crime?

A. Crimes that occur only in the physical world.

B. lllegal activities carried out using computers or the internet.

C. Theft that happens in shops or markets.

D. Activities related to online shopping.

ATEER HIRTY (Cyber Crime) T FT TIYRT g2

A. 3 S(TRTY S had Hifdes gHar H 8ld g

B. I 3{qY TfQfaferdr S Hugex a1 See &1 JUTUNT HRPb B ol & |
C. 3 IR S gh M a1 R H Bt 8 |

D. S{T-TeiTg= U & Haifera fafaferar|

4. Which of the following is NOT malware?
A. Worm
B. Virus
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C. Trojan

D. PDF File

9 & ¥ S9-91 AradmR T8 82
A Td

B. ARY

C. CloiA

D. GIEIU® ®igd

5. What is the main purpose of browser hijacking software?

A. To improve the quality of internet browsing.

B. To redirect users to unwanted or malicious webpages.

C. To increase the processing speed of the computer.

D. To play music automatically.

STIOR BTSoIh T WItedTR &1 Y& €39 F1 §Idl 82

A. ST SITITSIT Y T0TaT & YR HRAT

B. SUANTh IS Bl 3raifesd I gIBRS dausl] )R FSRRGT Bl
C. PR I YRR Wi T

D. 3T 1Y FTiid el

6. Cyber Stalking is a crime related to-
A. Video editing.

B. Downloading files

C. Online harassment

D. Printing

ISR TliehTT fr oy Teferd SIoRTY B2
A. dif&r ufgfen

B. ThTgdl SISTAIS Bl

C. AR IS
D. fuifea

7. What is the primary goal of phishing attacks?

A. Charging mobile batteries.

B. Speeding up device performance.

C. Sending deceptive messages to steal sensitive information.
D. Installing system updates.

TR T o1 TR 3= o1 Bl /7
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A. FSTST St TTof B,

B. f$aT3q &1 UeRH dgMT

C. YR THHRI TRA & o YD =T Wi T
D. RReH 3usc Swid Bl

8. What is a Logic Bomb?

A. A hidden malicious program that activates when specific conditions are met
B. A regular computer utility tool

C. A physical explosive device.

D. A harmless software update.

QoI S 1 BIelT &2

A. T 50T 3T g Re Ui o fbe fagy fRufa & gfpa grar®

B. ITHTI X IGAIRIAT SUHRI

C. T Hifcie fahied IudHRUl

D. Teh YR YA 3USC

9. What happens in Email Spoofing?

A. The inbox storage is increased.

B. The email's background color is modified.

C. The email is automatically printed.

D. A false sender address is used to deceive the recipient.

Email Spoofing o 7 g /7

A. ST TR ¢ ST §

B. ST $I B S T I&al STl §

C. $Ad 3A-3iy fife g wrar §

D. UTeihall bl 41T & & T Fabell UV Uall SUANT b1 Tl 3

10. What is the main purpose of a DoS (Denial of Service) attack?
A. Overloading a system or service to make it unavailable.

B. Improving the performance of a server.

C. Cleaning unwanted files from a system.

D. Enhancing network speed.

DosS (JdT fAve) §Ad &1 T 3530 &1 82

A. T3t Rieq a1 Qa1 31 Sfiardle dab I SIudsd 1|

B. YR & UeRH T GYR AT

C. Rrew 9§ efqifesd wred gl
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D. Sedd &l Tfd S

11. What does "Data Diddling" refer to?

A. Repairing computer hardware

B. Unauthorized alteration of data before or during processing
C. Formatting mobile devices

D. No change to data

Sl fesfaT fhd wgd 82

A. HCR FEIWR B AW

B. U1 81 ¥ Ugdl U1 GRM Sl H HRIpd Jaea Bl

C. HisTsd fSargd &l BiHe &l

D. ST 8 BIS JGaTd - Bl

12. What is the main purpose of authentication?

A. To run games.

B. To delete files.

C. To verify the user's identity.

D. To change system appearance.

THTUNERUT (Authentication) T HBT 3520 &1 BldT 87
A. T T,

B. ThTgol G

C. STANTEHd! ! Uga™ Bt gfP BT

D. RcH &1 fd@rac gaer

13. What does "Encryption" mean?

A. Loading files into memory

B. Displaying data on screen

C. Transforming readable data into a secure, unreadable format
D. Printing documents

Encryption ol T 3 g2

A. B1Sal Bl HART H dlS Bl

B. SCT ! BhI W fa@H I

C. Ug U ST 1 JRI&, 3 U H e

D. G&ITawl &I Ui T

14. What does a Digital Signature verify?
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A. Data integrity and the authenticity of the sender.
B. Text colour settings
C. Font style of the document

D. Page layout design
fsforca ReR Fa1 Safud o g7

A. STT DI IS 3R NoH aTal & YO T
B. ¢Re & T Ay
C. SO & Wi Qi

D. U di3ii3e fouig

15. What is the primary purpose of an Antivirus?
A. To detect and remove malware

B. To record audio on the computer

C. To increase the computer's RAM

D. To adjust screen brightness

Antivirus WH’@IG%QHW@?IT%7

A. BT RS TTUedR (Malware) BT UdT TIT 3R 38 g
B. R H Siifeal Raple HeAT

C. PR Bl RAM &HdT SGHT

D. RieH &1 ©pH S5e~q MafFd &3

16. A Firewall acts as a security barrier between-

A. A computer's fan and CPU

B. An internal network and external/untrusted networks.

C. A keyboard and mouse connection

D. A printer and scanner

BIRAld fhdd atd JR&T ARIY (Security Barrier) & 70 H B &l 82
A. HER & T 3R CPU & &

B. 3{TdR® "ead 3R e/ sifaya-g Aedd & oig

C. PIEIS 3R ATSY FHaRMA & o

D. fifex 3R TR & &4

17. What does Steganography hide?

A. Wallpaper designs

B. Secret data concealed inside images, audio, or other media
C. Cooking recipes
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D. Computer games

AT B o1 fSuTan ST 62

A. AIOR f&SIeA

B. Bfad, fifeat a1 3=y wifgar & Hier fyuman 7 e Srer
C. GMT S St IRt

D. R T

18. What is the opposite process of Encryption?
A. Code Formatting

B. Data Rotation

C. File Compression

D. Decryption

ufpwE @t faudia ufsar s g1 22
A. BIS HIHTCT

B. T Ac’H

C. I3d BT

D. f&frmm

19. What does Two-Factor Authentication (2FA) require for user login?

A. Two different verification steps for confirming identity

B. Two separate computers for accessing the account

C. Two email accounts for registration

D. Two keyboards connected to the device

Two-Factor Authentication (2FA) B STRINTE Al QNI & foTT T STARIS Il 57
A. U D1 GfY o 1T &1 S1eivT-3eRT JeTu aR0|

B. WA A% Uga & oY &l HEex

C. UsiiehruT o foTg &l $He @

D. f&a5d ¥ g &l Bidblee

20. What is the primary purpose of Cyber Forensics?

A. To develop entertainment games

B. To investigate cyber-crimes by collecting and examining digital evidence
C. To produce digital music tracks

D. To design graphical themes

TIZeR BRI $T T I o1 BIdl 82

A. FARSH & fo1T 71 faepRid

A-1161 P.T.O.



B. fefSrea T1eat &) TfAd 3R Wi AIgeR R Pt S HAT
C. feforea =aford ¢ o=
D. Mfthope U fSomga &

21. Which cyber-crime involves tricking users into revealing personal information
through fake websites or emails?

A. Keylogging
B. SQL Injection
C. DDoS Attack
D. Phishing

I T ISR ST b J9gTSe g1 SUd & HIHH J ITANTH A F HfdaiTd
PR fAddam ¥ Jefed g2

A. BI-QIHT.

B. SQL SolaRM
C. DDoS gHel
D. TR

22. Which cyber-crime focuses on gaining unauthorized access to a system by
exploiting software vulnerabilities?

A. Hacking

B. Cyber Bullying

C. Social Engineering
D. Data Backup

DI T TZER AHRTY IFEITR D1 HHGNRA! BT BRG] ISTHR e # 3HfIHd ya
PR R Fgd 82

A. gfdh

B. HTgeR T

C. e SSfAafeT

D. 321 9% 3T

23. What is the primary goal of a Distributed Denial-of-Service (DDoS) attack?
A. To modify system logs secretly.

B. To steal personal banking information

C. To overwhelm a server and make services unavailable

D. To encrypt data for ransom

Distributed Denial-of-Service (DDoS) §Hd &1 Y& 31T F1 GId 87

A. Req @l &1 T ©U ¥ Sga.

A-1161



B. ST SR R
C. aR P! TRl HReh T3 ! I BT
D. ST &I fthicht & g Ty ST

24. What is the most important rule in digital evidence collection?
A. Rearranging folders for convenience

B. Editing images to enhance clarity

C. Compressing files to reduce size

D. Preserving the integrity of the evidence

fSforea Wea U Hd H &1 o He@qu! | &1 82
A. gfaeT & fore wieeRl o Y: aiRYd .

B. AR P! HUTfad =T

C. BTl BT HBHR HH HR & (AT I8 HRIY HA]

D. I D1 3RS (Integrity) ﬁﬁ?ﬁ‘lﬁm

25. Why is digital evidence considered volatile?
A. It is physically heavy

B. It can be easily altered or lost

C. It is very costly to store

D. It is stored in printed form

f&foree Teg 1 SRR (volatile) Sl HIFT STl 87
A. T8 Hifde 0 J U gy

B. 3 ST & Sear ar fiyerar S e @

C. 3 TR BT 9gd HE gidl §

D. 8 Hfad ¥u ¥ YU gl §

26. Recent cyber-attacks generally target-
A. Manual records.

B. Internet data.

C. Household documents.

D. Critical information infrastructure.

gTd & ISR gHA Jrrad: foed f=mr 91 82
A. 33 Rl

B. $eXc Sl

C. IR XA

D. fhfed ST SHRCHRR
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27. A cyber-attack that steals user data is known as

A. Data Breach

B. Data Cleaning

C. Data Compression

D. Data Formatting

O IR 9a # STaNTehd! BT Sl IRIAT SITdl §, 39 &1 Hal Siid |7
A. ST s (Data Breach)

B. ST SRl

C. ST HHIRH

D. STl BIHfeT

28. The primary objective of a ransomware attack is to
A. Enhance graphics quality

B. Increase system performance

C. Lock data and demand payment

D. Slows down the internet connection

ITIHAIR gH! BT G I8 20 T Bl 87

A. ATt er T[uTaT dgT1T

B. e U= S

C. STT P! Aleh HAT 3R UH B T BRAT

D. AT HARM B €T BT

29. "WannaCry" is an example of-
A. Ransomware

B. Spyware

C. Adware

D. Keylogger

"WannaCry" fgerT ITexuT 82

A, FEHIWR
B. WAGUR

C. USaWR
D. BIANR

30. Recent cyber-attacks are rising mainly due to-
A. Growing interest in travelling

10
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B. Reduced newspaper reading habits
C. Increased dependency on digital services
D. Increased outdoor activities

BT & TIeeR gHa! A i T ¥ ¥ 5y HRuT 81 %6 77
A. T | Sedl 3

B. 3R UgH Pi 3gd T !

C. feforea Qaraft R Fedt Ayar

D. STt Tfafafern & gf

31. Cyber-crime incidents are reported to the-
A. Local Police station.

B. Cybercrime Cell / Cyber Police

C. Interpole

D. General Government office.

ISR URTY P g fbd RUIE oY el g2
A. I gferg =

B. QISaRehISH Udl / HIgeR Yferd

C. U

D. I WRBR] BT

32. The primary aim of India's Cyber Security Policy is to-
A. Conduct internet awareness programmes

B. Promote usage of digital services

C. Boost agricultural production

D. Secure and protect cyberspace

YR ) GrgeR FR&f =ifd &1 go7 I£20 A2

A. éCQ'}IC SITRe & dl HTIHH TAM]

B. f$fSrea Jansfi & IuahT &I dgrar &1

C. SV I TG

D. TTER WY &I QR 3R TRFErd T

33. CERT-In stands for-

A. Computer Emergency Response Team-India
B. Central Emergency Rescue Taskforce

C. Cyber Expert Research Team

D. Computer Education Resource Team

11
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CERT-In T quf &Y &7 §?

A. HIYR SR fear=g & - Sfean
B. Yod SHROIN N TRGHB IR

C. IrgeR Taqud e &

D. TR by A <1

34. The Cyber Surakshit Bharat Mission focuses on-
A. Improving sports performance

B. Promoting cyber hygiene and awareness

C. Enhancing culinary skills

D. Increasing tourist activities

Cyber Surakshit Bharat Mission &7 7% 3530 §

A. I UGRH H GYR BT

B. TSR BISui 3R SR dl &I SGIaT el

C. UTh-HId H GYR BT

D. Wieq nfafafery &) sgrn

35. The National Cyber Coordination Centre (NCCC) monitors-
A. Roadways traffic.

B. Railway Traffic

C. Weather forecasting systems

D. Internet traffic and cyber threats

AR ISeR BISMTe"=H Hex (NCCC) forgapt MR F=al 57
A. J8 IIdird

B. XeTd ITTATd

C. I\ gafgAM gorett

D. $exC ¢fthdh 3R WIZaR WR| Bl

36. What is the primary purpose of clearing the browser cache?

A. Increase internet bill

B. Remove stored temporary files and improve browser performance
C. Install new extensions

D. Slow down the browser

STIOR B B TTh B BT T I 1 82

A. $cAC fored SIg T

B. SIRUT TUEIA WIZal Bl g 3R FTSoR &1 UG dgar Bl

12
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C. U TaIC Y S%Td Al
D. ST3SR &I AT HRAT

37. When shopping online, which practice increases your safety?
A. Using public Wi-Fi for payments

B. Sharing OTP with trusted friends

C. Purchasing only from reputed and verified websites

D. Saving debit card details on all websites

TR WRIGRT R THT, -1 1T 3TUH! YR&T TeTdl 52
A. YA & Y Ufedter aTs-WhTs BT SUANT H=AT

B. HRIHG QIR & 1Y ST HIST BT

C. $ad Ay 3R T da¥rse! d g1 RIGR! BT

D. it deurg el W Sfoe wre faarur weer

38. In Chrome browser versions 10 and above, how do you generally clear the cache?
A. Settings — Clean Disk

B. Settings — Privacy and Security — Clear browsing data

C. File — Save Page As — Delete

D. Tools — Exit

hTH STIOR (TXHUT 10 3R I SHWR) & H Hd I fobar |rar g2

B. AT — Trzadl T el — foRmar sTafeiT ser

D. € — TfRte

39. In early Chrome versions (1 to 9), cache clearing was mainly done through:

A. Preferences — Security — Remove Password

B. Settings — Under the Hood — Clear browsing data

C. Tools — Find — Delete

D. Chrome Store — Cache Cleaner

B3I 1 TIHN (1Y 9) B, B TTH A1 T U I 39 diep! § fopan S o:
A. TTIHEaT — JR&T — TINdS geld

B. YT — 3iaEl BRI — SIS Sl A1 DY

C. T — g6 — BeY

13
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40. On Safari for iOS (iPhone/iPad), cache is cleared using:

A. Settings — General — Reset iPhone

B. iCloud — Delete Device

C. Safari — File — Clear All

D. Settings — Safari — Clear History and Website Data

iOS (iPhone/iPad) & fTT Safari TR, B2 T B BT dIhT 39 UHR :
A. 8¢ — FHRT — iPhone 8T B

B. iCloud — f&aT8d gerd

C. Safari — WTgd — JHT TH HY

D. AfeTT — Safari ﬁ%ﬁ?ﬂ\?ﬁ?méHWﬁ

41. Cache clearing in Safari on macOS is commonly done by first enabling:
A. Developer menu

B. Spotlight Search

C. Siri Search

D. FileVault Disk Encryption

mac%SWSafariﬁ%mwmﬁ$m AR R Y9 Ugd 3 diell &I e fawan
ofldl &:

A. STAWR T

B. Wicdlge I

c. R

D. BIgddlec [9%h Uh

42. Internet Explorer 9, 10, and 11 allow cache clearing from:
A. Safety menu — Delete browsing history

B. Task Manager — End Task

C. Control Panel — Devices

D. Windows Media Player settings

gee TR 9, 10 3R 11 $¥ foaafen &) gfawr 3a &

A. R& B — ST sfasra firerd

B. BT USUh — BT THIL B

C. fHe=0T Bef — IuB

D. faSIet Hifsam wieRr dfdw

43. In Firefox (including Firefox 33), the cache can be cleared from:
A. File — New Window

14
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B. Options — Privacy — Clear recent history

C. Tools — Bookmark Manager

D. Downloads — Delete

HRRWIRT (BRRWIRT 33 9fgd) T, H3 DI 39 did! § A 61 o ¥l 6
A. TTgal — 3 fdel

B. fdhed — TUFAT — BTl BT SIAGT I HY

C. SUHRU — FHHD TGeH

D. SI3AS — §CIU

44. CCleaner is primarily used for:

A. Updating operating systems

B. Cleaning temporary files, cache, and optimizing system performance
C. Designing websites

D. Installing antivirus

CCIeanerWH@W@WﬁE%WWW%

A. 3T e suse &=

B. 3IRUTH 1S, B2 AT BT 3R Ried U= & i B
C. deuTsCe fSugd &

D. UEIaRY % 1d HRAT

45. Which of the following is responsible for translating domain names into IP
addresses?

A. URL Server

B. DNS

C. SMTP

D. FTP

frafiRad & ¥ H19 SA A &Y St udi § dean & fie imier 82
A. URL I&R

B. DNS

C. SMTP

D. FTP

46. An IP address is best described as:
A. A physical machine label

B. A type of digital certificate

C. A browser security code

15
A-1161 P.T.O.



D. A numerical identifier for devices on a network

IP Ud &1 Ja 37<5] IUiH 39 UHR fobdl ST goba &
A. T Wifas T dad

B. U UhR HI fafoied Jmomgs

C. U SR YR&T Hls

D. Scad TR IUHIUN & oIl Ueh TATHS UgAdhd]

47. Which protocol is most commonly used to transfer web pages on the Internet?
A.FTP

B. SMTP

C. HTTP

D. Telnet

%q%@?%?éﬁﬁﬁﬁ@ﬂﬁﬁﬁﬁ%%ﬂﬂaﬁ&mstamm ERIIECINEIEEIN
gl 8?

A FTP
B. SMTP

C. HTTP
D. Td-Ie

48. The main purpose of Internet Infrastructure is to:
A. Provide printing services

B. Manage screen resolution

C. Display website themes

D. Support global connectivity and data exchange
T SIREHR &1 T I

A. T Jart geM &

B. Bh1-T RellegR Uaiferd ST

C. deaTse YA USRI B

D. 3%y PAfdefadt 3R SeT TRTaiS T GHYA AT

49. Which of the following is NOT a form of malware?
A. Adware

B. Spyware

C. Worm

D. Firewall

ffafed 7 9 S AddWR &1 Th &Y 781 82
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A. TSAWR
B. TIZAWR
C.gd

D. BIIRdId

50. A malware that secretly collects user information and sends it to a remote
attacker is called:

A. Adware
B. Spyware
C. Worm
D. Cookie

TP AAIR O T U F ST DI TSR] Th Tl § 3R Y g3 gHATR Bl
YT §, 39 HBd o

A. TSAWR

B. TSR

c.gd

D. bt

51. A Trojan Horse typically:

A. Replicates itself aggressively

B. Repairs system files

C. Appears legitimate but performs malicious actions
D. Works only offline

T® TIoi 819 31 dR WR-

A. & DI Aot I BTG HRAT &

B. Rey wisdl &1 AR¥d oxdl §

C. 39 fdn § QfdeH TeRS 1 ol §

D. Had HTHATS HTH HRal §

52. Browser Hijacking Software is used to:

A. Increase browser speed

B. Modify browser settings without permission
C. Automatically clear cache

D. Encrypt user data

Browser Hijacking Software BT ITAINT fobq fere foar e %?
A. ST3SR 1 71fd 9 & forg
B. foMT orgafd STIOR AfeH daeq o oy

17
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C. WEferd U q H I A b g
D. SUANTH ! ST URhY A & faw

53. Scareware manipulates users by:

A. Showing fake warnings to force unnecessary actions
B. Encrypting personal files

C. Updating antivirus software

D. Speeding up hardware

Scareware Wﬁﬁwwuwﬁﬁm%

A. T AATaa] [GETHR SHTRAD B B b I8 AoIGR HAT
B. SAfGTTd WTSal PI TlehP AT

C. UCTaRRY TR 3USCT HAT

D. BT8R P1 T FgMT

54. Software Piracy refers to:

A. Buying licensed software

B. Using or distributing software without authorization
C. Encrypting software

D. Testing trial versions

Software Piracy &I 31 B-

A. TTSHY YT QT aaR TRIGH]

B. foTT 3rHfd AItRedTR o1 ITANT T faaRor AT

C. Gt DI TUHY HRAT

D. TS G9i T ULIEf0 A1

55. Logic Bombs are malicious programs that:

A. Execute only when triggered by a specific condition

B. Heal infected files

C. Spread only via email

D. Require manual installation

Ao S gHTaATYu! T g1 & of:

A. g febdl fafre fRufer gRT feTR 814 W &1 febai=ard g1t §
B. TshfHd WT3al Bl 31 B &

C. H9d SHA & A1 & Berd §

D. AY3{ SR B SaIH T gl §
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56. Cyber Squatting involves:

A. Hacking wireless signals

B. Registering domain names similar to popular brands
C. Crashing servers

D. Encrypting DNS records

W@?‘Iﬁﬂﬁwg

A. IR R 5 BT

B. b (U Sie] ¥ fHTd-Sleid S8+ A1H Usiigpd ol

C. R H= AT

D. DNS Rl &1 Tfhy &A1

57. Salami Attack refers to:

A. Small, repeated thefts that go unnoticed individually
B. Large-scale financial fraud

C. Physical destruction of servers

D. Encrypting entire databases

A. Bt IR-IR B aTeht TGl Sl SAfddiTd U I &= | Tal 3Tl
B. 93 UM W fa<iig earust

C. IR} BT N

D. Tquf SeTa &I ThY AT

58. Email Spoofing involves:

A. Encrypting emails for protection
B. Faking the sender's email identity
C. Blocking incoming messages

D. Deleting inbox folders

SHA Wt | i @

A. &M & oY SHeT TfhE BT

B. U 1 SHA UG Pl ol ST
C. 3 dTel Y& 1 seflch bRl

D. STdIT hicgd Pl M

59. Which of the following is the first step in ensuring smartphone security?
A. Installing games
B. Using public Wi-Fi

19
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C. Changing wallpaper

D. Setting a strong screen lock (PIN/Pattern/Password)

TSI GR&T GHATET = & fog FafiRad & @ o1 91 ugdl e o7
A. T ST AT

B. TSI dTs-UTs T SUART BT

C. AT Sea

D. U HoIgd BhH Al (fU-/Ues1/arias) Ie Al

60. A "locked smartphone" generally refers to:

A. A phone that cannot be carried outside

B. A device tied to a specific telecom operator

C. A phone without a battery

D. An encrypted device

TS "I WCHI" STHIR R 5 Pl Faftfd Hrars:
A. Toh UH1 ®H 51 18R 81 of ST S Hebal

B. U fARIY GREAR SR A ST JuahUl

C. fom1 9 T wiF

D. T Uf=hPs feargd

61. Which mobile OS is known for its open-source architecture?

A.iOS

B. Windows Phone

C. Android

D. Symbian

P T AESd AR Red 397 Siu=-9R fifdhedmr & forg ST ST /2
A.iOS

B. f[dSIS i

C.Tglss
D. fafrea

62. Feature phones differ from smartphones mainly because they:
A. Have better cameras

B. Use only iOS

C. Provide unlimited storage

D. Do not support advanced apps and Internet browsing

BIaR TiH HICHH ¥ J-Id: SHE 4 Bid § i
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A TERPNEA S

B. %9 iOS ST Hd §

C. 3T RS UeH #d &

D. 39d W 3R e T3 &1 qHLH 8! dxd

63. During initial setup of a smartphone, it is recommended to:
A. Disable automatic updates

B. Avoid setting a backup email

C. Install apps from unknown websites

D. Connect to a secure Wi-Fi network

WCHH & YT Fe3U & SRM, T8 TaTg 4l ol &:
A. ST 3TST 31&H By

B. 93U AT I H1 J 7

C. 3FTd JgTSel ¥ U Serd HY

D. IRFd a18-BT18 Acad J Hde B

64. Installing applications should ideally be done through:

A. Third-party APK sites

B. Trusted app stores (Google Play Store / Apple App Store)

C. Unknown links shared via SMS

D. Browser pop-ups

TfRIHRM SXal HRAT 3Maxl U ¥ Fafafed e 3 fasar o =y
A. JdI-U&T APK HTScH

B. fayo-g U0 ®R (Google Play Store / Apple App Store)

C. SMS & HIeHH ¥ W1l fobT 71T 3rTdl fefep

D. ST3WR UIU-3(7

65. Updating applications regularly helps in:
A. Fixing vulnerabilities and improving security
B. Increasing screen brightness

C. Removing all notifications

D. Deleting media files

fafta =0 3 s suse &+ ¥ Fgfefad # Aee e §:
A. HHSING! BT BT HRAT 3R GRET H JUR HRAT

B. ThI &I IHPH S|

C. Tt g ger
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D. Hifsar w13d gem

66. Sending messages securely generally means:
A. Using social media comments

B. Sending plain SMS

C. Using end-to-end encrypted messaging apps
D. Sharing screenshots

PRI U J G Ao FT qmEeaa: 31 &

A. TITe HifeaT fewforl o1 IugnT

B. TIYRUI THUHTY W

C. US-¢-US Uf=hPe AT U &7 SUTNT Al
D. BhIMRITC AT AT

67. What is the safest place to store sensitive information on a smartphone?
A. Photo gallery

B. Notes without a password

C. Encrypted secure folders/storage

D. Social media drafts

TEHH TR JdGMd THBR! GUgId B & [T T IR R H1F 1 /7
A. el TRt

B. o1 UrYaS ATt Aicy

C. TfhPS Gf&rd Bleey/L RS

D. Ti=rd Hifear g1

68. When sending email from a smartphone, users should:
A. Use secure email apps and strong passwords.

B. Avoid enabling two-factor authentication

C. Save passwords in plain text

D. Share OTPs for verification

WCHH A SHA Hold AT, STANTHR AT BT T BT IIgT:
A. GRI&A S T 3R Hoigd UTads o1 Sud e |

B. &I-BRS JHTUIHRUN HeH P 9 & |

C. UTHJS Pl HIg TR H Yd |

D. FATG o 1T OTP &1l Y|
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69. Before capturing media that contains sensitive information, a user should:

A. Disable device security

B. Ensure the storage is encrypted

C. Share the photo on social media

D. Turn off file permissions

HAGTRNA TSR a1l HITSAT BT HaR B o UG, SN DI g HAT AT
A. TSaTS TR&fm sfam B

B. JATYT HX foh el UHPS ©§

C. BIcI DI HITS HifSTT TR A1l Db

D. BTgd ATl dg P

70. Which feature provides strong protection if the phone is stolen?
A. Full-disk encryption.

B. Airplane mode

C. Silent mode

D. Auto rotate

B AR BF R B AT BIaR Aslqd GRel UG Bl o7
A. Bd-[&%h TpmE

B. TR HIg

C. UT3cic HIS

D. 3icI Aee

71. A major characteristics of modern cyber-crimes is that they are often:
A. Fully visible to victims

B. Faster, global, and difficult to trace

C. Possible only in offices

D. Performed without internet

YD TR AR BT Ueh T fI=Iwe 78 § o 9 srmm:

A. TifSal & gt @R fowars 3a §

B. 49, A SR UdT AT e 81 §

C. $ad Hradl § gt dYa gl §

D. faT exe & fpu o &

72. Which of the following is an example of a recent cyber-crime incident?
A. Ransomware attacks on hospitals and corporations
B. ATM withdrawal.
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C. Manual filing of data

D. Local electricity repair

o & @ & 1 g1a €1 & g3 ZER SHURTY T HT IGER0T 87
A. SRTATEl AR T IR YAEHaaR ghd

B. TCTTH I U fepTer

C. 3T P UGS B3l

D. Ry ferefeft ARAd

73. Data breaches in recent years primarily target:

A. Offline records

B. Manual files

C. Weather stations

D. Digital databases containing personal information
BT & a8 § ST Ieerd-! &l T- ded §:

A. fTpare Reple

B. Aga3rel BT

C. A\ $g

D. ST SHPR] aTet f$foreed Sered

74. A common reason for the rise of cyber-crime is:
A. Slow internet speed

B. Increased digital dependence

C. Lack of social media platforms

D. Reduction in device usage

TR HRTY H i BT U WH HRUT

A. gt §eze Wis

B. f&fored faivan & afs

C. T2 HifEAT ©ICHIH BT 3HTa

D. f&a1ed & IuaIT & SHt

75. In India, which agency acts as the national nodal agency for cyber-security?
A. IRCTC

B. CERT-In

C. UIDAI

D. RBI

YRA H, TSR YRET & fTT AP A1Sd Tordl! & &4 & DI Ul Tored! SRl Il 62
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A. IRCTC
B. CERT-In
C. UIDAI
D. RBI

76. Cyber Swachhta Kendra is mainly established for:

A. Cleaning old computers

B. Hosting government websites

C. Providing social media training

D. Botnet cleaning and malware analysis

IEeR Wl g Jead: fFafafad & fore wifta foar m &
A. R SR} Bt JHTS

B. TR de¥TZc] Bl BIRST

C. I HITSTT UiRI&I0T Ua A1

D. de-c AT 3R AAdER fazayor

77. Which Indian law amendment strengthened cyber-crime penalties and data
protection?

A. IT Act 2000 Amendment 2008

B. Company Act 2013

C. Income Tax Amendment 2020

D. Consumer Protection Act

fHe YR ST TN 7 TR RTY G 3R STl Y& DI Avgd fhar?
A. 3Tsct JAfAfATH 2000 HRIEH 2008

B. 0T TUFTH 2013

C. 3THR RN 2020

D. SUHTeHRIT TR&T ffAfaH

78. "Cyber Forensics Labs" in India are used for:
A. Repairing damaged laptops

B. Photo editing

C. Investigating and preserving digital evidence
D. Teaching computer basics only

HRd H "TIeR BRRAS de" &1 TN fRgfeifad & forw far S 8
A. &faURd QUCTg &1 TRETd
B. ToIc! JUTe
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c. fsforea area o1 g 3R TRemon
D. Had e D Jd d1d YT

79. A counter-cyber-security initiative that helps report cyber-crime in India is:
A. 100 emergency number

B. National Cybercrime Reporting Portal (www.cybercrime.gov.in)

C. Postal department website

D. School education portal

YR H TSR HORTY BT RUIE HA & AGE B dcll TP ATSR-YR&f U5d &

A. 100 TUTTBTA TR

B. T@H e STy R e (www.cybercrime.gov.in)

C. ST faUTT &1 dedrge

D. ¥hd e gied

80. The major challenge in managing cyber-crime incidents is:
A. Rapid evolution of malware and attack methods

B. Low number of devices

C. High-speed internet

D. Strong passwords used everywhere

TTZER HIRTY DT geA131 & Fae= & Tg@ I &

A. TARR 3R §HA & aRIb! &1 il 9§ fadbrd

B. JUHRUI i S TA

C. ol TIfd ITelT §eAe

D. §X I8 SXHIA 814 aTal Avigd Uiae

81. Password managers are primarily used to:

A. Share passwords publicly

B. Store and manage complex passwords securely

C. Disable device security

D. Delete all login information

qrIas AoR Jed: fafafad & fae SudiT fee omd &
A. UGS FauHe U J Igl Bl

B. SIfed UNIaS &I QRIEd U I U SR Uefdd &
C. [SaTsy TR&M 31&™ B3

D. g4I A SR g
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82. A commonly used second factor in two-step verification is:

A. OTP sent to phone/email

B. Reading a PDF

C. Restarting the device

D. Updating wallpaper

fg-TRuflg IO ¥ AR W 3¥AHTS [T ST aTdT Gkl HRS o
A. TIH/SHd TR WSl 7747 OTP

B. PDF UgHl

C. fEaTsy &1 §1: URY AT

D. AIAIUTR 3USC BT

83. Free antivirus software helps users by:
A. Removing operating systems

B. Increasing spam

C. Detecting and removing basic malware
D. Deleting all documents

U GCHaTaRY AU ddR SUTRTHArS & 7Aee 39 UHR Bl o
A. TRTT Ried et

B. TH S¢™I

C. FFATEt HAATR HT Udl AR 3% gl

D. 9! T¥TaSl ! gl

84. Windows Firewall primarily protects a system by:

A. Speeding up system performance

B. Changing keyboard layout.

C. Deleting files automatically

D. Allowing and blocking network traffic based on rules
SIS rRaTd g U 3§ Red &1 YR&f 39 UHR Hdl 5
A. RIeH & Ua=iF &1 oW B

B. BIAIS WHTIT TacTehR |

C. BTgell DI TTerd U Y §eldh

D. A & YR WR Acddh ¢fthd B 3HA SR 3R il HIPb

85. "Inbound Rules" in Windows Firewall manage:
A. Traffic going out of the computer
B. Brightness levels
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C. Traffic coming into the computer

D. USB device functioning

fiSe BraRala # "sag s g FafiRad o1 udes & &
A. HER I §TeR ofF a1l ¢fthds

B. STSCY o

C. R | 3 aTal S

D. USB f&argd &t sriyurett

86. "Outbound Rules" in Windows Firewall control:
A. Incoming data packets

B. Outgoing data packets

C. Mouse speed

D. Display resolution

fdSIel BraRdle =01 § "33cads Ham:

A. SIS T ST Udhe

B. 3T3CHIIST ST Udhe

C. 73 1 Tt

D. f&¥t Reileg=H

87. Windows Firewall with Advanced Security can be opened using:

A. Run — wfmsc

B. Run — calc.exe

C. Run — notepad.exe

D. Run — explorer.exe

I JR&T & 1A Windows HIIRATA B T T IUANT dxchs Jiall ol Tl 6:
A. Run — wfmsc

B. Run — calc.exe
C. Run — notepad.exe

D. Run — explorer.exe

88. Connection Security Rules are used to:

A. Secure network connections using authentication or encryption
B. Improve sound quality

C. Change wallpaper

D. Organize files

FHaRH JRef Faw 1 Iuai fFafafead & o fear S g:
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A. THTOTTHRUT AT TR &1 SUTNT B cden H-1a-I YRI&d BT
B. @ 1 Ural T GUR HRAT

C. AU Feal

D. BISd AR HRAT

89. The firewall monitor in Windows Firewall with Advanced Security shows:
A. Only system brightness

B. Active firewall rules and current network status

C. List of installed movies

D. Battery usage report
W@%H@Windowsmﬁmﬂﬁam%

A. Had ReH sged

B. Tfehd BTIRATd FaH 3R aaH Aeda fRufd

C. SISl 1 T3 HA B Gl

D. de<t IuaT Raie

90. When selecting the best browser, the most important factor is:
A. Number of available themes

B. Size of the browser icon

C. User's specific requirements (speed, security, extensions)

D. Colour of the interface

TAIT IR Id THY, T HedYll HRP

A. Sudsy A BT HBAT

B. FII3WIR JHISh b H[HR

C. ITITHl @1 ARy sa=awman (i, TR, TReRm)

D. SR BT

91. Which browser is known for strong privacy features and tracking protection?
A. Internet Explorer

B. Mozilla Firefox

C. Classic Netscape

D. Opera Mini (Java version)

I T FTIOR AEd Mo-aar gfaersit 3R et JRem & fore S Siran 82

A. 3T THRIWRR

B. HIfSTRll TRl

C. FATRYP AcThY
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D. 3MURT AT (SiTar Tep )

92. For users who prefer speed and Google integration, the recommended browser
is:

A. Safari (Windows edition)
B. Tor Browser

C. Netscape Navigator

D. Google Chrome

S STARTEH! T 3R Google THIHRUN TG FRd &, 3D 10T SRR TR &:

A. IBRT ([FSIST Tamon)
B. TR ST3WR

C. Ac%hy Afaier
D. TRTd h1H

93. For maximum anonymity and privacy-focused browsing, users often choose:
A. Tor Browser

B. Basic Text Browser

C. Classic Opera

D. Internet Explorer 8

31 AT 3R Mo-gar-hiad STSRiT & g, IuahTehd! SiaR I &

A. TR ST39R

B. SR ¢ TSR

C. FATRID SR

D. $c3c TRIWRT 8

94. Smartphone updates primarily help in---

A. Fixing security vulnerabilities and enhancing overall device protection
B. Increasing promotional advertisements across applications

C. Automatically installing harmful software

D. Reducing built-in safety features of the operating system

HIEHH 3USe & =4 ¥ FAufeied & Aeg vd §

A. IRET HHNTGT DY Sb HAT AR T S JRET B dgaR §MT
B. T Uiy H U= faqu=i & Sgm

C. BIMPR® TFeddqR DI WIeId 30 H xe[d Bl

D. TqRfeT Red &t sidfifed qRam gfawrstt & &7 w1
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95. Branded and carrier-locked smartphones typically provide-

A. Operate without requiring any carrier authorization or SIM validation

B. Allow installation of all applications without any limitations

C. Provide completely unrestricted access to all network and device settings
D. Limited installation

1SS 3R FRIR-WAH AT TCHIH AR TR T USH Hd o8-

A. for Tt iR Tnfdresor a1 | Imoe o1 SraadsdT & denferd gid |
. foTT fopdt Titer & et UfRreb e Seeier e Y SrgHfa 39 §

C. gt Fead 3R fEarsy e a& I dve ¥ smfasfid ugd Ua™ axd &
D. TIfHd SxCia=E

96. Which of the following represents commonly used smartphone operating
systems?

A. Google Chrome and Microsoft Edge

B. Microsoft Word and Adobe Photoshop

C. Android and iOS

D. ZIP Extractor and Media Player

frafied & 9 &F 91 qmd: TEd HIEh A SuRfT Ren & gxifdr g2
A. TTE B 3R ARHINITE TS

B. HISSH NG IS 3R TSId eIy

C. UgIss 3R i0S

D. 510 TacaeR ok Hifgar wiR

97. From where should users ideally install mobile applications to ensure security?
A. Trusted official app stores such as Google Play Store or Apple App Store

B. Random websites offering free application downloads

C. Links received through unsolicited emails or messages

D. Pop-up advertisements claiming to provide premium apps

RET GATd dx & o STt aisll &1 Aiesd URIheH Hal 3 Swld H- dIgu?
A. fasrgg snfieTRe U TR SR Google Play Store TT Apple App Store

B. U UMRIh R SIS B URH T R dlell Alefwsdh davilge

C. 3FTITe SHY I1 RN o HIegH 4 U fefeh

D. Ui VU Y& R &1 GIa1 R dTel UIY-3{y fama=

98. Photo sharing online should be-
A. Uploaded automatically.
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B. Shared with everyone

C. Posted without checking privacy

D. Controlled and selective

3{TTQATS Thic! TSl BT M-

A. ST =0 ¥ 3udlrs fasar S =nfgu

B. Gt & H1Y 1= fobdlT ST =A1fR |

C. TY=aar &1 Sird fu fomT uike faan s arfeu|
D. fafad iR T s BT ARt

99. Social media groups should be joined-
A. Without checking details

B. After verifying their purpose

C. Just because friends joined

D. Forwards-based groups only

et Hifsar 3o & wnferd g =fee-

A. fa1 faaRur &t Sira fbg

B. 31 53T B! Jf¥ IR & alg

c. Rt gafery o S e gU @

D. %dd HIRAS-3MMUTRT T

100. Posting live location is-
A. Risky for personal safety

B. Fine to share with everyone
C. Needed for all posts

D. Done without thinking

139 AR URE HAT-

A. STIHIT ReqT & forg ShfH R 8
B. It & 1Y AT HRAT 3V §

C. gt Ure & forg siawaes 3§

D. forT rar-awe) foman man §
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