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Note :– This paper is of Hundred (100) marks divided into

Two (02) Sections ‘A’ and ‘B’. Attempt the

questions contained in these Sections according to

the detailed instructions given therein. Candidates

should limit their answers to the questions on the

given answer sheet. No additional (B) answer

sheet will be issued.

uksV :µ ;g iz'u&i= lkS (100) vadksa dk gS] tks nks (02) [k.Mksa

^d* rFkk ^[k* esa foHkkftr gSA izR;sd [k.M esa fn, x,

foLr̀r funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSA ijh{kkFkhZ

vius iz'uksa ds mÙkj nh xbZ mÙkj&iqfLrdk rd gh lhfer

j[ksaA dksbZ vfrfjDr (ch) mÙkj&iqfLrdk tkjh ugha dh

tk;sxhA
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Section–A

([k.M–d)

Long Answer Type Questions

(nh?kZ mÙkjh; iz'u) (2×26=52)

Note :– Section ‘A’ contains Five (05) Long-answer

type questions of Twenty Six (26) marks each.

Learners are required to answer any two (02)

questions only.

uksV :µ [k.M ^d* esa ik¡p (05) nh?kZ mÙkjh; iz'u fn;s x;s gSa] izR;sd

iz'u ds fy, NCchl (26) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa dks

buesa ls dsoy nks (02) iz'uksa ds mÙkj nsus gSaA

1. Explain malware in detail. Discuss different types of

malware and explain how malware spreads over the

Internet.

eSyos;j dh foLrkj ls O;k[;k dhft,A blds fofHkUu izdkjksa ,oa

baVjusV ds ek/;e ls blds izlkj dks le>kb,A

2. Describe various kinds of cyber crimes such as hacking,

cyber terrorism, cyber stalking, phishing, web jacking,

and online fraud.

gSfdax] lk;cj vkradokn] lk;cj LVkWfdax] fQf'kax] osc tSfdax

,oa vkWuykbu /kks[kk/kM+h tSls lk;cj vijk/kksa dh O;k[;k dhft,A
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3. Explain password security, two-step verification, and

the role of password managers in cyber security.

ikloMZ lqj{kk] Vw&LVsi osfjfQds'ku rFkk ikloMZ eSustj dh

Hkwfedk dks le>kb,A

4. Explain firewall concepts and discuss configuration of

firewall in Mac OS and Windows OS with advanced

security features.

Qk;jokWy dh vo/kkj.kk dks le>kb, rFkk eSd vks,l ,oa

fo.Mkst vks,l esa Qk;joky dkWfUQxjs'ku dh O;k[;k dhft,A

5. Discuss email, social media, and smartphone security.

Explain best practices for secure communication and

data protection.

bZ&esy] lks'ky ehfM;k ,oa LekVZQksu lqj{kk ij ppkZ dhft, rFkk

lqjf{kr lapkj ,oa MsVk lqj{kk ds mik; le>kb,A

Section–B

([k.M–[k)

Short Answer Type Questions

(y?kq mÙkjh; iz'u) (4×12=48)

Note :– Section ‘B’ contains Eight (08) Short-answer type

questions of Twelve (12) marks each. Learners are

required to answer any four (04) questions only.
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uksV :µ [k.M ^[k* esa vkB (08) y?kq mÙkjh; iz'u fn;s x;s gSa]

izR;sd iz'u ds fy, ckjg (12) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa

dks buesa ls dsoy pkj (04) iz'uksa ds mÙkj nsus gSaA

1. Explain Internet infrastructure and DNS.

baVjusV lajpuk (Internet Infrastructure) rFkk DNS (Mksesu

use flLVe) dh O;k[;k dhft,A

2. What is cyber forensics ? Explain its importance.

lk;cj QkWjsaflDl D;k gS \ blds egRo dh O;k[;k dhft,A

3. Explain steganography and digital signatures.

LVsxuksxzkQh rFkk fMftVy flXuspj dh O;k[;k dhft,A

4. Discuss recent cyber crime incidents in brief.

gky dh lk;cj vijk/k ?kVukvksa ij la{ksi esa ppkZ dhft,A

5. Explain guidelines for choosing a secure web browser.

,d lqjf{kr osc czkmtj pquus ds fy, fn'kkfunsZ'kksa dh O;k[;k

dhft,A

6. Explain safe online shopping practices.

lqjf{kr vkWuykbu [kjhnkjh ds rjhdksa dh O;k[;k dhft,A
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7. What is wireless LAN ? Discuss major security issues

of WLAN.

ok;jysl LAN D;k gS \ WLAN dh izeq[k lqj{kk leL;kvksa

ij ppkZ dhft,A

8. Explain secure usage of antivirus software.

,aVhok;jl lkW¶Vos;j ds lqjf{kr mi;ksx dh O;k[;k dhft,A

**************


