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CYC-101/CYL-101
Cyber Space and Data Protection (CCSDP)

Fundamentals of Cyber Space and
Emerging Jurisprudence

Examination February, 2026

Time : 2:00 Hrs. Max. Marks : 100

Note :— This paper is of Hundred (100) marks divided into
Two (02) Sections ‘A’ and ‘B’. Attempt the
questions contained in these Sections according to
the detailed instructions given therein. Candidates
should limit their answers to the questions on the
given answer sheet. No additional (B) answer

sheet will be issued.

M :— I8 Y- G (100) SFhi H1 8, S & (02) @St
‘w' e ‘w’ # fawfSa ¥ T@e @ve # fiu Mg
forega FAdwil & STIUR & ULl b1 81 i § | GRTeITe
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Section—A
(TUS—h)
Long Answer Type Questions
(et s uve) (2x26=52)

Note :— Section ‘A’ contains Five (05) Long-answer
type questions of Twenty Six (26) marks each.
Learners are required to answer any two (02)
questions only.

e :— wue'Ew' H Ui (05) < W uE e T E, v
9 & fau sy (26) i fauifa €1 frenfiai =
T G Had & (02) YA & W A T

1.  What is the concept of Artificial Intelligence (Al)

governance in cyberspace ? Discuss the potential

challenges associated with it.

AEIREId § HfA0 Jigaw (TTE) I i STTLIRI =
T 2 39 Wy eI duifaa gAifaa W == Sife |
2. How effective is the IT Act, 2000, in addressing

cybercrimes in India ? Suggest measures to improve its

implementation.

ARA H HEeR 90l &1 Uk § e Afufw=m, 2000
foRae gurelt ¥ 2 3O wEraEd | gUR & U™ et |
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3. Define Cyber Sovereignty and evaluate its implications
for international relations.
GrgeR YT b1 aRfoa Y iR TR Taei W g8
el T FEATRT hifaT |

4.  What is the relationship between Data Privacy and
Cyber Security under Indian law ? Analyse their
interplay.
IR A & T S Il SR dTEer gRaq & o=
oY T 7 T SAaday H fowers o L

5. Why are cross-border data flow regulations significant ?

Examine their impact on global trade and data

sovereignty.
GI-9R 21 yarg fm = meeg § 2 afves =R
3R 22 TYYA W T JATE hT THET Y |
Section-B
(Tvs-w)
Short Answer Type Questions
(g I U9H) (4x12=48)
Note :— Section ‘B’ contains Eight (08) Short-answer type

questions of Twelve (12) marks each. Learners are
required to answer any four (04) questions only.

e~ TUE ‘W' H A3 (08) @Y SuiE WA ¥ T E,
e U9 & ot g (12) 3k fAuifia €1 fanfemt
HI TTH 9 Hadl AR (04) I & SW 4 B
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What is the concept of a digital signature, and how is it

legally recognized in India ?

fefSed e &1 Sfaunen #1 €, 3R 3§ 9ra #
FHTA AT 58 I § 2

Define ‘Digital Evidence’ and elaborate on its role in

cybercrime investigations.

‘fefSteat Tmea’ =1 gRurfog i IR dgeR 39Uy = |
9! i W fowar & == 3|

What are clickwrap agreements, and how are they treated

under Indian law ?

e Tmeid F €, iR 9N &A% ded S
FAER Al § ?

Discuss the challenges faced by law enforcement

agencies in tackling ransomware attacks.

SR T @ e # wE v Tt @ e
AT o1 | HEA TS § ?

Explain the significance of cyber ethics in fostering a

secure digital environment.

fera fefsea araeRur =01 sgan <3 § Agar Afdewdr &1
g T HiToIT |
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6. Examine the role of GDPR (General Data Protection

Regulation) and its implications for Indian companies.

STETfem (Am e Waw fafew) &t fsw iR
AR A & fag s9e Hfeqd w— == Fifsm)

7.  Analyze the legal framework for protecting minors in
cyberspace under Indian law.
ARAE T % d8d Hgaedd § Tremferl i gRam &
e 1A @ 1 fagemo St

8.  Critically evaluate Section 66A of the IT Act, 2000 and

discuss how its repeal has affected free speech in India.

3 AfYFEH, 2000 T R 66T I SA=ACHS TR
H IR 3T R ¥ R § T 900 W I8 Y9E W
== |
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