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Note :– This paper is of Hundred (100) marks divided into

Two (02) Sections ‘A’ and ‘B’. Attempt the

questions contained in these Sections according to

the detailed instructions given therein. Candidates

should limit their answers to the questions on the

given answer sheet. No additional (B) answer

sheet will be issued.

uksV :µ ;g iz'u&i= lkS (100) vadksa dk gS] tks nks (02) [k.Mksa

^d* rFkk ^[k* esa foHkkftr gSA izR;sd [k.M esa fn, x,

foLr̀r funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSA ijh{kkFkhZ

vius iz'uksa ds mÙkj nh xbZ mÙkj&iqfLrdk rd gh lhfer

j[ksaA dksbZ vfrfjDr (ch) mÙkj&iqfLrdk tkjh ugha dh

tk;sxhA
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Section–A

([k.M–d)

Long Answer Type Questions

(nh?kZ mÙkjh; iz'u) (2×26=52)

Note :– Section ‘A’ contains Five (05) Long-answer

type questions of Twenty Six (26) marks each.

Learners are required to answer any two (02)

questions only.

uksV :µ [k.M ^d* esa ik¡p (05) nh?kZ mÙkjh; iz'u fn;s x;s gSa] izR;sd

iz'u ds fy, NCchl (26) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa dks

buesa ls dsoy nks (02) iz'uksa ds mÙkj nsus gSaA

1. What is the concept of Artificial Intelligence (Al)

governance in cyberspace ? Discuss the potential

challenges associated with it.

lkbcjLisl esa Ïf=e cqf¼eÙkk (,vkbZ) 'kklu dh vo/kkj.kk D;k

gS \ blds lkFk tqM+h laHkkfor pqukSfr;ksa ij ppkZ dhft,A

2. How effective is the IT Act, 2000, in addressing

cybercrimes in India ? Suggest measures to improve its

implementation.

Hkkjr esa lkbcj vijk/kksa dks jksdus esa vkbZVh vf/kfu;e, 2000

fdruk izHkkoh gS \ blds dk;kUo;u esa lq/kkj ds mik; lq>kb,A
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3. Define Cyber Sovereignty and evaluate its implications

for international relations.

lkbcj laizHkqrk dks ifjHkkf"kr djsa vkSj varjkZ"Vªh; laca/kksa ij blds

izHkkoksa dk ewY;kadu dhft,A

4. What is the relationship between Data Privacy and

Cyber Security under Indian law ? Analyse their

interplay.

Hkkjrh; dkuwu ds rgr MsVk xksiuh;rk vkSj lkbcj lqj{kk ds chp

laca/k D;k gS \ blds varl±ca/k dk fo'ys"k.k djsaA

5. Why are cross-border data flow regulations significant ?

Examine their impact on global trade and data

sovereignty.

lhek&ikj MsVk izokg fu;e D;ksa egRoiw.kZ gSa \ oSf'od O;kikj

vkSj MsVk laizHkqrk ij buds izHkko dk ijh{k.k djsaA

Section–B

([k.M–[k)

Short Answer Type Questions

(y?kq mÙkjh; iz'u) (4×12=48)

Note :– Section ‘B’ contains Eight (08) Short-answer type

questions of Twelve (12) marks each. Learners are

required to answer any four (04) questions only.

uksV :µ [k.M ^[k* esa vkB (08) y?kq mÙkjh; iz'u fn;s x;s gSa]

izR;sd iz'u ds fy, ckjg (12) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa

dks buesa ls dsoy pkj (04) iz'uksa ds mÙkj nsus gSaA
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1. What is the concept of a digital signature, and how is it

legally recognized in India ?

fMftVy gLrk{kj.k dh vo/kkj.kk D;k gS] vkSj bls Hkkjr esa

dkuwuh ekU;rk dSls izkIr gS \

2. Define ‘Digital Evidence’ and elaborate on its role in

cybercrime investigations.

^fMftVy lk{;* dks ifjHkkf"kr djsa vkSj lkbcj vijk/k tkap esa

bldh Hkwfedk ij foLrkj ls ppkZ djsaA

3. What are clickwrap agreements, and how are they treated

under Indian law ?

fDydjSi le>kSrs D;k gSa] vkSj Hkkjh; dkuwu ds rgr budk

O;ogkj dSlk gS \

4. Discuss the challenges faced by law enforcement

agencies in tackling ransomware attacks.

jSuleos;j geyksa ls fuiVus esa dkuwu izorZu ,tsafl;ksa dks fdu

pqukSfr;ksa dk lkeuk djuk iM+rk gS \

5. Explain the significance of cyber ethics in fostering a

secure digital environment.

lqjf{kr fMftVy okrkoj.k dks c<+kok nsus esa lkbcj uSfrdrk dk

egRo Li"V dhft,A
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6. Examine the role of GDPR (General Data Protection

Regulation) and its implications for Indian companies.

thMhihvkj (lkekU; MsVk laj{k.k fofu;e) dh Hkwfedk vkSj

Hkkjrh; dEifu;ksa ds fy, blds fufgrkFkZ ij ppkZ dhft,A

7. Analyze the legal framework for protecting minors in

cyberspace under Indian law.

Hkkjrh; dkuwu ds rgr lkbcjLisl esa ukckfyxksa dh lqj{kk ds

fy, dkuwu <kaps dk fo'ys"k.k dhft,A

8. Critically evaluate Section 66A of the IT Act, 2000 and

discuss how its repeal has affected free speech in India.

vkbZVh vf/kfu;e] 2000 dh /kkjk 66, dk vkykspukRed ewY;kadu

djsa vkSj blds fujlu ls Hkkjr esa eqDr Hkk"k.k ij iM+s izHkko ij

ppkZ djsaA
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