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Importance Instructions :

1.

This paper consists of 40 Multiple
Choice Questions (M.C.Q.). All
questions are compulsory and carry
1 mark each. There is not negative
marking.

Each question has four alternative
responses marked (A), (B), (C) and
(D). You have to choose an
appropriate answer option and
mark it on the OMR sheet.

For marking answers on OMR
sheet, follow the detailed instructions
given on the OMR Sheet.

Use only Blue or Black ball point
pen for marking on OMR.
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1.  What is the primary purpose of

hyperlinks on a website ?
(A) To display images
(B) To connect different web

pages and help with

navigation
(C) To play videos

(D) To store data

2. What is digital plagiarism ?
(A) Using licensed software
(B) Writing original content

(C) Copying academic work from
the internet or fellow students
without proper citation

(D) Using a computer for

research

3. How can cookies affect privacy ?

(A) They can slow down internet

browsing

(B) They prevent access to

personal data

(C) They help in downloading
files faster

(D) They are used to track user
preferences and can expose

personal information
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4.  What does Cyber Safety focus on ?

(A) Protection of hardware from

viruses

(B) Physical  protection  of

technology resources

(C) Safe and responsible behavior
online, protecting personal

information

(D) Monitoring internet usage

through security systems

5. Difference between Cyber Safety
and Cyber Security :

(A) Cyber Safety focuses on
software  security, while
Cyber Security focuses on

human behavior

(B) Cyber Safety covers the
protection of data and Cyber
Security focuses on physical
protection of technology

(C) Cyber Safety involves using
the internet, while Cyber
Security is about device

maintenance

(D) There is no difference; both

terms are used interchangeably
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What is Cyberbullying ?
(A) The use of the internet for

personal entertainment

(B) Sharing educational content

online

(C) Promoting positive online

behaviors

(D) Using the internet to
repeatedly harm or harass

others intentionally

What is a zero-day vulnerability ?

(A) A known vulnerability with

an available fix
(B) A hardware issue

(C) An unknown vulnerability
exploited by hackers before

a fix is available

(D) A firewall misconfiguration

Primary purpose of a web browser :
(A) To store and organize files

(B) To access information and
resources on the World Wide
Web

(C) To edit and create documents

(D) To play multimedia files
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What does SMTP stand for ?
(A) Simple Mail Transfer Protocol
(B) Secure Mail Transfer Protocol

(C) Standard Mail Transfer
Protocol

(D) Simple Message Transmission
Protocol

10.

What is one potential consequence
of fake profiles on social networking
sites ?

(A) Increased user engagement

(B) Identity theft and loss of
confidentiality

(C) Greater access to educational
content

(D) Increased
legitimate content

exposure to

11.
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What is the purpose of two-factor

authentication (2FA) ?

(A) To make login difficult

(B) To provide an extra layer of
security by verifying the user’s
identity through two different
methods

(C) To simplify the login process
(D) To

unauthorized access

increase the risk of
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12.

What is a legal issue that can arise
from downloading certain files, such
as movies, music, or software ?

(A) Increased data storage usage
(B) Faster access to content

(C) Legal issues related to
copyright infringement

(D) Increased antivirus protection

13.

What mistakes should you avoid
when using your credit or debit
card online ?

(A) Share your card details on
social media

(B) Use public computers for
online transactions

(C) Keep the PIN written on the
card

(D) All of the above

14.

What is a primary risk of sharing
personal information on blogging
sites ?

(A) Improved website security
(B) Increased online visibility
(C) Identity theft

(D) Better search engine rankings

15.
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Which of the following methods are
commonly used in cyber stalking ?

(A) Physical surveillance
(B) Anonymous letters

(C) E-mail and instant messaging
(IM)

(D) Phone calls only
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16.

What do predators typically ask
children to share during grooming ?

(A) Favorite cartoons

(B) Personal information and

photographs
(C) Book recommendations

(D) School projects

17.

A common method hackers use to

observe  passwords from a

distance :

(A) Using binoculars or vision-
enhancing tools

(B) Using encryption software
(C) Changing passwords frequently

(D) Creating complex passwords

18.
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What is one method of protecting

mobile phones from connectivity-
related security threats ?
(A) Using public Wi-Fi networks

(B) Connecting to unknown

Bluetooth devices

(C) Ensuring the mobile phone is
not connected to unauthorized

networks

(D) Ignoring app permissions
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19.

What is the primary function of Wi-
Fi technology ?

(A) To increase internet speed

(B) To enhance mobile signal
strength

(C) To transmit data over cellular
networks

(D) To provide a wireless signal
for communication between
devices

20.

What is a recommended practice

when downloading files from the

internet ?

(A) Use a
program

reliable antivirus

(B) Download files from untrusted
sources

(C) Disable firewall protection

(D) Ignore file extensions

21.

A-1302

What is a crucial step to enhance

security while playing online

games ?

(A) Share your gaming account
details

(B) Use a weak password for easy
recall

(C) Install and update antivirus
software

(D) Accept friend requests from
unknown players
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22,

What type of information is typically
stolen in credit card fraud ?

(A) Only the credit card number
(B) Only the password

(C) Credit card number, PIN, and
password

(D) Only the cardholder’s name

23.

Which of the following is a sign

of a phishing attempt on social

media ?

(A) A message from a verified
account

(B) An e-mail asking for your
password and login details

(C) A friend tagging you in a
photo

(D) Receiving a birthday greeting
from a friend

24,

A-1302

What is the safest way to store your

social media passwords ?

(A) Write them down on paper

(B) Save them in your browser
without a master password

(C) Share them with a trusted

friend

(D) Use a secure password

manager
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25.

What is the most effective way to

secure your mobile phone ?

(A) Enable biometric authentication
(e.g., fingerprint or face ID)

(B) Use asimple 4-digit PIN

(C) Keep your phone unlocked for
convenience

(D) Use the same password for all
apps

26.

What is a key indicator of a phishing
attack via SMS (Smishing) ?

(A) SMS from known contacts

(B) Messages with urgent language
and suspicious links

(C) SMS  confirming
transactions

bank

(D) Texts from customer service
with proper identification

27.

What does CVV on a credit card
stand for ?

(A) Card Verification Value
(B) Credit Validation Vault

(C) Card Virtual Verification
(D) Cash Value Verification

28.

A-1302

What is phishing in the context of
credit card security ?

(A) A secure payment gateway

(B) An email scam designed to
steal credit card details

(C) A credit card verification
process

(D) A transaction approval system
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29.

Which of the following can be a
target of a DoS attack ?

(A)
(B)
(©)
(D)

Servers
Websites
Networks

All of the above

30.

Which of the following is NOT a
cyber security threat ?

(A)
(B)
(©)
(D)

Malware
Phishing
Firewall

Ransomware

31.

What should you avoid while
browsing online ?

(A) Clicking on unknown links or
pop-ups

Using a VPN for public
Wi-Fi
Keeping
updated

Using HTTPS websites

(B)

browser

(€

your

(D)

32.
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Which of the following is a
common cyber safety practice ?
(A)

Sharing with

friends
Using public Wi-Fi
financial transactions

passwords

for

(B)

(C) Regularly updating software
and systems

(D)

Ignoring security warnings
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33.

What does “https://” in a URL

indicate ?

(A) The website is
maintenance

(B) The website is secure and
encrypted

(C) The website is for high-traffic
users only

(D) The website is outdated

under

34.

What is ransomware ?
(A) A type of antivirus software

(B) Malicious software that
encrypts files and demands
payment

(C) A secure
protocol

(D) A software update

communication

35.

What is the purpose of encryption

in cyber security ?

(A) To speed up
connections

internet

(B) To simplify login processes
(C) To track user activity

(D) To make data unreadable to
unauthorized users

36.
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What is the role of an antivirus
program ?

(A) Speed up your device

(B) Prevent hardware failures

(C) Detect, prevent, and remove
malware

(D) Manage internet connections
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37.

What is spyware ?

(A) Malicious software used to
monitor and gather user
information

(B) Software that speeds up your
device

(C) A security firewall
(D) A password manager

38.

What does a Virtual Private

Network (VPN) do ?

(A) Slows down internet speed
(B) Blocks social media websites
(C) Repairs damaged files

(D) Provides
secure internet access

anonymous and

39.

What is an example of social
engineering ?

(A) Phishing emails

(B) Using antivirus software

(C) Regular software updates

(D) Enabling two-factor
authentication

40.
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What is the primary purpose of a
CAPTCHA ?

(A) To slow down
performance

website

(B) To verify human users and
prevent bots

(C) To block suspicious emails
(D) To improve website graphics
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