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1. What is the primary purpose of

hyperlinks on a website ?

(A) To display images

(B) To connect different web

pages and help with

navigation

(C) To play videos

(D) To store data

2. What is digital plagiarism ?

(A) Using licensed software

(B) Writing original content

(C) Copying academic work from

the internet or fellow students

without proper citation

(D) Using a computer for

research

3. How can cookies affect privacy ?

(A) They can slow down internet

browsing

(B) They prevent access to

personal data

(C) They help in downloading

files faster

(D) They are used to track user

preferences and can expose

personal information

1. osclkbV ij gkbijfyad dk eq[; mís';

D;k gS \

(A) fp= fn[kkuk

(B) vyx&vyx osc istksa dks tsM+uk

vkSj usfoxsV djus esa enn djuk

(C) ohfM;ks pykuk

(D) MsVk LVksj djuk

2. fMftVy lkfgfR;d pksjh D;k gS \

(A) ykblsal izkIr lk¶Vos;j dk mi;ksx

djuk

(B) ewy lkexzh fy[kuk

(C) mfpr m¼j.k ds fcuk baVjusV ;k

lkFkh Nk=ksa ls 'kS{kf.kd dk;Z dh

udy djuk

(D) vuqla/kku ds fy, dEI;wVj dk

mi;ksx djuk

3. dqdht xksiuh;rk dks dSls izHkkfor dj

ldrh gSa \

(A) os baVjusV czkmftax dks /khek dj
ldrs gSa

(B) os O;fDrxr MsVk rd igq¡p dks jksdrs
gSa

(C) os Q+kbyksa dks rsth ls MkmuyksM
djus esa enn djrs gSa

(D) budk mi;ksx mi;ksxdrkZ dh
izkFkfedrkvksa dks VªSd djus ds fy,
fd;k tkrk gS vkSj O;fDrxr
tkudkjh dks mtkxj fd;k tk ldrk
gS
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4. What does Cyber Safety focus on ?

(A) Protection of hardware from

viruses

(B) Physical protection of

technology resources

(C) Safe and responsible behavior

online, protecting personal

information

(D) Monitoring internet usage

through security systems

5. Difference between Cyber Safety

and Cyber Security :

(A) Cyber Safety focuses on

software security, while

Cyber Security focuses on

human behavior

(B) Cyber Safety covers the

protection of data and Cyber

Security focuses on physical

protection of technology

(C) Cyber Safety involves using

the internet, while Cyber

Security is about device

maintenance

(D) There is no difference; both

terms are used interchangeably

4. lkbcj lqj{kk fdl ij dsafær gS \

(A) ok;jl ls gkMZos;j dh lqj{kk

(B) izkS|ksfxdh lalk/kuksa dh HkkSfrd lqj{kk

(C) O;fDrxr tkudkjh dh lqj{kk djrs

gq, vkWuykbu lqjf{kr vkSj ftEesnkj

O;ogkj

(D) lqj{kk iz.kkfy;ksa ds ek/;e ls baVjusV

mi;ksx dh fuxjkuh djuk

5. lkbcj ls¶Vh vkSj lkbcj flD;ksfjVh ds

chp varj %

(A) lkbcj lqj{kk lkW¶Vso;j lqj{kk ij

dsafær gS tcfd lkbcj lqj{kk ekuo

O;ogkj ij dsafær gS

(B) lkbcj lqj{kk MsVk dh lqj{kk dks

doj djrh gS vkSj lkbcj lqj{kk

izkS|ksfxdh dh HkkSfrd lqj{kk ij

dsafær gS

(C) lkbcj lqj{kk esa baVjusV dk mi;ksx

'kkfey gS] tcfd lkbcj lqj{kk

fMokbl j[kj[kko ds ckjs esa gS

(D) dksbZ varj ugha gS_ nksuksa 'kCnksa dk

iz;ksx ijLij mi;ksx fd;k tkrk

gS
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6. What is Cyberbullying ?

(A) The use of the internet for

personal entertainment

(B) Sharing educational content

online

(C) Promoting positive online

behaviors

(D) Using the internet to

repeatedly harm or harass

others intentionally

7. What is a zero-day vulnerability ?

(A) A known vulnerability with

an available fix

(B) A hardware issue

(C) An unknown vulnerability

exploited by hackers before

a fix is available

(D) A firewall misconfiguration

8. Primary purpose of a web browser :

(A) To store and organize files

(B) To access information and

resources on the World Wide

Web

(C) To edit and create documents

(D) To play multimedia files

6. lkbcjcqfyax D;k gS \

(A) O;fDrxr euksjatu ds fy, baVjusV

dk mi;ksx

(B) 'kSf{kd lkexzh vkWuykbu lk>k djuk

(C) ldkjkRed vkWuykbu O;ogkj dks

c<+kok nsuk

(D) tkucw>dj nwljksa dks uqdlku igq¡pkus

;k ijs'kku djus ds fy, baVjusV dk

mi;ksx djuk

7. 'kwU;&fnu dh Hks|rk D;k gS \

(A) miyC/k lek/kku ds lkFk ,d Kkr

Hks|rk

(B) ,d gkMZos;j leL;k

(C) ,d vKkr Hks|rk ftldk lek/kku

miyC/k gksus ls igys gSdlZ }kjk

'kks"k.k fd;k tkrk gS

(D) Q+k;jokWy x+yr dkWfUQ+xjs'ku

8. osc czkmtj dk izkFkfed mís'; %

(A) Qkbyksa dks laxzghr vkSj O;ofLFkr

djus ds fy,

(B) oYMZ okbM osc ij tkudkjh vkSj

lalk/kuksa rd igq¡pus ds fy,

(C) nLrkostksa dks laikfnr djus vkSj cukus

ds fy,

(D) eYVhehfM;k Q+kbysa pykus ds fy,
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9. What does SMTP stand for ?

(A) Simple Mail Transfer Protocol

(B) Secure Mail Transfer Protocol

(C) Standard Mail Transfer

Protocol

(D) Simple Message Transmission

Protocol

10. What is one potential consequence

of fake profiles on social networking

sites ?

(A) Increased user engagement

(B) Identity theft and loss of

confidentiality

(C) Greater access to educational

content

(D) Increased exposure to

legitimate content

11. What is the purpose of two-factor

authentication (2FA) ?

(A) To make login difficult

(B) To provide an extra layer of

security by verifying the user’s

identity through two different

methods

(C) To simplify the login process

(D) To increase the risk of

unauthorized access

9. SMTP dk D;k vFkZ gS \

(A) ljy esy VªkalQj izksVksdkWy

(B) lqjf{kr esy VªkalQj izksVksdkWy

(C) ekud esy LFkkukarj.k izksVksdkWy

(D) ljy lans'k Vªkalfe'ku izksVksdkWy

10. lks'ky usVo²dx lkbVksa ij udyh izksQkby

dk ,d laHkkfor ifj.kke D;k gS \

(A) mi;ksdrkZ lgHkkfxrk esa o`f¼

(B) igpku dh pksjh vkSj xksiuh;rk dh

gkfu

(C) 'kSf{kd lkexzh rd vf/kd igq¡p

(D) oS/k lkexzh ds laidZ esa o`f¼

11. nks&dkjd izek.khdj.k (2FA) dk mís';

D;k gS \

(A) ykWfxu dks dfBu cukus ds fy,

(B) nks vyx&vxy rjhdksa ls

mi;ksxdrkZ dh igpku lR;kfir

djds lqj{kk dh ,d vfrfjDr ijr

iznku djuk

(C) ykWfxu izfØ;k dks ljy cukus ds

fy,

(D) vuf/kÏr igqap ds tksf[ke dks c<+kus

ds fy,
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12. What is a legal issue that can arise
from downloading certain files, such
as movies, music, or software ?

(A) Increased data storage usage

(B) Faster access to content

(C) Legal issues related to
copyright infringement

(D) Increased antivirus protection

13. What mistakes should you avoid
when using your credit or debit
card online ?

(A) Share your card details on
social media

(B) Use public computers for
online transactions

(C) Keep the PIN written on the
card

(D) All of the above

14. What is a primary risk of sharing

personal information on blogging

sites ?

(A) Improved website security

(B) Increased online visibility

(C) Identity theft

(D) Better search engine rankings

15. Which of the following methods are
commonly used in cyber stalking ?

(A) Physical surveillance

(B) Anonymous letters

(C) E-mail and instant messaging
(IM)

(D) Phone calls only

12. og dkuwuh leL;k D;k gS tks dqN Qkbysa]
tSls fQYesa] laxhr ;k lkW¶Vos;j MkmuyksM
djus ls mRiék gks ldrh gS \

(A) MsVk Hk.Mkj.k mi;ksx esa o`f¼

(B) lkexzh rd rst igq¡p

(C) dkWihjkbV mYya?ku ls lEcfU/kr
dkuwuh eqís

(D) ,aVhok;jl lqj{kk esa o`f¼

13. vius ØsfMV ;k MsfcV dkMZ dk vkWuykbu
mi;ksx djrs le; vkidks fdu xyfr;ksa
ls cpuk pkfg, \

(A) vius dkMZ dk fooj.k lks'ky
ehfM;k ij lk>k djsa

(B) vkWuykbu ysunsu ds fy, lkoZtfud
dEI;wVj dk mi;ksx djsa

(C) dkMZ ij fiu fy[kdj j[ksa

(D) mijksDr lHkh

14. CykWfxax lkbVksa ij O;fDrxr tkudkjh lk>k
djus dk izkFkfed tksf[ke D;k gS \

(A) csgrj osclkbV lqj{kk

(B) vkWuykbu n`';rk esa o`f¼

(C) igpku dh pksjh

(D) csgrj [kkst batu jSafdax

15. lkbcj LVkWfdax esa vkerkSj ij fuEufyf[kr
esa ls dkSu lh fof/k dk mi;ksx fd;k tkrk
gS \

(A) 'kkjhfjd fuxjkuh

(B) xqeuke i=

(C) bZ&esy vkSj Rofjr lans'k (vkbZ,e)

(D) dsoy Qksu dkWy
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16. What do predators typically ask

children to share during grooming ?

(A) Favorite cartoons

(B) Personal information and

photographs

(C) Book recommendations

(D) School projects

17. A common method hackers use to

observe passwords from a

distance :

(A) Using binoculars or vision-

enhancing tools

(B) Using encryption software

(C) Changing passwords frequently

(D) Creating complex passwords

18. What is one method of protecting

mobile phones from connectivity-

related security threats ?

(A) Using public Wi-Fi networks

(B) Connecting to unknown

Bluetooth devices

(C) Ensuring the mobile phone is

not connected to unauthorized

networks

(D) Ignoring app permissions

16. f'kdkjh vkerkSj ij cPpksa dks xzwfeax ds

nkSjku D;k lk>k djus ds fy, dgrs gSa \

(A) ilanhnk dkVwZu

(B) O;fDrxr tkudkjh vkSj rLohjsa

(C) iqLrd vuq'kalk,¡

(D) Ldwy ifj;kstuk,¡

17. gSdlZ nwj ls ikloMZ ns[kus ds fy, ,d

lkekU; rjhdk viurs gSa %

(A) nwjchu ;k n`f"V c<+kus okys midj.kksa

dk mi;ksx djuk

(B) ,fUØI'ku lkW¶Vos;j dk mi;ksx

djuk

(C) ckj&ckj ikloMZ cnyuk

(D) tfVy ikloMZ cukuk

18. eksckby Qksu dks dusfDVfoVh&lEcU/kh

lqj{kk [krjksa ls cpkus dk ,d rjhdk D;k

gS \

(A) lkoZtfud okbZ&QkbZ usVodZ dk

mi;ksx djuk

(B) vKkr CywVwFk fMokbl ls dusDV

djuk

(C) ;g lqfuf'pr djuk fd eksckby

Qksu vuf/kÏr usVodZ ls tqM+k ugha

gS

(D) ,si vuqefr;ksa dks vuns[kk djuk
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19. What is the primary function of Wi-

Fi technology ?

(A) To increase internet speed

(B) To enhance mobile signal

strength

(C) To transmit data over cellular

networks

(D) To provide a wireless signal

for communication between

devices

20. What is a recommended practice

when downloading files from the

internet ?

(A) Use a reliable antivirus

program

(B) Download files from untrusted

sources

(C) Disable firewall protection

(D) Ignore file extensions

21. What is a crucial step to enhance

security while playing online

games ?

(A) Share your gaming account

details

(B) Use a weak password for easy

recall

(C) Install and update antivirus

software

(D) Accept friend requests from

unknown players

19. okbZ&QkbZ rduhd dk izkFkfed dk;Z D;k

gS \

(A) baVjusV LihM c<+kus ds fy,

(B) eksckby flXuy dh 'kfDr c<+kus ds

fy,

(C) lsyqyj usVodZ ij MsVk lapkfjr

djus ds fy,

(D) midj.kksa ds chp lapkj ds fy,

ok;jysl flXuy iznku djuk

20. baVjusV ls Qkbysa MkmuyksM djrs le;

vuq'kaflr vH;kl D;k gS \

(A) ,d fo'oluh; ,aVhok;jl izksxzke

dk mi;ksx djsa

(B) vfo'oluh; lzk srksa ls Q+kbysa

MkmuyksM djsa

(C) Q+k;jokWy lqj{kk v{ke djsa

(D) Q+kby ,DlVsa'ku ij /;ku u nsa

21. vkWuykbu xse [ksyrs le; lqj{kk c<+kus

ds fy, ,d egRoiw.kZ dne D;k gS \

(A) vius xsfeax [kkrs dk fooj.k lk>k

djsa

(B) vklkuh ls ;kn j[kus ds fy,

detksj ikloMZ dk mi;ksx djsa

(C) ,aVhok;jl lkW¶Vos;j baLVkWy vkSj

viMsV djsa

(D) vKkr f[kykfM+;ksa ls fe= vuqjks/k

Lohdkj djsa
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22. ØsfMV dkMZ /kks[kk/kM+h esa vke rkSj ij

fdl izdkj dh tkudkjh pqjkbZ tkrh gS \

(A) dsoy ØsfMV dkMZ uacj

(B) dsoy ikloMZ

(C) ØsfMV dkMZ uEcj] fiu vkSj ikloMZ

(D) dsoy dkMZ/kkjd dk uke

23. fuEufyf[kr esa ls dkSu lks'ky ehfM;k ij

fQf'kax iz;kl dk ladsr gS \

(A) ,d lR;kfir [kkrs ls ,d lans'k

(B) vkidk ikloMZ vkSj ykWfxu fooj.k

ekaxus okyk ,d bZ&esy

(C) ,d fe= vkidks QksVks esa VSx dj

jgk gS

(D) fdlh fe= ls tUefnu dh c/kkbZ

izkIr djuk

24. vkids lks'ky ehfM;k ikloMZ dks LVksj

djus dk lcls lqjf{kr rjhdk D;k gS \

(A) mUgsa dkxt ij fy[k ysa

(B) mUgsa fcuk ekLVj ikloMZ ds vius

czkmtj esa lgstsa

(C) mUgsa fdlh fo'oluh; fe= ds lkFk

lk>k djsa

(D) ,d lqjf{kr ikloMZ eSustj dk

mi;ksx djsa

22. What type of information is typically

stolen in credit card fraud ?

(A) Only the credit card number

(B) Only the password

(C) Credit card number, PIN, and

password

(D) Only the cardholder’s name

23. Which of the following is a sign

of a phishing attempt on social

media ?

(A) A message from a verified

account

(B) An e-mail asking for your

password and login details

(C) A friend tagging you in a

photo

(D) Receiving a birthday greeting

from a friend

24. What is the safest way to store your

social media passwords ?

(A) Write them down on paper

(B) Save them in your browser

without a master password

(C) Share them with a trusted

friend

(D) Use a secure password

manager



A–1302 SECCS-01/16 ( 11 ) P.T.O.

25. What is the most effective way to

secure your mobile phone ?

(A) Enable biometric authentication

(e.g., fingerprint or face ID)

(B) Use a simple 4-digit PIN

(C) Keep your phone unlocked for

convenience

(D) Use the same password for all

apps

26. What is a key indicator of a phishing

attack via SMS (Smishing) ?

(A) SMS from known contacts

(B) Messages with urgent language

and suspicious links

(C) SMS confirming bank

transactions

(D) Texts from customer service

with proper identification

27. What does CVV on a credit card

stand for ?

(A) Card Verification Value

(B) Credit Validation Vault

(C) Card Virtual Verification

(D) Cash Value Verification

28. What is phishing in the context of
credit card security ?

(A) A secure payment gateway

(B) An email scam designed to
steal credit card details

(C) A credit card verification
process

(D) A transaction approval system

25. vius eksckby Qksu dks lqjf{kr djus dk
lcls izHkkoh rjhdk D;k gS \

(A) ck;ksesfVªd izek.khdj.k l{ke djsa
(mnkgj.k d fy,] fQaxjfiazV ;k
Qsl vkbZMh)

(B) ,d lk/kkj.k 4-vadh; fiu dk
mi;ksx djsa

(C) lqfo/kk ds fy, vius Qksu dks
vuykWd j[ksa

(D) lHkh ,sIl ds fy, ,d gh ikloMZ
dk mi;ksx djsa

26. ,l,e,l (fLef'kax) ds ek/;e ls fQf'kax
geys dk izeq[k ladsrd D;k gS \

(A) Kkr laidks± ls ,l,e,l

(B) vR;ko';d Hkk"kk vkSj lafnX/k fyad
okys lans'k

(C) cSad ysunsu dh iqf"V djus okyk
,l,e,l

(D) mfpr igpku ds lkFk xzkgd lsok
ls lans'k

27. ØsfMV dkMZ ij CVV dk D;k eryc
gS \

(A) dkMZ lR;kiu ewY;

(B) ØsfMV oSfyMs'ku okWYV

(C) dkMZ opqZvy lR;kiu

(D) udn ewY; lR;kiu

28. ØsfMV dkMZ lqj{kk ds lanHkZ esa fQ'kax D;k
gS \

(A) ,d lqjf{kr Hkqxrku xsVos

(B) ØsfMV dkMZ fooj.k pqjkus ds fy,
cuk;k x;k ,d bZ&esy ?kksVkyk

(C) ,d ØsfMV dkMZ lR;kiu izfØ;k

(D) ,d ysunsu vuqeksnu iz.kkyh
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29. Which of the following can be a

target of a DoS attack ?

(A) Servers

(B) Websites

(C) Networks

(D) All of the above

30. Which of the following is NOT a

cyber security threat ?

(A) Malware

(B) Phishing

(C) Firewall

(D) Ransomware

31. What should you avoid while

browsing online ?

(A) Clicking on unknown links or

pop-ups

(B) Using a VPN for public

Wi-Fi

(C) Keeping your browser

updated

(D) Using HTTPS websites

32. Which of the following is a

common cyber safety practice ?

(A) Sharing passwords with

friends

(B) Using public Wi-Fi for

financial transactions

(C) Regularly updating software

and systems

(D) Ignoring security warnings

29. fuEufyf[kr esa ls dkSu DoS gyes dk
y{; gks ldrk gS \

(A) loZj

(B) osclkbVsa

(C) usVodZ

(D) mijksDr lHkh

30. fuEufyf[kr esa ls dkSu lk lkbcj lqj{kk
[krjk ugha gS \

(A) eSyos;j

(B) fQf'kax

(C) Qk;jokWy

(D) jSaleos;j

31. vkWuykbu czkmt djrs le; vkidks fdu
phtksa ls cpuk pkfg, \

(A) vKkr fyax ;k ikW&vi ij fDyd
djuk

(B) lkoZtfud okbZ&QkbZ ds fy,
ohih,u dk mi;ksx djuk

(C) vius czkmtj dks viMsV j[kuk

(D) HTTPS osclkbVksa dk mi;ksx
djuk

32. fuEufyf[kr esa ls dkSu lk ,d lkekU;
lkbcj lqj{kk vH;kl gS \

(A) nksLrksa ds lkFk ikloMZ lk>k djuk

(B) foÙkh; ysunsu ds fy, lkoZtfud
okbZ&QkbZ dk mi;ksx djuk

(C) lkW¶Vos;j vkSj flLVe dks fu;fer
:i ls viMsV djuk

(D) lqj{kk psrkofu;ksa dks utj vankt
djuk
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33. What does “https://” in a URL

indicate ?

(A) The website is under

maintenance

(B) The website is secure and

encrypted

(C) The website is for high-traffic

users only

(D) The website is outdated

34. What is ransomware ?

(A) A type of antivirus software

(B) Malicious software that

encrypts files and demands

payment

(C) A secure communication

protocol

(D) A software update

35. What is the purpose of encryption

in cyber security ?

(A) To speed up internet

connections

(B) To simplify login processes

(C) To track user activity

(D) To make data unreadable to

unauthorized users

36. What is the role of an antivirus
program ?

(A) Speed up your device

(B) Prevent hardware failures

(C) Detect, prevent, and remove
malware

(D) Manage internet connections

33. URL esa “https://” D;k n'kkZrk gS \

(A) osclkbV j[kj[kko ds v/khu gS

(B) osclkbV lqjf{kr vkSj ,fUØIVsM gS

(C) osclkbV dsoy mPp&VªSfQd

mi;ksxdrkZvksa ds fy, gS

(D) osclkbV iqjkuh gks pqdh gS

34. jSuleos;j D;k gS \

(A) ,d izdkj dk ,aVhok;jl lkW¶Vos;j

(B) nqHkkZoukiw.kZ lkW¶Vos;j tks Qkbyksa dks

,fUØIV djrk gS vkSj Hkqxrku dh

ekax djrk gS

(C) ,d lqjf{kr lapkj izksVksdkWy

(D) ,d lkW¶Vos;j v|ru

35. lkbcj lqj{kk esa ,fUØI'ku dk mís'; D;k
gS \

(A) baVjusV dusD'ku dks rst djus ds
fy,

(B) ykWfxu izfØ;kvksa dks ljy cukus
ds fy,

(C) mi;ksxdrkZ xfrfof/k dks VªSd djus
ds fy,

(D) vuf/kÏr mi;ksdrkZvksa ds fy, MsVk
dks viBuh; cukuk

36. ,aVhok;jl izksxzke dh D;k Hkwfedk gS \

(A) vius fMokbl dh xfr c<+k,a

(B) gkMZos;j foQyrkvksa dks jksdsa

(C) eSyos;j dk irk yxk,a] jksdsa vkSj
gVk,a

(D) baVjusV dusD'ku izcaf/kr djsa
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37. What is spyware ?

(A) Malicious software used to

monitor and gather user

information

(B) Software that speeds up your

device

(C) A security firewall

(D) A password manager

38. What does a Virtual Private

Network (VPN) do ?

(A) Slows down internet speed

(B) Blocks social media websites

(C) Repairs damaged files

(D) Provides anonymous and

secure internet access

39. What is an example of social
engineering ?

(A) Phishing emails

(B) Using antivirus software

(C) Regular software updates

(D) Enabling two-factor
authentication

40. What is the primary purpose of a

CAPTCHA ?

(A) To slow down website

performance

(B) To verify human users and

prevent bots

(C) To block suspicious emails

(D) To improve website graphics

37. Likbos;j D;k gS \

(A) nqHkkZoukiw.kZ lkW¶Vos;j dk mi;ksx
mi;ksxdrkZ dh tkukdjh dh
fuxjkuh vkSj ,d= djus ds fy,
fd;k tkrk gS

(B) lkW¶Vos;j tks vkids fMokbl dks
xfr nsrk gS

(C) ,d lqj{kk Qk;jokWy

(D) ,d ikloMZ eSustj

38. opqZvy izkbosV usVodZ (VPN) D;k
djrk gS \

(A) baVjusV dh xfr /kheh dj nsrk gS

(B) lks'ky ehfM;k osclkbVksa dks CykWd
djrk gS

(C) {kfrxzLr Qkbyksa dh ejEen djrk
gS

(D) xqeuke vkSj lqjf{kr baVjusV igq¡p
iznku djrk gS

39. lks'ky bathfu;fjax dk mnkgj.k D;k gS \

(A) fQf'kax bZ&esy

(B) ,aVhok;jl lkW¶Vos;j dk mi;ksx
djuk

(C) fu;fer lkW¶Vos;j viMsV

(D) nks&dkjd izek.khdj.k l{ke djuk

40. dSIpk dk izkFkfe mís'; D;k gS \

(A) osclkbV ds izn'kZu dks /khek djus
ds fy,

(B) ekuo mi;ksxdrkZvksa dks lR;kfir
djus vkSj ckWV~l dks jksdus ds fy,

(C) lafnX/k bZ&esy dks CykWd djus ds
fy,

(D) osclkbV xzkfQDl dks csgrj cukus
ds fy,
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Rough Work/jQ dk;Z



A–1302 SECCS-01/16 ( 16 ) P.T.O.


