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Important Instructions :

1.

This paper consists of 40 Multiple
Choice Questions (M.C.Q.). All
questions are compulsory and carry
1 mark each. There is not negative
marking.

Each question has four alternative
responses marked (A), (B), (C) and
(D). You have to choose an
appropriate answer option and
mark it on the OMR sheet.

For marking answers on OMR
sheet, follow the detailed instructions
given on the OMR Sheet.

Use only Blue or Black ball point
pen for marking on OMR.
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What is phishing ?
(A) Sending fraudulent messages

to steal personal information

(B) Downloading software from

the Internet
(C) Watching videos online

(D) Playing online games

What is the role of DNS in the

Internet ?
(A) Sending e-mails
(B) Translating domain names to

IP addresses
(C) Storing passwords

(D) Speeding up the network

A-1303

Which of the following is a

common objective across all

e-governance models ?
(A) Profit maximization

(B) Transparency and

accountability
(C) Reducing workforce

(D) Increasing government

revenue
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What is the ultimate benefit of high

E-Readiness ?
(A) Improved global rankings

(B) Enhanced digital inclusion and

economic growth
(C) Reduced population density

(D) Increased agricultural

productivity

What is the main motive behind

cyberstalking ?
(A) Harassing someone online

(B) Sharing online

advertisements
(C) Encrypting data

(D) Selling illegal goods

A-1303

What is the purpose of encryption

in information security ?

(A) To make data unreadable to

unauthorized users
(B) To increase internet speed
(C) To back up data

(D) To reduce storage

requirements
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What is the first step in the ISMS

implementation process ?

(A) Risk assessment

(B) Defining security objectives
(C) Identifying information assets

(D) Establishing security policies

What is the primary goal of the
G2E model ?

(A) Facilitate employee training
and welfare

(B) Provide services to citizens

(C) Manage intergovernmental

operations

(D) Promote business activities

What is the role of encryption in

e-commerce security ?

(A) To prevent unauthorized

access to sensitive data
(B) To reduce the cost of
transactions
(C) To enhance website traffic

(D) To increase the speed of

payment processing
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10. Which sector is most affected by
low E-Readiness ?
(A) Healthcare
(B) Information Technology
(C) Education
(D) Agriculture
11. Which protocol is used to transfer
data securely over the Internet ?
(A) HTTP
(B) HTTPS
(C) FTP
(D) SMTP
12.  Why is transparency important in
information security ethics ?
(A) It builds trust and
accountability
(B) It reduces the need for strong
security measures
(C) It increases profits
(D) It makes the system faster
13. What is a key element of

A-1303

continuous improvement in an
ISMS ?

(A)
(B)
(©)
(D)

Periodic risk assessments
Regular audits
Employee training

All of the above
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14.

Which law in India deals with

cybercrime ?
(A) Indian Penal Code
(B) IT Act, 2000

(C) Companies Act, 2013

(D) Consumer Protection Act

15.

Which e-governance model focuses

on enhancing the business

environment ?
(A) G2G
(B) G2C
(©)

(D)

G2B

G2E

16.

A-1303

Which  cybercrime  involves

tricking someone to reveal
personal information through fake
websites ?

(A) Phishing

(B)
(©)
(D)

Hacking
Malware attacks

Denial of Service
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17.

Which cybercrime involved hackers

spreading the “WannaCry”
ransomware across the globe in

2017 ?

(A) WannaCry Ransomware

Attack
(B)
(©)
(D)

Petya Ransomware Attack
NotPetya Ransomware Attack

Stuxnet Attack

18.

What does ISMS stand for ?

(A) Internet Security Management

System
(B)

Information Security
Management System

(C) Integrated Security

Management System
(D)

Internal Security Management
System

19.

A-1303

What is cyber espionage ?
(A) Spreading malware

(B)

Gathering confidential data
from governments or

organizations
(®)
(D)

Harassing individuals online

Crashing websites
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20.

What is the act of sending unwanted
bulk emails known as ?
(A)

Spamming

Ransomware

(B)
(C) Identity theft

(D) Cyberstalking

21.

Which platform is an example of a

marketplace model in E-

Commerce ?

(A) Amazon

(B) A personal website

(C) A local grocery store app

(D) Bank payment portal

22,

A-1303

Which e-governance model

emphasizes providing services
directly to citizens ?

(A) Government-to-Government
(G2G)

(B) Government-to-Business
(G2B)

(C) Government-to-Citizen (G2C)

(D) Government-to-Employees
(G2E)
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23.

In which case did hackers steal
personal information of 143 million
people in 2017 ?

(A) Equifax Data Breach

(B) Target Data Breach

(C) Capital One Data Breach
(D) Yahoo Data Breach

24,

What is the term used for a
malicious software that damages or
disrupts a computer system ?

(A) Malware
(B) Phishing
(C) Virus

(D) Firewall

25.

Which
unethical in information security ?

action is considered

(A) Protecting user data

(B) Unauthorized
sensitive information

access to

(C) Reporting security breaches

(D) Using strong passwords

26.

A-1303

What is the full form of ISP ?
(A) Internet Secure Protocol

(B) International Service
Provider

(C) Internet Service Provider

(D) Internal System Protocol
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27.

Which component is NOT directly
related to E-Readiness ?

(A) E-Governance policies
(B) Infrastructure development
(C) Cultural heritage preservation

(D) Cybersecurity measures

28.

What is the role of a botnet in
organized cybercrime ?

(A) Collecting user feedback

(B) Performing coordinated
attacks

(C) Helping secure systems

(D) Blocking online ads

29.

Which device is used to prevent
unauthorized access to a network ?

(A) Router
(B) Firewall
(C) Printer
(D) Scanner

30.

A-1303

What is Two-Factor Authentication
(2FA) in e-commerce security ?

(A) A password and a security
question

(B) A password and a temporary
code sent to a phone

(C) A password and biometric
data

(D) All of the above
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31.

What should be done if a security

flaw is discovered ?
(A)

(B)

Ignoring the flaw

Using the flaw for personal
gain
(C) Reporting the flaw to the

relevant authorities

the flaw with

(D) Sharing

unauthorized users

32.

What is malware designed to
monitor and steal information from

a system called ?
(A)
(B)
(©)
(D)

Spyware
Ransomware
Trojan

Wworm

33.

A-1303

Which of the following is NOT a

type of E-Commerce ?
(A)
(B)
(®)

B2B (Business-to-Business)
C2B (Consumer-to-Business)
B2G (Business-to-

Government)

(D) C2C2B (Consumer-to-

Consumer-to-Business)
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34.

What is the primary goal of

information security ?
(A) To increase internet speed
from

(B) To data

unauthorized access

protect

(C) To share information openly

(D) To reduce hardware costs

35.

Which of the following is NOT a
type of cyber attack ?

(A) DDosS attack
(B) Phishing attack
(C) Denial of Service

(D) Hardware failure

36.

What is the primary goal of

organized cybercrime groups ?
(A) Personal amusement
(B) Financial gain

(C) Legal operations

(D) Educational purposes

37.

A-1303

Which of the following is a key

feature of E-Commerce ?

(A) Physical presence

(B) 24/7 availability

(C) Limited product options

(D) Local payments only
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38.

What does SSL stand for in

e-commerce security ?

(A) Secure Socket Layer

(B) Secure Software Layer

(C) Safe Security Layer

(D) Standard Security Layer

39.

Which of the following is an

example of a cybercrime ?

(A) Online fraud

(B) Shoplifting

(C) Trespassing

(D) Physical assault

40.

A-1303

What is the primary purpose of

information security ethics ?

(A) To ensure data privacy

(B) To increase website traffic

(C) To improve server speed

(D) To increase product sales

SECCS-02

38.

2T TRen § THeHTe (SSL)

T AH FAE ?

(A) THHRIR Hishe TR

(B) TR WIRERR o
(C) 9% fERIfEl wer

(D) ¥ TERIRE TR

39.

frfafea § | i TgeR ST &
S § 2

(A) SiFeTET Wi

(B) THE =R

(C) =13y wawr

(D) IWIR® o

40.

(14)

e GReT ekl 1 gE Sevd
T2

(A) = Mogar gHk=a s

(B) de@mEe fheh dgH
(C) HeR 7fd & guR &

(D) 3R forsht s

P.T.O.



Rough WorkX® &&

A-1303 SECCS-02 (15) PTO.



Rough WorkR® =t

A-1303 SECCS-02 (16)



