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1. What is phishing ?

(A) Sending fraudulent messages

to steal personal information

(B) Downloading software from

the Internet

(C) Watching videos online

(D) Playing online games

2. What is the role of DNS in the

Internet ?

(A) Sending e-mails

(B) Translating domain names to

IP addresses

(C) Storing passwords

(D) Speeding up the network

3. Which of the following is a

common objective across all

e-governance models ?

(A) Profit maximization

(B) Transparency and

accountability

(C) Reducing workforce

(D) Increasing government

revenue

1. fQf'kax D;k gS \

(A) /kks[kk/kM+h okys lans'k Hkstdj

O;fDrxr tkudkjh pqjkuk

(B) baVjusV ls lkW¶Vos;j MkmuyksM

djuk

(C) vkWuykbu ohfM;ks ns[kuk

(D) vkWuykbu xse [ksyuk

2. baVjusV esa DNS dh Hkwfedk D;k gS \

(A) bZ&esy Hkstuk

(B) Mksesu ukeksa dks vkbZih (IP) ,Mªsl

esa cnyuk

(C) ikloMZ laxzghr djuk

(D) usVodZ dh xfr c<+kuk

3. fuEufyf[kr esa ls dkSu lk lHkh bZ&xous±l

ekWMyksa dk lkekU; mís'; gS \

(A) ykHk dks vf/kdre djuk

(B) ikjn£'kr vkSj tokcnsgh

(C) dk;Zcy dks de djuk

(D) ljdkjh jktLo c<+kuk
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4. What is the ultimate benefit of high

E-Readiness ?

(A) Improved global rankings

(B) Enhanced digital inclusion and

economic growth

(C) Reduced population density

(D) Increased agricultural

productivity

5. What is the main motive behind

cyberstalking ?

(A) Harassing someone online

(B) Sharing online

advertisements

(C) Encrypting data

(D) Selling illegal goods

6. What is the purpose of encryption

in information security ?

(A) To make data unreadable to

unauthorized users

(B) To increase internet speed

(C) To back up data

(D) To reduce storage

requirements

4. mPp bZ&jsfMusl dk ije ykHk D;k gS \

(A) Xykscy jSafdax esa lq/kkj

(B) fMftVy lekos'ku vkSj vk£Fkd

o`f¼

(C) tula[;k ?kuRo esa deh

(D) Ïf"k mRikndrk esa o`f¼

5. lkbcj LVkWfdax ds ihNs eq[; mís'; D;k

gS \

(A) fdlh dks vkWuykbu ijs'kku djuk

(B) vkWuykbu foKkiu lk>k djuk

(C) MsVk dks ,fUØIV djuk

(D) voS/k lkeku cspuk

6. lwpuk lqj{kk esa ,fUØI'ku dk mís'; D;k

gS \

(A) vf/kdkjghu mi;ksxdrkZvksa ds fy,

MsVk dks viBuh; cukuk

(B) baVjusV dh xfr c<+kuk

(C) MsVk dk cSdvi ysuk

(D) laxzg.k vko';drkvksa dks ?kVkuk
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7. What is the first step in the ISMS

implementation process ?

(A) Risk assessment

(B) Defining security objectives

(C) Identifying information assets

(D) Establishing security policies

8. What is the primary goal of the

G2E model ?

(A) Facilitate employee training

and welfare

(B) Provide services to citizens

(C) Manage intergovernmental

operations

(D) Promote business activities

9. What is the role of encryption in

e-commerce security ?

(A) To prevent unauthorized

access to sensitive data

(B) To reduce the cost of

transactions

(C) To enhance website traffic

(D) To increase the speed of

payment processing

7. vkbZ,l,e,l (ISMS) ykxw djus dh

izfØ;k esa igyk dne D;k gS \

(A) tksf[ke ewY;kadu

(B) lqj{kk mís';ksa dks ifjHkkf"kr djuk

(C) lwpuk lEifÙk;ksa dh igpku djuk

(D) lqj{kk uhfr;k¡ LFkkfir djuk

8. th2bZ (G2E) ekWMy dk eq[; mís'; D;k

gS \

(A) deZpkjh izf'k{k.k vkSj dY;k.k dks

lqxe cukuk

(B) ukxfjdksa dks lsok,a iznku djuk

(C) varj&ljdkjh lapkyu dk izca/ku

djuk

(D) O;kolkf;d xfrfof/k;ksa dks c<+kok

nsuk

9. bZ&dkWelZ lqj{kk esa ,fUØI'ku dh Hkwfedk

D;k gS \

(A) laonsu'khy MsVk dh vuf/kÏr igq¡p

dks jksduk

(B) ysu&nsu dh ykxr dks ?kVkuk

(C) osclkbV VªSfQd dks c<+kuk

(D) Hkqxrku izlaLdj.k dh xfr c<+kuk
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10. Which sector is most affected by

low E-Readiness ?

(A) Healthcare

(B) Information Technology

(C) Education

(D) Agriculture

11. Which protocol is used to transfer

data securely over the Internet ?

(A) HTTP

(B) HTTPS

(C) FTP

(D) SMTP

12. Why is transparency important in

information security ethics ?

(A) It builds trust and

accountability

(B) It reduces the need for strong

security measures

(C) It increases profits

(D) It makes the system faster

13. What is a key element of

continuous improvement in an

ISMS ?

(A) Periodic risk assessments

(B) Regular audits

(C) Employee training

(D) All of the above

10. de bZ&jsfMusl ls lcls vf/kd izHkkfor

{ks= dkSu lk gS \

(A) LokLF; lsok

(B) lwpuk izkS|ksfxdh

(C) f'k{kk

(D) Ïf"k

11. baVjusV ij lqjf{kr MsVk LFkkukarfjr djus
ds fy, dkSulk izksVksdkWy mi;ksx fd;k
tkrk gS \

(A) ,pVhVhih (HTTP)

(B) ,pVhVhih,l (HTTPS)

(C) ,QVhih (FTP)

(D) ,l,eVhih (SMTP)

12. lwpuk lqj{kk uSfrdrk esa ikjn£'krk D;ksa
egRoiw.kZ gS \

(A) ;g fo'okl vkSj tokcnsgh cukrk
gS

(B) ;g etcwr lqj{kk mik;ksa dh
vko';drk dks de djrk gS

(C) ;g ykHk esa o`f¼ djrk gS

(D) ;g flLVe dks vf/kd xfr iznku
djrk gS

13. vkbZ,l,e,l (ISMS) esa fujarj lq/kkj

dk ,d izeq[k rRo D;k gS \

(A) fu;rdkfyd tksf[ke ewY;kadu

(B) fu;fer vkWfMV

(C) deZpkjh izf'k{k.k

(D) mi;qZDr lHkh
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14. Which law in India deals with

cybercrime ?

(A) Indian Penal Code

(B) IT Act, 2000

(C) Companies Act, 2013

(D) Consumer Protection Act

15. Which e-governance model focuses

on enhancing the business

environment ?

(A) G2G

(B) G2C

(C) G2B

(D) G2E

16. Which cybercrime involves

tricking someone to reveal

personal information through fake

websites ?

(A) Phishing

(B) Hacking

(C) Malware attacks

(D) Denial of Service

14. Hkkjr esa dkSu lk dkuwu lkbcj vijk/k ls

lEcfU/kr gS \

(A) Hkkjrh; n.M lafgrk

(B) vkbZVh ,DV] 2000

(C) dEiuh vf/kfu;e] 2013

(D) miHkksDrk laj{k.k vf/kfu;e

15. dkSu lk bZ&xous±l ekWMy O;kikj ds ekgkSy

dks csgrj cukus ij dsafær gS \

(A) th2th (G2G)

(B) th2lh (G2C)

(C) th2ch (G2B)

(D) th2bZ (G2E)

16. dkSu lk lkbcj vijk/k gS ftlesa >kalk

nsdj fdlh ls O;fDrxr tkudkjh izkIr

djus ds fy, udyh osclkbV~l dk mi;ksx

fd;k tkrk gS \

(A) fQf'kax

(B) gSfdax

(C) eSyos;j vVSd

(D) fMuk;y vkWQ l£ol
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17. Which cybercrime involved hackers

spreading the “WannaCry”

ransomware across the globe in

2017 ?

(A) WannaCry Ransomware

Attack

(B) Petya Ransomware Attack

(C) NotPetya Ransomware Attack

(D) Stuxnet Attack

18. What does ISMS stand for ?

(A) Internet Security Management

System

(B) Information Security

Management System

(C) Integrated Security

Management System

(D) Internal Security Management

System

19. What is cyber espionage ?

(A) Spreading malware

(B) Gathering confidential data

from governments or

organizations

(C) Harassing individuals online

(D) Crashing websites

17. fdl lkbcj vijk/k esa gSdlZ us 2017 esa

^^okuk Øk;** jSaleos;j dks nqfu;kHkj esa

QSyk;k Fkk \

(A) okuk Øk; jSaleos;j vVSd

(B) isV~;k jSaleos;j vVSd

(C) ukWV isV~;k jSaleos;j vVSd

(D) LVDlusV vVSd

18. ISMS dk iwjk uke D;k gS \

(A) baVjusV lqj{kk izca/ku iz.kkyh

(B) lwpuk lqj{kk izca/ku iz.kkyh

(C) baVhxzsVsM lqj{kk izca/ku iz.kkyh

(D) vkarfjd lqj{kk izca/ku iz.kkyh

19. lkbcj tklwlh D;k gS \

(A) eSyos;j QSykuk

(B) ljdkjksa ;k laxBuksa ls futh MsVk

,d= djuk

(C) vkWuykbu mRihM+u

(D) osclkbV /oLr djuk
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20. What is the act of sending unwanted

bulk emails known as ?

(A) Spamming

(B) Ransomware

(C) Identity theft

(D) Cyberstalking

21. Which platform is an example of a

marketplace model in E-

Commerce ?

(A) Amazon

(B) A personal website

(C) A local grocery store app

(D) Bank payment portal

22. Which e-governance model

emphasizes providing services

directly to citizens ?

(A) Government-to-Government

(G2G)

(B) Government-to-Business

(G2B)

(C) Government-to-Citizen (G2C)

(D) Government-to-Employees

(G2E)

20. vupkgs cYd bZ&esy Hkstus ds dk;Z dks

D;k dgk tkrk gS \

(A) LiSfeax

(B) jSaleos;j

(C) igpku dh pksjh

(D) lkbcjLVkWfdax

21. bZ&dkWelZ esa ekdZsVIysl ekWMy dk ,d

mnkgj.k dkSu lk IysVQkWeZ gS \

(A) vestu

(B) O;fDrxr osclkbV

(C) LFkkuh; fdjkuk LVksj ,si

(D) cSad Hkqxrku iksVZy

22. dkSu lk bZ&xous±l ekWMy lh/ks ukxfjdksa

dks lsok,¡ iznku djus ij tksj nsrk gS \

(A) ljdkj&ls&ljdkj (G2G)

(B) ljdkj&ls&O;olk; (G2B)

(C) ljdkj&ls&ukxfjd (G2C)

(D) ljdkj&ls&deZpkjh (G2E)
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23. fdl ekeys esa gSdlZ us 2017 esa 143

fefy;u yksxksa dh O;fDrxr tkudkjh pqjkbZ

Fkh \

(A) bfDoQSDl MsVk mYya?ku

(B) VkjxsV MsVk mYya?ku

(C) dSfiVy ou MsVk mYya?ku

(D) ;kgw MsVk mYya?ku

24. fdls ,d gkfudkjd lkW¶Vos;j dgk tkrk

gS tks dEI;wVj flLVe dks uqdlku igq¡pkrk

gS ;k mls ckf/kr djrk gS \

(A) eSyos;j

(B) fQf'kax

(C) ok;jl

(D) Qk;jokWy

25. lwpuk lqj{kk esa dkSu lk dk;Z vuSfrd

ekuk tkrk gS \

(A) mi;ksxdrkZ MsVk dh lqj{kk djuk

(B) laosnu'khy tkudkjh rd vuf/kÏr

igqap izkIr djuk

(C) lqj{kk mYya?kuksa dh fjiksVZ djuk

(D) etcwr ikloMZ dk mi;ksx djuk

26. vkbZ,lih (ISP) dk iwjk uke D;k gS \

(A) baVjusV flD;ksj izksVksdkWy

(B) baVjus'kuy l£ol izksokbMj

(C) baVjusV l£ol izksokbMj

(D) baVjuy flLVe izksVksdkWy

23. In which case did hackers steal

personal information of 143 million

people in 2017 ?

(A) Equifax Data Breach

(B) Target Data Breach

(C) Capital One Data Breach

(D) Yahoo Data Breach

24. What is the term used for a

malicious software that damages or

disrupts a computer system ?

(A) Malware

(B) Phishing

(C) Virus

(D) Firewall

25. Which action is considered

unethical in information security ?

(A) Protecting user data

(B) Unauthorized access to

sensitive information

(C) Reporting security breaches

(D) Using strong passwords

26. What is the full form of ISP ?

(A) Internet Secure Protocol

(B) International Service

Provider

(C) Internet Service Provider

(D) Internal System Protocol



A–1303 SECCS-02 ( 11 ) P.T.O.

27. Which component is NOT directly

related to E-Readiness ?

(A) E-Governance policies

(B) Infrastructure development

(C) Cultural heritage preservation

(D) Cybersecurity measures

28. What is the role of a botnet in

organized cybercrime ?

(A) Collecting user feedback

(B) Performing coordinated

attacks

(C) Helping secure systems

(D) Blocking online ads

29. Which device is used to prevent

unauthorized access to a network ?

(A) Router

(B) Firewall

(C) Printer

(D) Scanner

30. What is Two-Factor Authentication

(2FA) in e-commerce security ?

(A) A password and a security

question

(B) A password and a temporary

code sent to a phone

(C) A password and biometric

data

(D) All of the above

27. fuEufyf[kr esa ls dkSu lk Hkkx lh/ks

bZ&jsfMusl ls lEcfU/kr ugha gS \

(A) bZ&xous±l uhfr;k¡

(B) iwokZ/kkj fodkl

(C) lkaLÏfrd /kjksgjlaj{k.k

(D) lkbcjflD;ksfjVh mik;

28. laxfBr lkbcj vijk/k esa cksVusV dh ,d

izeq[k Hkwfedk D;k gS \

(A) mi;ksxdrkZ izfrfØ;k ,d= djuk

(B) la;ksftr vVSd djuk

(C) flLVe dks lqjf{kr djus esa enn

djuk

(D) vkWuykbu foKkiuksa dks CykWd djuk

29. dkSu lk fMokbl usVodZ rd vuf/kÏr
igq¡p dks jksdus ds fy, mi;ksx fd;k
tkrk gS \

(A) jkmVj

(B) Qk;jokWy

(C) fizaVj

(D) LdSuj

30. bZ&dkWelZ lqj{kk esa nks&dkjd izek.khdj.k

(2FA) D;k gS \

(A) ikloMZ vkSj ,d lqj{kk iz'u

(B) ikloMZ vkSj ,d vLFkk;h dksM tks

Qksu ij Hkstk tkrk gS

(C) ikloMZ vkSj ck;ksesfVªd MsVk

(D) mijksDr lHkh
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31. What should be done if a security

flaw is discovered ?

(A) Ignoring the flaw

(B) Using the flaw for personal

gain

(C) Reporting the flaw to the

relevant authorities

(D) Sharing the flaw with

unauthorized users

32. What is malware designed to

monitor and steal information from

a system called ?

(A) Spyware

(B) Ransomware

(C) Trojan

(D) Worm

33. Which of the following is NOT a

type of E-Commerce ?

(A) B2B (Business-to-Business)

(B) C2B (Consumer-to-Business)

(C) B2G (Business-to-

Government)

(D) C2C2B (Consumer-to-

Consumer-to-Business)

31. vxj dksbZ lqj{kknks"k ik;k tkrk gS rks D;k

fd;k tkuk pkfg, \

(A) =qfV dks utjvankt djuk

(B) O;fDrxr ykHk ds fy, nks"k dk

mi;ksx djuk

(C) =qfV dks lEcfU/kr izkf/kdj.kksa dks

fjiksVZ djuk

(D) vuf/kÏr mi;ksxdrkZvksa ds lkFk

=qfV lk>k djuk

32. eSyos;j ftls flLVe ls tkudkjh pqjkus

vkSj fuxjkuh ds fy, fMtkbu fd;k x;k

gS] mls D;k dgrs gSa \

(A) LikbZos;j

(B) jSaleos;j

(C) Vªkstu gkWlZ

(D) oeZ

33. fuEufyf[kr esa ls dkSu bZ&dkWelZ dk izdkj

ugha gS \

(A) B2B (fctusl&Vw&fctusl)

(B) C2B (daT;wej&Vw&fctusl)

(C) B2G (fctusl&Vw&xouZesaV)

(D) C2C2B (daT;wej&Vw&daT;wej&Vw&

fctusl)
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34. What is the primary goal of

information security ?

(A) To increase internet speed

(B) To protect data from

unauthorized access

(C) To share information openly

(D) To reduce hardware costs

35. Which of the following is NOT a

type of cyber attack ?

(A) DDoS attack

(B) Phishing attack

(C) Denial of Service

(D) Hardware failure

36. What is the primary goal of

organized cybercrime groups ?

(A) Personal amusement

(B) Financial gain

(C) Legal operations

(D) Educational purposes

37. Which of the following is a key

feature of E-Commerce ?

(A) Physical presence

(B) 24/7 availability

(C) Limited product options

(D) Local payments only

34. lwpuk lqj{kk dk eq[; mís'; D;k gS \

(A) baVjusV dh xfr c<+kuk

(B) vf/kdkjghu igq¡p ls MsVk dh lqj{kk

djuk

(C) lwpuk dks [kqys rkSj ij lk>k djuk

(D) gkMZos;j ykxr ?kVkuk

35. fuEufyf[kr esa ls dkSu lk lkbcj vVSd

ugha gS \

(A) Mh&MkWl vVSd

(B) fQf'kax vVSd

(C) lsok ls budkj

(D) gkMZos;j foQyrk

36. laxfBr lkbcj vijk/k lewgksa dk eq[;

y{; D;k gS \

(A) O;fDrxr euksjatu

(B) foÙkh; ykHk

(C) dkuwuh lapkyu

(D) 'kSf{kd mís';

37. fuEufyf[kr esa ls dkSu bZ&dkWelZ dh ,d

eq[; fo'ks"krk gS \

(A) HkkSfrd mifLFkfr

(B) 24/7 miyC/krk

(C) lhfer mRikn fodYi

(D) dsoy LFkkuh; Hkqxrku
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38. What does SSL stand for in

e-commerce security ?

(A) Secure Socket Layer

(B) Secure Software Layer

(C) Safe Security Layer

(D) Standard Security Layer

39. Which of the following is an

example of a cybercrime ?

(A) Online fraud

(B) Shoplifting

(C) Trespassing

(D) Physical assault

40. What is the primary purpose of

information security ethics ?

(A) To ensure data privacy

(B) To increase website traffic

(C) To improve server speed

(D) To increase product sales

38. bZ&dkWelZ lqj{kk esa ,l,l,y (SSL) dk

iwjk uke D;k gS \

(A) flD;ksj lkWdsV ys;j

(B) flD;ksj lkW¶Vos;j ys;j

(C) lsQ flD;ksfjVh ys;j

(D) ekud flD;ksfjVh ys;j

39. fuEufyf[kr esa ls dkSu lkbcj vijk/k dk

mnkgj.k gS \

(A) vkWuykbu ÝkWM

(B) nqdku ls pksjh

(C) voS/k izos'k

(D) 'kkjhfjd geyk

40. lwpuk lqj{kk uSfrdrk dk eq[; mís'; D;k

gS \

(A) MsVk xksiuh;rk lqfuf'pr djuk

(B) osclkbV VªsfQd c<+kuk

(C) loZj xfr esa lq/kkj djuk

(D) mRikn fcØh c<+kuk
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Rough Work/jQ dk;Z
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Rough Work/jQ dk;Z


