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Note :– This paper is of Hundred (100) marks divided into

Two (02) Sections ‘A’ and ‘B’. Attempt the

questions contained in these Sections according to

the detailed instructions given therein. Candidates

should limit their answers to the questions on the

given answer sheet. No additional (B) answer

sheet will be issued.

uksV :µ ;g iz'u&i= lkS (100) vadksa dk gS] tks nks (02) [k.Mksa

^d* rFkk ^[k* esa foHkkftr gSA izR;sd [k.M esa fn, x,

foLr̀r funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSA ijh{kkFkhZ

vius iz'uksa ds mÙkj nh xbZ mÙkj&iqfLrdk rd gh lhfer

j[ksaA dksbZ vfrfjDr (ch) mÙkj&iqfLrdk tkjh ugha dh

tk;sxhA
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Section–A

([k.M–d)

Long Answer Type Questions

(nh?kZ mÙkjh; iz'u) 2×26=52

Note :– Section ‘A’ contains Five (05) Long-answer

type questions of Twenty Six (26) marks each.

Learners are required to answer any two (02)

questions only.

uksV :µ [k.M ^d* esa ik¡p (05) nh?kZ mÙkjh; iz'u fn;s x;s gSa] izR;sd

iz'u ds fy, NCchl (26) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa dks

buesa ls dsoy nks (02) iz'uksa ds mÙkj nsus gSaA

1. Explain the history and evolution of the Internet. How

has the development of the internet impacted

communication, business, and global access to

information ?

baVjusV dk bfrgkl vkSj fodkl Li"V djsaA baVjusV ds fodkl us

lapkj] O;kikj vkSj oSf'od tkudkjh rd igq¡p dks dSls izHkkfor

fd;k gS \

2. Explain the concept of malware and its different types.

Discuss how adware, spyware, viruses, worms, and

Trojan horses affect computer systems and data security.
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eSyos;j vkSj blds fofHkék izdkjksa dh vo/kkj.kk Li"V djsaA

,Mos;j] Likbos;j] ok;jl] oElZ vkSj Vªkstu gkWlZ dSls dEI;wVj

flLVe vkSj MsVk lqj{kk dks izHkkfor djrs gSa] bl ij ppkZ djsaA

3. What is Phishing ? Explain the methods used by cyber

criminals to execute phishing attacks and how users can

protect themselves from such attacks.

fQf'kax D;k gS \ lkbcj vijk/kh fQf'kax geys djus ds fy,

dkSu lh fof/k;k¡ bLrseky djrs gSa] vkSj mi;ksxdrkZ bu geyksa ls

dSls cp ldrs gSa \

4. Describe the process of creating and distributing viruses

over the internet. How do viruses spread and cause

damage to computer systems ?

baVjusV ij ok;jl cukus vkSj forfjr djus dh izfØ;k dk o.kZu

djsaA ok;jl dSls QSyrs gSa vkSj dEI;wVj flLVe dks dSls

uqdlku igq¡pkrs gSa \

5. How can you protect your online accounts and devices

by creating strong passwords, using password managers,

and enabling two-step verification ?

vki etcwr ikloMZ cukdj] ikloMZ eSustj dk mi;ksx djds

vkSj nks&pj.kh; lR;kiu l{ke djds vius vkWuykbu [kkrksa vkSj

vkSj midj.kksa dks dsls lqjf{kr j[k ldrs gSa \
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Section–B

([k.M–[k)

Short Answer Type Questions

(y?kq mÙkjh; iz'u) 4×12=48

Note :– Section ‘B’ contains Eight (08) Short-answer type

questions of Twelve (12) marks each. Learners are

required to answer any four (04) questions only.

uksV :µ [k.M ^[k* esa vkB (08) y?kq mÙkjh; iz'u fn;s x;s gSa]

izR;sd iz'u ds fy, ckjg (12) vad fu/kkZfjr gSaA f'k{kk£Fk;ksa

dks buesa ls dsoy pkj (04) iz'uksa ds mÙkj nsus gSaA

1. What is a Wireless LAN (WLAN) ? what are the major

security risks associated with it.

ok;jysl  LAN (WLAN) D;k gS \ blls tqM+s izeq[k lqj{kk

tksf[ke D;k gS \

2. Explain the role of encryption, firewalls, and antivirus

software in preventing unauthorized access to sensitive

data.

laosnu'khy MsVk rd vuf/kÏr igq¡p dks jksdus esa ,fUØI'ku]

Qk;jokWy vkSj ,aVhok;jl lkW¶Vos;j dh Hkwfedk dks le>kb,A
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3. What is Digital Signature, and how does it help in

ensuring online transaction security ?

fMftVy flXuspj D;k gS] vkSj ;g vkWuykbu ysu&nsu dh lqj{kk

lqfuf'pr djus esa dSls enn djrk gS \

4. What are the best practices for secure online shopping ?

Discuss the steps users should take to avoid falling victim

to fraud during online purchases.

lqjf{kr vkWuykbu 'kkWfiax ds fy, loksZÙke izFkk,¡ D;k gS \

mi;ksxdrkZvksa dks vkWuykbu [kjhnkjh djrs le; /kks[kk/kM+h dk

f'kdkj gksus ls cpus ds fy, dkSu ls dne mBkus pkfg,] bl ij

ppkZ djsaA

5. What is Logic Bomb in cyber-crimes ? Discuss its

working mechanism and how it can be used to cause

significant damage to data and systems.

lkbcj vijk/kksa esa ykWftd ce D;k gS \ blds dke djus ds ra=

dk o.kZu djsa vkSj ;g MsVk vkSj flLVe dks egRoiw.kZ uqdlku

igq¡pkus ds fy, dSls mi;ksx fd;k tk ldrk gS \

6. What are the key cybersecurity initiatives in India, and

how do they help in protecting against cyber threats ?

Hkkjr esa izeq[k lkbcj lqj{kk igysa D;k gS] vkSj os lkbcj [krjksa ls

cpko esa dSls enn djrh gS \
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7. What is cyber forensics, and how does computer

forensics help in investigating digital crimes ?

lkbcj QksjsaflDl D;k gS] vkSj dEI;wVj QksjsaflDl fMftVy vijk/kksa

dh tk¡p esa dSls enn djrk gS \

8. Write short notes on any four from the following :

(a) Web Jacking

(b) Cyber Crime

(a) Antivirus

(d) Safe Internet Browsing

(e) Authentication

(f) Online auction fraud

fuEufyf[kr esa ls fdlh pkj ij laf{kIr fVIif.k;k¡ fyf[k, %

(v) osc tSfdax

(c) lkbcj Økbe

(l) ,aVhok;jl

(n) lqjf{kr baVjusV czkmftax

(b) izek.khdj.k

(Q) vkWuykbu uhykeh /kks[kk/kM+h

**************


