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Note :— This paper is of Hundred (100) marks divided into
Two (02) Sections ‘A’ and ‘B’. Attempt the
questions contained in these Sections according to
the detailed instructions given therein. Candidates
should limit their answers to the questions on the
given answer sheet. No additional (B) answer

sheet will be issued.
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Section-A
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Long Answer Type Questions
(e ST wee) 2%26=52

Note :— Section ‘A’ contains Five (05) Long-answer
type questions of Twenty Six (26) marks each.
Learners are required to answer any two (02)

questions only.
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1. Explain the history and evolution of the Internet. How
has the development of the internet impacted
communication, business, and global access to

information ?
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2. Explain the concept of malware and its different types.
Discuss how adware, spyware, viruses, worms, and

Trojan horses affect computer systems and data security.
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3. What is Phishing ? Explain the methods used by cyber
criminals to execute phishing attacks and how users can

protect themselves from such attacks.
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4.  Describe the process of creating and distributing viruses
over the internet. How do viruses spread and cause

damage to computer systems ?
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5. How can you protect your online accounts and devices
by creating strong passwords, using password managers,

and enabling two-step verification ?
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Section-B
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Short Answer Type Questions
(g I U9H) 4x12=48

Note :— Section ‘B’ contains Eight (08) Short-answer type
questions of Twelve (12) marks each. Learners are
required to answer any four (04) questions only.
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1.  Whatis a Wireless LAN (WLAN) ? what are the major

security risks associated with it.

aeRed  LAN (WLAN) 01 & ? 389 S[@ 9q@ ar
Shferm &= § ?

2. Explain the role of encryption, firewalls, and antivirus
software in preventing unauthorized access to sensitive

data.
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3. What is Digital Signature, and how does it help in

ensuring online transaction security ?
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4.  What are the best practices for secure online shopping ?

Discuss the steps users should take to avoid falling victim
to fraud during online purchases.
e sitared wiftm & foq watem gard w®& g 2
STANTSRAIS 1 AT BRIGR i I HEnee! &1
R B9 & a9 &% faT S ¥ %A I8 A1, 39 W
EEiETd

5. What is Logic Bomb in cyber-crimes ? Discuss its
working mechanism and how it can be used to cause
significant damage to data and systems.

TTEeR STl T Afieh o9 &1 § 2 SHeh hIH i & oo
F U HR IR F7 2 iR faew &l weEql JHEH
T & foru S8 S fmar <1 WAt ¥ 2

6. What are the key cybersecurity initiatives in India, and

how do they help in protecting against cyber threats ?
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7.  What is cyber forensics, and how does computer
forensics help in investigating digital crimes ?

I S H HY 7SS FA 7 ?

8.  Write short notes on any four from the following :
(@ Web Jacking
(b) Cyber Crime
(@ Antivirus
(d) Safe Internet Browsing
(e) Authentication
()  Online auction fraud
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