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Introduction to Cyber Security
(MSCIT/MSCCS/DCA/CCA/CEGCS)

2"/ 15t Semester Examination 2024(Dec.)

Time: 2:00 hrs Max. Marks: 100

Note : This paperis of hundred (100) marks divided into
Two (02) Section A and B. Attempt the questions
contained in these sections according to the
detailed instructions given therein. Candidates
should limit their answers to the questions on the
given answer sheet. No additional (B) answer
sheet will be issued.
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Section-A (Long-Answer-Type Questions)

Gus—'F (dd IRl a1l 93e)

Note : Section 'A' contains Five (05) long-answer-type

Q.1.

Q.2.

questions of Twenty Six (26) marks each.
Learners are required to answer any Two (02)

questions only.

. gus ‘® | ufg (05) drd IwRl ATl U &y

T 8, Udd U & foly Bd¥ (26) 3idp FiRa
g | Rl @1 g9 9 dad a1 (02) uHl &
IR o T

[2x26=52]

Discuss cyber-crimes like phishing, cyber-stalking, and

child pornography, explaining their societal impact.
AGR—T[BT AR T TTEATAAT Sl ATgaR—AURTE
SCE A

Why is reporting cyber-crime important? What

challenges are faced during reporting?

ATEIR—IMRTET BT RUE HAT Faf Ageayot 2?2 Rarfdar
@ IRM b AT &1 |qeET far e 22
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Q.3.

Q4.

Q..

What are the challenges faced by Indian agencies in
implementing cyber security measures?
AER GREAT U™ Bl AR B H AR Qoifal

ERT FHAT &1 ST arell AR @ 87

Discuss the significance of two-step verification and
explain how it enhances cyber security.

TR AT b Hgd TR ol Y 3R FHMY
& I8 AIseR JRetm S 98l 57

Compare the process of configuring firewalls on
macOS and Windows operating systems.

MacOS 3R Windows 3ITIRfET Rived R HrRIRdld
BT PIRGIR B A1 T B Gor N |

Section-B (Short-Answer-Type Questions)
Gues— ' (g IRl a1l 9¥)

Note : Section 'B' contains Eight (08) short-answer-type

questions of Twelve (12) marks each. Learners
are required to answer any Four (04) questions

only.
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e ;. @re @ H A6 (08) Y SRl dtel WA &I

Q.1

Q.2.

Q.3.

Q4.

T g, U6 U & oIy 9RE (12) 3fa fRuiRa
g | Renffat o1 g8 9 ®ad IR (04) Ul B
IR o T

[4x12=48]

Describe the structure and role of the World Wide Web

in cyberspace.

AR H dee AIge 99 Bl AT AR HdT BT
Ui BN |

Classify cyber-crimes with suitable examples and

explain their characteristics.
SUY ITERVI b A1 ATSIR—URT qifidpe PX 3R
SREJRENERISIRCIRSE R

Define digital signatures and describe their

importance in ensuring data integrity.

$fied gxdreR & uRWIg &Y 3R ST IrE<dr
JAREd &1 & folt S8 g &I aui o |

Discuss the role of firewalls in cyber security. How do

they work to protect networks?

AgeR GRET H BRIRATA B AP W Fg9l PR 9
qcaH D Gl & oy DA HH dd 87
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Q.5.

Q.6.

Q.7.

Q.8.

Discuss any two recent cyber security incidents and

their implications.

fop=i Y <1 BIferar |TgaR GRef =R AR ITH
ToTaT TR 9 B |
What is a password manager? Discuss its advantages

and functionality.

JIgs HMoR T 27 $9d B 3R HRIEmdT W)
celkad

Explain the concepts of inbound and outbound rules in
Windows Firewall.

fdeieT BRRdld # a8 3R Iscase adl ol
STARIROMSAT & AT TN |

What are the major issues with WLAN and discuss the

strategies to secure wireless networks at home.

WLAN & 91 U@ o &1 8 3R BR WR arIRerd
qTTd DI YRIET PR BI O R AT T2 BN |
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