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Introduction to Cyber Security 

(MSCIT/MSCCS/DCA/CCA/CEGCS) 
2nd/ 1st Semester Examination 2024(Dec.) 

 

Time: 2:00 hrs                 Max. Marks: 100 

Note : This paper is of hundred (100) marks divided into 

Two (02) Section A and B. Attempt the questions 

contained in these sections according to the 

detailed instructions given therein. Candidates 

should limit their answers to the questions on the 

given answer sheet. No additional (B) answer 

sheet will be issued. 
 

uksV % bl iz'ui= lkS ¼100½ vadksa dk gS tks nks ¼02½ [k.Mksa] 

d rFkk [k esa foHkkftr gSA izR;sd [k.M esa fn, x, 

foLrr̀ funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSaA 

ijh{kkFkhZ vius iz'uksa ds mRrj nh xbZ mRrj&iqfLrdk 

rd gh lhfer j[ksaA dksbZ vfrfjDr ¼ch½ mRrj 

iqfLrdk tkjh ugha dh tk;sxhA   

     

P.T.O. 
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Section-A (Long-Answer-Type Questions) 

Note : Section 'A' contains Five (05) long-answer-type 

questions of Twenty Six (26) marks each. 

Learners are required to answer any Two (02) 

questions only. 
 

uksV % [k.M ^d* esa ik¡p ¼05½ nh?kZ mRrjksa okys iz'u fn;s 

x;s gSa] izR;sd iz'u ds fy, NCchl ¼26½ vad fu/kkZfjr 

gSaA f'k{kkfFkZ;ksa dks buesa ls dsoy nks ¼02½ iz'uksa ds 

mRrj nsus gSaA 

[2x26=52] 

 

Q.1. Discuss cyber-crimes like phishing, cyber-stalking, and 

child pornography, explaining their societal impact. 

 vius lkekftd izHkko dks le>krs gq, fQ+f’kax] 

lkbcj&LVSfdax vkSj cky v’yhyrk tSls lkbcj&vijk/kksa 

ij ppkZ djsaA 

Q.2. Why is reporting cyber-crime important? What 

challenges are faced during reporting?  

 lkbcj&vijk/k dks fjiksVZ djuk D;ksa egRoiw.kZ gS\ fjiksfVZax 

ds nkSjku fdu pqukSfr;ksa dk lkeuk fd;k tkrk gS\ 
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Q.3. What are the challenges faced by Indian agencies in 

implementing cyber security measures?  

 lkbcj lqj{kk mik;ksa dks ykxw djus esa Hkkjrh; ,tsafl;ksa 

}kjk lkeuk dh tkus okyh pqukSfr;ka D;k gSa\ 

Q.4. Discuss the significance of two-step verification and 

explain how it enhances cyber security. 

 nks&pj.kh; lR;kiu ds egRo ij ppkZ djsa vkSj le>k,sa 

fd ;g lkbcj lqj{kk dSlsa c<+krk gS\ 

Q.5. Compare the process of configuring firewalls on 

macOS and Windows operating systems. 

 MacOS vkSj Windows vkWijsfVax flLVe ij Q+k;jokWy 

dks dkWfUQ+xj djus dh izfØ;k dh rqyuk djsaA 

 

Section-B (Short-Answer-Type Questions) 

Note : Section 'B' contains Eight (08) short-answer-type 

questions of Twelve (12) marks each. Learners 

are required to answer any Four (04) questions 

only. 

 

 

 

P.T.O. 
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uksV % [k.M ^[k* esa vkB ¼08½ y?kq mRrjksa okys iz'u fn;s 

x;s gSa] izR;sd iz'u ds fy, ckjg ¼12½ vad fu/kkZfjr 

gSaA f'k{kkfFkZ;ksa dks buesa ls dsoy pkj ¼04½ iz'uksa ds 

mRrj nsus gSaA 

[4x12=48] 

 

Q.1. Describe the structure and role of the World Wide Web 

in cyberspace. 

 lkbcjLisl esa oYMZ okbM osc dh lajpuk vkSj Hkwfedk dk 

o.kZu djsaA 

Q.2. Classify cyber-crimes with suitable examples and 

explain their characteristics. 

 mi;qDr mnkgj.kksa ds lkFk lkbcj&vijk/k oxhZd`r djsa vkSj 

mudh fo’ks"krkvksa dks le>k,aA 

Q.3. Define digital signatures and describe their 

 importance in ensuring data integrity. 

 fMftVy gLrk{kj dks ifjHkkf"kr djsa vkSj MsVk v[kaMrk 

lqfuf’pr djus ds fy, muds egRo dk o.kZu djsaA 

Q.4. Discuss the role of firewalls in cyber security. How do 

they work to protect networks? 

 lkbcj lqj{kk esa Q+k;jokWy dh Hkwfedk ij ppkZ djsaA os 

usVodZ dh lqj{kk ds fy, dSls dke djrs gSa\ 
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Q.5. Discuss any two recent cyber security incidents and 

their implications. 

  fdlh Hkh nks gkfy;k lkbcj lqj{kk ?kVukvksa vkSj muds 

 izHkkoksa ij ppkZ djsaA  

Q.6. What is a password manager? Discuss its advantages 

 and functionality. 

 ikloMZ eSustj D;k gS\ blds Qk;ns vkSj dk;Z{kerk ij 

ppkZ djsaA 

 

Q.7. Explain the concepts of inbound and outbound rules in 

Windows Firewall. 

 foaMkst Q+k;jokWy esa buckmaM vkSj vkmVckmaV fu;eksa dh 

vo/kkj.kkvksa dh O;k[;k djsaA 

Q.8. What are the major issues with WLAN and discuss the 

strategies to secure wireless networks at home. 

  WLAN ds lkFk izeq[k eqn~ns D;k gSa vkSj ?kj ij ok;jysl 

usVodZ dks lqjf{kr djus dh j.kuhfr;ksa ij Hkh ppkZ djsaA 

  

 
 

********************** 


