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1. An online contract is also known
as :

(A) A physical contract

(B) A clickwrap agreement

(C) A partnership agreement

(D) A paper-based contract

2. Which of the following is a
necessary condition for the
formation of an online contract ?

(A) A signature written on paper

(B) Clear acceptance of terms and
conditions by the user

(C) The presence of a notary
public

(D) Verbal agreement over a
phone call

3. In an online contract, what is the
term ‘clickwrap agreement’ referring
to ?

(A) A form of physical contract
signed by both parties

(B) A contract that is finalized by
clicking on an ‘I Agree’ button

(C) A contract where one party
gives a verbal agreement

(D) A contract where the terms are
sent via email

4. Which Indian law recognizes the
validity of online contracts ?

(A) The Indian Penal Code, 1860

(B) The Information Technology
Act, 2000

(C) The Copyright Act, 1957

(D) The Indian Contract Act, 1872

1. vkWuykbu lafonk dks fuEu ukeksa ls Hkh
tkuk tkrk gS %

(A) ,d HkkSfrd lafonk

(B) ,d fDydozSi djkj

(C) ,d lk>snkjh djkj

(D) ,d dkxt&vk/kkfjr lafonk

2. vkWuykbu lafonk ds fuekZ.k ds fy,

fuEufyf[kr esa ls dkSu lh 'krZ vko';d

gS \

(A) dkxt ij fy[kk gqvk gLrk{kj

(B) mi;ksxdrkZ }kjk fu;eksa vkSj 'krk±s

dh Li"V LohÏfr

(C) ,d uksVjh ifCyd dh mifLFkfr

(D) Qksu dkWy ij ekSf[kd djkj

3. vkWuykbu djkj esa] ^fDydozSi djkj* 'kCn
fdldk lanHkZ nsrk gS \

(A) nksuksa i{kksa ij gLrk{kfjr HkkSfrd djkj
dk ,d :i

(B) ,d lafonk ftls ^eSa lger gw¡* cVu
ij fDyd djds vafre :i fn;k
tkrk gS

(C) ,d lafonk ftlesa ,d i{k ekSf[kd
le>kSrk djrk gS

(D) ,d lafonk ftlesa 'krs± bZ&esy ds
ek/;e ls Hksth tkrh gSa

4. dkSu lk Hkkjrh; dkuwu vkWuykbu lafonk
dh oS/krk dks ekU;rk nsrk gS \

(A) Hkkjrh; naM lafgrk] 1860

(B) lwpuk izkS|ksfxdh vf/kfu;e] 2000

(C) dkWihjkbV vf/kfu;e] 1957

(D) Hkkjrh; lafonk vf/kfu;e] 1872
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5. Which of the following is true about

online contracts ?

(A) They require physical

signatures to be legally binding

(B) They cannot be used for

business transactions

(C) They are legally enforceable

if formed with mutual consent
and consideration

(D) They are only valid if signed
in the presence of a lawyer

6. What does the Mailbox Rule in

contract law state ?

(A) An offer is considered

accepted when it is received
by the offeror

(B) An offer is considered
accepted when the offeree

sends an acceptance by mail

(C) A contract is considered void

if it is sent through the mail

(D) A contract is finalized only

when the offeror receives the
acceptance letter

7. Under the Mailbox Rule, when does

an acceptance of an offer take
effect ?

(A) When the offeror receives the
acceptance letter

(B) When the offeror reads the
acceptance email

(C) When the acceptance letter is
sent by the offeree

(D) When the offeree is aware of
the offeror’s response

5. vkWuykbu lafonk ds ckjs esa fuEufyf[kr
esa ls dkSu lk lR; gS \
(A) mUgsa dkuwuh :i ls ck/;dkjh gksus

ds fy, HkkSfrd gLrk{kj dh
vko';drk gksrh gS

(B) mudk mi;ksx O;kolkf;d ysunsu
ds fy, ugha fd;k tk ldrk gS

(C) ;fn os vkilh lgefr vkSj fopkj
ds lkFk cuk, tkrs gSa rks os dkuwuh
:i ls ykxw gksrs gSa

(D) os dsoy rHkh oS/k gksrs gSa tc fdlh
odhy dh mifLFkfr esa gLrk{kj fd,
tkrs gSa

6. lafonk fof/k esa esyckWDl fu;e D;k dgrk
gS \
(A) ,d izLrko dks rc Lohdkj fd;k

tkrk gS tc bls izLrkod }kjk izkIr
fd;k tkrk gS

(B) ,d izLrko dks rc Lohdkj fd;k
tkrk gS tc izLrkod esy }kjk
LohÏfr Hkstrk gS

(C) ,d lafonk dks rd 'kwU; ekuk tkrk
gS tc bls esy ds ek/;e ls Hkstk
tkrk gS

(D) ,d lafonk dks rHkh vafre :i
fn;k tkrk gS tc izLrkod dks
LohÏfr i= izkIr gksrk gS

7. esyckWDl fu;e ds rgr] fdlh izLrko
dh LohÏfr dc izHkkoh gksrh gS \

(A) tc izLrkod dks LohÏfr i= izkIr
gksrk gS

(B) tc izLrkod LohÏfr bZ&esy i<+rk
gS

(C) tc izLrko izkIrdrkZ }kjk LohÏfr
i= Hkstk tkrk gS

(D) tc izLrko izkIrdrkZ dks izLrkod
dh izfrfØ;k ds ckjs esa irk gksrk gS
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8. Which of the following scenarios is
covered by the Mailbox Rule ?

(A) Acceptance of an offer sent
via email

(B) A contract agreement made
through a phone call

(C) Acceptance of an offer by a
fax message

(D) Acceptance of an offer by
posting a letter

9. In which situation does the Mailbox
Rule NOT apply ?

(A) The acceptance is sent by
regular post

(B) The offer explicitly states that
the acceptance will only be
valid upon receipt

(C) The acceptance is sent by an
express mail service

(D) The offeree sends an
acceptance by mail without
any prior offer

10. If a party accepts an offer by mail
but the letter is delayed or lost, when
is the acceptance considered valid
under the Mailbox Rule ?

(A) The acceptance is valid when
it is received by the offeror

(B) The acceptance is valid when
it is posted, even if delayed or
lost

(C) The acceptance is invalid
unless confirmed by the offeror

(D) The acceptance is valid only
if the offeror has insurance
against postal loss

8. fuEufyf[kr esa ls dkSu lk ifjn`';

esyckWDl fu;e ds varxZr vkrk gS \

(A) bZ&esy ds ek/;e ls Hksts x, izLrko

dh LohÏfr

(B) Qksu dkWy ds ek/;e ls fd;k x;k

lafonk

(C) QSDl lans'k }kjk izLrko dh LohÏfr

(D) i= iksLV djds izLrko dh LohÏfr

9. fdl fLFkfr esa esyckWDl fu;e ykxw ugha
gksrk gS \

(A) LohÏfr fu;fer Mkd }kjk Hksth
tkrh gS

(B) izLrko esa Li"V :i ls dgk x;k gS
fd LohÏfr dsoy izkfIr ij gh
ekU; gksxh

(C) LohÏfr ,Dlizsl esy lsok }kjk Hksth
tkrh gS

(D) izLrko izkIrdrkZ fcuk fdlh iwoZ
izLrko ds esy }kjk LohÏfr Hkstrk
gS

10. ;fn dksbZ i{k esy }kjk izLrko Lohdkj
djrk gS ysfdu i= esa nsjh gks tkrh gS ;k
og [kks tkrk gS] rks esyckWDl fu;e ds
rgr LohÏfr dc oS/k ekuh tkrh gS \
(A) LohÏfr rc oS/k gksrh gS tc og

izLrkod }kjk izkIr dh tkrh gS
(B) LohÏfr rc oS/k gksrh gS tc bls

iksLV fd;k tkrk gS] Hkys gh nsjh gks
;k [kks tk,

(C) LohÏfr rc rd vekU; gS tc
rd fd izLrkod }kjk bldh iqf"V
u dh tk,

(D) LohÏfr rHkh oS/k gksrh gS tc
izLrkod ds ikl Mkd gkfu ds fo#¼
chek gks
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11. What is the primary role of the

Reserve Bank of India (RBI) in

cyber contracts ?

(A) To enforce intellectual

property rights in cyber

contracts

(B) To regulate digital financial

transactions and ensure secure

electronic payments

(C) To provide legal advice on

online contracts

(D) To approve all online contracts

in India

12. Which of the following is a

responsibility of the RBI concerning

cyber contracts in India ?

(A) Ensuring that all e-commerce

platforms are registered

(B) Promoting secure digital

payment systems and

safeguarding consumer

interests

(C) Drafting contracts for online

business transactions

(D) Overseeing content in cyber

contracts

11. lkbcj lafonk esa Hkkjrh; fjtoZ cSad (RBI)

dh izkFkfed Hkwfedk D;k gS \

(A) lkbcj lafonk esa ckSf¼d laink

vf/kdkjksa dks ykxw djuk

(B) fMftVy foÙkh; ysunsu dks

fofu;fer djuk vkSj lqjf{kr

bysDVªkWfud Hkqxrku lqfuf'pr djuk

(C) vkWuykbu lafonk ij dkuwuh lykg

iznku djuk

(D) Hkkjr esa lHkh vkWuykbu lafonk dks

eatwjh nsuk

12. Hkkjr esa lkbcj lafonk ds lEcU/k esa RBI

dh fuEufyf[kr esa ls dkSu lh ftEesnkjh

gS \

(A) ;g lqfuf'pr djuk fd lHkh

bZ&dkWelZ IysVQkWeZ iathÏr gSa

(B) lqjf{kr fMftVy Hkqxrku iz.kkfy;ksa

dks c<+kok nsuk vkSj miHkksDrk fgrksa

dh lqj{kk djuk

(C) vkWuykbu O;kikj ysunsu ds fy,

vuqca/kksa dk elkSnk rS;kj djuk

(D) lkbcj lafonk esa lkexzh dh ns[kjs[k

djuk
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13. Under the RBI guidelines, which of
the following is essential for ensuring
secure online payments in cyber
contracts ?

(A) Using only physical cash for
transactions

(B) Ensuring compliance with the
Information Technology Act,
2000

(C) Using unsecured and
unregulated platforms

(D) Conducting transactions
through government-issued
checks

14. How does the RBI ensure the
security of online payment systems
for cyber contracts ?

(A) By monitoring and controlling
social media platforms

(B) By setting operational
guidelines for payment
gateways and digital wallets

(C) By providing legal assistance
in case of contract disputes

(D) By regulating the pricing of
online goods and services

15. The RBI’s role in e-commerce and
cyber contracts mainly revolves
around :

(A) Setting prices for digital goods
and services

(B) Regulating digital financial
transactions and ensuring that
they are safe

(C) Providing direct legal advice
to businesses

(D) Reviewing and approving each
online transaction

13. RBI ds fn'kkfunsZ'kksa ds rgr] lkbcj vuqca/kksa
esa lqjf{kr vkWuykbu Hkqxrku lqfuf'pr
djus ds fy, fuEufyf[kr esa ls D;k
vk';d gS \

(A) ysu&nsu ds fy, dsoy HkkSfrd
udnh dk mi;ksx djuk

(B) lwpuk izkS|ksfxdh vf/kfu;e] 2000

dk vuqikyu lqfuf'pr djuk

(C) vlqjf{kr vkSj vfu;fer IysVQkWeZ
dk mi;ksx djuk

(D) ljdkj }kjk tkjh psd ds ek/;e ls
ysu&nsu djuk

14. RBI lkbcj lafonk ds fy, vkWuykbu
Hkqxrku iz.kkfy;ksa dh lqj{kk dSls lqfuf'pr
djrk gS \

(A) lks'ky ehfM;k IysVQkWeZ dh fuxjkuh
vkSj fu;a=.k djds

(B) Hkqxrku xsVos vkSj fMftVy okWysV
ds fy, ifjpkyu fn'kkfunsZ'k fu/kkZfjr
djds

(C) lafonk fooknksa ds ekeys esa dkuwuh
lgk;rk iznku djds

(D) vkWuykbu oLrqvksa vkSj lsokvksa ds
ewY; fu/kkZj.k dks fofu;fer djds

15. bZ&dkWelZ vkSj lkbcj lafonk esa RBI dh
Hkwfedk eq[; :i ls fuEufyf[kr ds
bnZ&fxnZ ?kwerh gS %

(A) fMftVy oLrqvksa vkSj lsokvksa ds
fy, ewY; fu/kkZfjr djuk

(B) fMftVy foÙkh; ysunsu dks
fofu;fer djuk vkSj ;g lqfuf'pr
djuk fd os lqjf{kr gSa

(C) O;olk;ksa dks izR;{k dkuwuh lykg
iznku djuk

(D) izR;sd vkWuykbu ysunsu dh leh{kk
djuk vkSj mls vuqeksfnr djuk
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16. Which regulation governs the use

of digital signatures in cyber
contracts in India, and is enforced

by the RBI for secure transactions ?

(A) The Indian Contract Act, 1872

(B) The Payment and Settlement
Systems Act, 2007

(C) The Information Technology
Act, 2000

(D) The Reserve Bank of India
Act, 1934

17. Which of the following is NOT a

function of the RBI in the context
of cyber contracts ?

(A) Regulating the use of digital
currencies

(B) Ensuring compliance with
security standards for payment

systems

(C) Issuing contracts for

e-commerce platforms

(D) Monitoring cyber fraud and

ensuring consumer protection

18. How does the RBI help prevent

fraud in cyber contracts ?

(A) By ensuring that only physical
contracts are signed

(B) By promoting the use of
secure payment channels and

setting guidelines for digital
transactions

(C) By regulating e-commerce
prices

(D) My resolving individual
contract disputes

16. dkSu lk fofu;eu Hkkjr esa lkbcj vuqca/
kksa esa fMftVy gLrk{kjksa ds mi;ksx dks
fu;af=r djrk gS] vkSj RBI }kjk lqjf{kr
ysunsu ds fy, ykxw fd;k tkrk gS \

(A) Hkkjrh; lafonk vf/kfu;e] 1872

(B) Hkqxrku vkSj fuiVku iz.kkyh
vf/kfu;e] 2007

(C) lwpuk izkS|ksfxdh vf/kfu;e] 2000

(D) Hkkjrh; fjotZ cSad vf/kfu;e]
1934

17. lkbcj lafonk ds lanHkZ esa fuEufyf[kr esa
ls dkSu lk RBI dk dk;Z ugha gS \

(A) fMftVy eqækvksa ds mi;ksx dks

fofu;fer djuk

(B) Hkqxrku iz.kkfy;ksa ds fy, lqj{kk

ekudksa dk vuqikyu lqfuf'pr djuk

(C) bZ&dkWelZ IysVQkWeZ ds fy, lafonk

tkjh djuk

(D) lkbcj /kks[kk/kM+h dh fuxjkuh vkSj

miHkksDrk laj{k.k lqfuf'pr djuk

18. RBI lkbcj lafonk esa /kks[kk/kM+h dks jksdus
esa dSls enn djrk gS \

(A) ;g lqfuf'pr djds fd dsoy
HkkSfrd lafonk ij gLrk{kj fd, tk,a

(B) lqjf{kr Hkqxrku pSuyksa ds mi;ksx
dks c<+kok nsdj vkSj fMftVy
ysunsu ds fy, fn'kkfunsZ'k fu/kkZfjr
djds

(C) bZ&dkWelZ dherksa dks fofu;fer
djds

(D) O;fDrxr lafonk fooknksa dks gy
djds
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19. In cyber contracts involving digital

payments, what is the role of the

RBI concerning dispute resolution ?

(A) Directly resolving disputes

between buyers and sellers.

(B) Providing mechanisms for

resolving disputes related to

payment systems and

consumer protection

(C) Settling contract terms between

the parties

(D) Settling intellectual property

disputes

20. What does the RBI’s “Digital

Payment Security Framework”

ensure in the context of cyber

contracts ?

(A) It ensures that digital contracts

are free from tax liabilities

(B) It guarantees the enforcement

of terms of cyber contracts

(C) It establishes security standards

for online payment systems

and prevents cyber fraud

(D) It provides a uniform format

for online contract

documentation

21. What is Dual Key Encryption also

known as ?

(A) Public Key Infrastructure

(PKI)

(B) Symmetric encryption

(C) Asymmetric encryption

(D) Hashing

19. fMftVy Hkqxrku ls tqM+s lkbcj lafonk esa]
fookn lek/kku ds lEcU/k esa RBI dh
D;k Hkwfedk gS \

(A) [kjhnkjksa vkSj foØsrkvksa ds chp
fooknksa dks lh/ks gy djuk

(B) Hkqxrku iz.kkfy;ksa vkSj miHkksDrk
laj{k.k ls lEcfU/kr fooknksa dks gy
djus ds fy, ra= iznku djuk

(C) i{kksa ds chp vuqca/k dh 'krks± dk
fuiVku djuk

(D) ckSf¼d laink fooknksa dk fuiVku
djuk

20. RBI dk ^fMftVy Hkqxrku lqj{kk <kapk*
lkbcj vuqca/kksa ds lanHkZ esa D;k lqfuf'pr
djrk gS \

(A) ;g lqfuf'pr djrk gS fMftVy
vuqca/k dj nsunkfj;ksa ls eqDr gksa

(B) ;g lkbcj vuqca/kksa dh 'krks± ds
izorZu dh xkjaVh nsrk gS

(C) ;g vkWuykbu Hkqxrku iz.kkfy;ksa ds
fy, lqj{kk ekud LFkkfir djrk gS
vkSj lkbcj /kks[kk/kM+h dks jksdrk gS

(D) ;g vkWuykbu vuqca/k nLrkosthdj.k
ds fy, ,d leku izk:i iznku
djrk gS

21. nksgjh dqath ,fUØI'ku dks fdl uke ls Hkh

tkuk tkrk gS \

(A) lkoZtfud dqath voljapuk (PKI)

(B) lefer ,fUØI'ku

(C) vlefer ,fUØI'ku

(D) gSf'kax
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22. In Dual Key Encryption, which of

the following is true ?

(A) The same key is used for both

encryption and decryption

(B) A single private key is shared

between both parties

(C) Two separate keys are used :

one for encryption and another

for decryption

(D) Encryption and decryption

keys are automatically

generated by the user

23. In a Dual Key Encryption system,

what is the role of the public key ?

(A) It is kept secret and used for

decryption only

(B) It is shared openly and used

for encryption

(C) It is used to create hash values

(D) It is used to generate the

symmetric key for encryption

24. Which of the following is an
advantage of Dual Key
Encryption ?

(A) It requires only one key,
simplifying the process

(B) It allows for secure
communication without
sharing a secret key in advance

(C) It is faster than symmetric
encryption

(D) It avoids the use of encryption
altogether

22. nksgjh dqath ,fUØI'ku esa] fuEufyf[kr esa
ls dkSu lk lR; gS \

(A) ,fUØI'ku vkSj fMfØI'ku nksuksa ds
fy, gh dqath dk mi;ksx fd;k tkrk
gS

(B) nksuksa i{kksa ds chp ,d gh futh
daqth lk>k dh tkrh gS

(C) nks vyx&vyx daqft;ksa dk mi;ksx
fd;k tkrk gS % ,d ,fUØI'ku ds
fy, vkSj nwljh fMfØI'ku ds fy,

(D) ,fUØI'ku vkSj fMfØI'ku dqaft;k¡
mi;ksxdrkZ }kjk Lopkfyr :i ls
mRiék dh tkrh gaS

23. nksgjh daqth ,fUØI'ku iz.kkyh esa] lkoZtfud
daqth dh Hkwfedk D;k gS \

(A) bls xqIr j[kk tkrk gS vkSj dsoy
fMfØI'ku ds fy, mi;ksx fd;k
tkrk gS

(B) bls [kqys rkSj ij lk>k fd;k tkrk
gS vkSj ,fUØI'ku ds fy, mi;ksx
fd;k tkrk gS

(C) bldk mi;ksx gS'k eku cukus ds
fy, fd;k tkrk gS

(D) bldk mi;ksx ,fUØI'ku ds fy,
lefer daqth mRiék djus ds fy,
fd;k tkrk gS

24. nksgjh daqth ,fUØI'ku dk fuEufyf[kr esa
ls dkSu lk ykHk gS \

(A) blds fy, dsoy ,d daqth dh
vko';drk gksrh gS] ftlls izfØ;k
ljy gks tkrh gS

(B) ;g igys ls xqIr dqath lk>k fd,
fcuk lqjf{kr lapkj dh vuqefr nsrk
gS

(C) ;g lefer ,fUØI'ku ls rst gS

(D) ;g ,fUØI'ku ds mi;ksx ls iwjh
rjg ls cprk gS
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25. What is the private key used for in

Dual Key Encryption ?

(A) To encrypt the message

(B) To decrypt the message

(C) To hash the message

(D) To verify the sender’s identity

26. What is a digital signature ?

(A) A handwritten signature

scanned into a document

(B) A public key used to-encrypt

data

(C) A mathematical scheme for

verifying the authenticity and

integrity of digital messages or

documents

(D) A unique code assigned to

each online transaction

27. Which of the following best

describes the function of a digital

signature in e-commerce ?

(A) It encrypts the entire message

(B) It verifies the identity of the

sender and ensures data

integrity

(C) It ensures faster delivery of the

message

(D) It generates a unique URL for

each user

25. nksgjh daqth ,fUØI'ku esa futh dqath dk
mi;ksx fdl fy, fd;k tkrk gS \

(A) lans'k dks ,fUØIV djus ds fy,

(B) lans'k dks fMfØIV djus ds fy,

(C) lans'k dks gS'k djus ds fy,

(D) izs"kd dh igpku lR;kfir djus ds
fy,

26. fMftVy gLRkk{kj D;k gS \

(A) nLrkost esa LdSu fd;k x;k

gLrfyf[kr gLrk{kj

(B) MsVk ,fUØIV djus ds fy, mi;ksx

dh tkus okyh lkoZtfud daqth

(C) fMftVy lans'kksa ;k nLrkostksa dh

izkekf.kdrk vkSj v[k.Mrk dks

lR;kfir djus ds fy, ,d xf.krh;

;kstuk

(D) izR;sd vkWuykbu ysunsu dks lkSaik

x;k ,d vf}rh; dksM

27. fuEufyf[kr esa ls dkSu lk bZ&dkWelZ esa

fMftVy gLrk{kj ds dk;Z dk lcls vPNk

o.kZu djrk gS \

(A) ;g laiw.kZ lans'k dks ,fUØIV djrk

gS

(B) ;g izs"kd dh igpku lR;kfir djrk

gS vkSj MsVk v[k.Mrk lqfuf'pr

djrk gS

(C) ;g lans'k dh rst fMyhojh

lqfuf'pr djrk gS

(D) ;g izR;sd mi;ksxdrkZ ds fy, ,d

vf}rh; URL cukrk gS
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28. Digital signatures are based on

which of the following encryption

methods ?

(A) Symmetric encryption

(B) Asymmetric encryption (public

key cryptography)

(C) Transposition cipher

(D) Hashing only

29. What does the private key in a digital

signature system do ?

(A) It encrypts the message

(B) It verifies the authenticity of

the signature

(C) It decrypts the message

(D) It generates the public key

30. In which of the following situations

is a digital signature most

commonly used ?

(A) Encrypting web pages

(B) Verifying email authenticity

(C) Creating passwords

(D) Tracking cookies

31. Which of the following is the main

concern in e-commerce

transactions ?

(A) Internet speed

(B) Privacy and security of

sensitive data

(C) The aesthetic design of

websites

(D) User interface experience

28. fMftVy gLrk{kj fuEufyf[kr esa ls fdl

,fUØI'ku fof/k ij vk/kkfjr gSa \

(A) lefer ,fUØI'ku

(B) vlefer ,fUØI'ku (lkoZtfud

daqth fØIVksxzkQh)

(C) Vªkaliksft+'ku flQj

(D) dsoy gSf'kax

29. fMftVy gLrk{kj iz.kkyh esa futh dqath
D;k djrh gS \

(A) ;g lans'k dks ,fUØIV djrk gS

(B) ;g gLrk{kj dh izkekf.kdrk dks
lR;kfir djrk gS

(C) ;g lans'k dks fMfØIV djrk gS

(D) ;g lkoZtfud dqath mRiék djrk gS

30. fuEufyf[kr esa ls fdl fLFkfr esa fMftVy
gLrk{kj dk lcls vf/kd mi;ksx fd;k
tkrk gS \

(A) osc ist ,fUØIV djuk

(B) bZ&esy izkekf.kdrk lR;kfir djuk

(C) ikloMZ cukuk

(D) dqdht dks VªSd djuk

31. bZ&dkWelZ ysunsu esa fuEufyf[kr esa ls dkSu

lh eq[; fpark dk fo"k; gS \

(A) baVjusV LihM

(B) laosnu'khy MsVk dh xksiuh;rk vkSj

lqj{kk

(C) osclkbVksa dk lkSUn;Ziw.kZZ fMtkbu

(D) mi;kssxdrkZ baVjQsl vuqHko
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32. Which of the following is the most

common type of security breach in

e-commerce ?

(A) Denial of Service (DoS)

attacks

(B) Phishing and identity theft

(C) Data compression errors

(D) Overuse of graphics

33. What is the purpose of Secure

Sockets Layer (SSL) in e-commerce

transactions ?

(A) It prevents fraud by verifying

the merchant’s identity

(B) It provides secure, encrypted

communication between the

user and the website

(C) It ensures faster transaction

processing

(D) It compresses data for faster

transmission

34. Which of the following can be used

to ensure the authenticity of a

website in e-commerce ?

(A) Digital certificates

(B) Firewalls

(C) Social media accounts

(D) Encryption algorithms

32. bZ&dkWelZ esa lqj{kk mYya?ku dk lcls vke

izdkj fuEu esa ls dkSu lk gS \

(A) lsok ls budkj (DoS) geys

(B) fQf'kax vkSj igpku dh pksjh

(C) MsVk laihM+u =qfV;k¡

(D) xzkfQDl dk vR;f/kd mi;ksx

33. bZ&dkWelZ ysunsu esa flD;ksj lkWdsV ys;j

(SSL) dk mís'; D;k gS \

(A) ;g O;kikjh dh igpku lR;kfir

djds /kks[kk/kM+h dks jksdrk gS

(B) ;g mi;ksxdrkZ vkSj osclkbV ds

chp lqjf{kr] ,fUØIVsM lapkj iznku

djrk gS

(C) ;g rst ysunsu izlaLdj.k lqfuf'pr

djrk gS

(D) ;g rst lapj.k ds fy, MsVk dks

laihfM+r djrk gS

34. bZ&dkWelZ esa osclkbV dh izkekf.kdrk

lqfuf'pr djus ds fy, fuEu esa ls fdldk

mi;ksx fd;k tk ldrk gS \

(A) fMftVy izek.ki=

(B) Qk;jokWy

(C) lks'ky ehfM;k vkdmaV

(D) ,fUØI'ku ,Yxksfjne
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35. A phishing attack attempts to

deceive individuals into providing
personal information. What is the

main way to prevent such attacks in
e-commerce ?

(A) Using strong passwords only

(B) Encrypting all communication

(C) Educating customers about
security practices and

implementing multi-factor
authentication

(D) Ensuring that websites are
mobile-friendly

36. Which of the following is a major

threat to e-commerce security,
especially during online financial

transactions ?

(A) Malware and ransomware

(B) Lack of graphical content

(C) Data entry errors

(D) Slow server responses

37. What is a “man-in-the-middle”

attack in the context of e-commerce

security ?

(A) A hacker intercepts and alters

communication between two
parties without their

knowledge

(B) A hacker gains unauthorized

access to a company’s
database

(C) A hacker floods a website with
traffic to overload the server

(D) A hacker infects a server with
malicious software

35. fQf'kax geyk O;fDr;ksa dks O;fDrxr
tkudkjh iznku dju ds fy, /kks[kk nsus
dk iz;kl djrk gSA bZ&dkWelZ esa ,sls geyksa
dks jksdus dk eq[; rjhdk D;k gS \

(A) dsoy etcwr ikloMZ dk mi;ksx
djuk

(B) lHkh lapkj dks ,fUØIV djuk

(C) xzkgdksa dks lqj{kk izFkkvksa ds ckjs esa
f'kf{kr djuk vkSj cgq&dkjd
izek.khdj.k dks ykxw djuk

(D) ;g lqfuf'pr djuk fd osclkbV
eksckby ds vuwdwy gksa

36. fuEufyf[kr esa ls dkSu lk bZ&dkWelZ lqj{kk
ds fy, ,d cM+k [krjk gS] [kkldj
vkWuykbu foÙkh; ysunsu ds nkSjku \

(A) eSyos;j vkSj jSuleos;j

(B) xzkfQdy lkexzh dh deh

(C) MsVk izfof"V =qfV;k¡

(D) /kheh loZj izfrfØ;k,¡

37. bZ&dkWelZ lqj{kk ds lanHkZ esa
^eSu&bu&n&feMy* geyk D;k gS \

(A) ,d gSdj nks i{kksa ds chp muds

Kku ds fcuk lapkj dks ckf/kr vkSj

cny nsrk gS

(B) ,d gSdj fdlh dEiuh ds MsVkcsl

rd vuf/kÏr igq¡p izkIr djrk gS

(C) ,d gSdj loZj dks vksojyksM djus

ds fy, VªSfQd ds lkFk ,d

osclkbV dks Hkj nsrk gS

(D) ,d gSdj nqHkkZoukiwoZ lkW¶Vos;j ds

lkFk loZj dks laØfer djrk gS
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38. What is the role of encryption in
e-commerce transactions ?

(A) It ensures that only authorized
users can access the
e-commerce platform

(B) It ensures data is transmitted
in a compressed format

(C) It protects sensitive data during
transmission to prevent
unauthorized access

(D) It speeds up the transaction
process

39. Which of the following is the
primary objective of using firewalls
in e-commerce security ?

(A) To prevent unauthorized
access to networked systems
and databases

(B) To compress large files for
easier transmission

(C) To validate online transactions
with third-party merchants

(D) To enhance the visual appeal
of the website

40. What does the term ”two-factor

authentication” (2FA) mean in the

context of e-commerce security ?

(A) Using two different methods

of payment in a transaction

(B) Requiring the customer to

provide two types of security

information (e.g., password

and one-time code)

(C) Using two different browsers

for secure transactions

(D) Two servers are involved in

processing the transaction

38. bZ&dkWelZ ysunsu esa ,fUØI'ku dh D;k
Hkwfedk gS \

(A) ;g lqfuf'pr djrk gS fd dsoy
vf/kÏr mi;ksxdrkZ gh bZ&dkWelZ
IysVQkWeZ rd igq¡p ldrs gSa

(B) ;g lqfuf'pr djrk gS fd MsVk
laihfM+r izk:i esa izsf"kr fd;k tkrk
gS

(C) ;g vuf/kÏr igq¡p dks jksdus ds
fy, lajp.k ds nkSjku laosnu'khy
MsVk dh lqj{kk djrk gS

(D) ;g ysunsu izfØ;k dks xfr nsrk gS

39. bZ&dkWelZ lqj{kk esa Qk;jokWy dk mi;ksx
djus dk izkFkfed mís'; fuEufyf[kr esa
ls dkSu lk gS \

(A) usVodZ flLVe vkSj MsVkcsl rd
vuf/kÏr igq¡p dks jksduk

(B) vklku lapj.k ds fy, cM+h Qkbyksa
dks laihfM+r djuk

(C) r`rh;&i{k O;kikfj;ksa ds lkFk
vkWuykbu ysunsu dks ekU; djuk

(D) osclkbV dh n`'; vihy dks c<+kuk

40. bZ&dkWelZ lqj{kk ds lanHkZ esa ^Vw&QSDVj
vkWFksafVds'ku* (2FA) 'kCn dk D;k vFkZ
gS \

(A) fdlh ysunsu esa Hkqxrku ds nks
vyx&vyx rjhdksa dk mi;ksx
djuk

(B) xzkgd dks nks izdkj dh lqj{kk
tkudkjh (tSls] ikloMZ vkSj
ou&Vkbe dksM) iznku djus dh
vko';drk gksrh gS

(C) lqjf{kr ysunus ds fy, nks
vyx&vyx czkmtjksa dk mi;ksx
djuk

(D) ysunsu dks lalkf/kr djus esa nks loZj
'kkfey gksrs gSa
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Rough Work/jQ dk;Z


