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An online contract is also known
as :

(A) A physical contract

(B) A clickwrap agreement
(C) A partnership agreement
(D) A paper-based contract

Which of the following is a
necessary condition for the
formation of an online contract ?

(A) A signature written on paper

(B) Clear acceptance of terms and
conditions by the user

(C) The presence of a notary
public

(D) Verbal agreement over a
phone call

In an online contract, what is the

term “clickwrap agreement’ referring

to ?

(A) A form of physical contract
signed by both parties

(B) A contract that is finalized by
clicking on an ‘I Agree’ button

(C) A contract where one party
gives a verbal agreement

(D) A contract where the terms are
sent via email

Which Indian law recognizes the
validity of online contracts ?

(A) The Indian Penal Code, 1860

(B) The Information Technology
Act, 2000

(C) The Copyright Act, 1957
(D) The Indian Contract Act, 1872
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Which of the following is true about

online contracts ?

(A) They  require  physical
signatures to be legally binding

(B) They cannot be used for
business transactions

(C) They are legally enforceable
if formed with mutual consent
and consideration

(D) They are only valid if signed
in the presence of a lawyer

What does the Mailbox Rule in
contract law state ?

(A) An offer is considered
accepted when it is received
by the offeror

(B) An offer is considered
accepted when the offeree
sends an acceptance by mail

(C) A contract is considered void
if it is sent through the mail

(D) A contract is finalized only
when the offeror receives the
acceptance letter

Under the Mailbox Rule, when does

an acceptance of an offer take

effect ?

(A) When the offeror receives the
acceptance letter

(B) When the offeror reads the
acceptance email

(C) When the acceptance letter is
sent by the offeree

(D) When the offeree is aware of
the offeror’s response
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Which of the following scenarios is
covered by the Mailbox Rule ?

(A) Acceptance of an offer sent
via email

A contract agreement made
through a phone call

Acceptance of an offer by a
fax message

Acceptance of an offer by
posting a letter

(B)
(©)
(D)

In which situation does the Mailbox
Rule NOT apply ?

(A) The acceptance is sent by
regular post

The offer explicitly states that
the acceptance will only be
valid upon receipt

The acceptance is sent by an
express mail service

The offeree sends an
acceptance by mail without
any prior offer

(B)

(©)
(D)

10.

If a party accepts an offer by mail
but the letter is delayed or lost, when
is the acceptance considered valid
under the Mailbox Rule ?

(A) The acceptance is valid when
it is received by the offeror

The acceptance is valid when
it is posted, even if delayed or
lost

The acceptance is invalid
unless confirmed by the offeror

The acceptance is valid only
if the offeror has insurance
against postal loss

(B)

(©)

(D)
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11.

What is the primary role of the
Reserve Bank of India (RBI) in
cyber contracts ?

(A) To

enforce intellectual

property rights in cyber

contracts
(B) To regulate digital financial
transactions and ensure secure

electronic payments

(C) To provide legal advice on

online contracts

(D) To approve all online contracts

in India

12.

A-1281

Which of the following is a
responsibility of the RBI concerning

cyber contracts in India ?

(A) Ensuring that all e-commerce

platforms are registered

(B) Promoting secure digital

payment systems and
safeguarding consumer

interests

(C) Drafting contracts for online

business transactions

(D) Overseeing content in cyber

contracts

CYC (SEC)-103

11.

rger Gfaer # aRdg o s (RBI)

I wefas st =1 % ?

(A) @R dfeer # sifgs Hual
SRR Rl AL BT

(B) fefseam faxm wea &t
fafafma s ik gfea
SRR T GRAfead S

(C) &ifersd iRt T T Helre
TEH LA

(D) 9Ra # |t ifamea dfagr =
Hd o

12.

9 H HgeR Fiewl & w4 RBI

! frafafed § § =0 @ Rt

€ ?

(A) F& gffr=a & fh @t
$-hiHd TeHH TSihd ¢

(B) gifaa fefSed ywam wonfer
1 S 1 IR UL fadi
i Y& HEAT

(C) &AMeme =R oA & fag
TS T TR AR Tl

(D) HrEeR HfewT H WYl i qErE

EXGI

P.T.O.



13.

Under the RBI guidelines, which of
the following is essential for ensuring
secure online payments in cyber
contracts ?

(A) Using only physical cash for
transactions

(B) Ensuring compliance with the
Information Technology Act,
2000

(C) Using unsecured and
unregulated platforms

(D) Conducting transactions
through government-issued
checks

14.

How does the RBI ensure the
security of online payment systems
for cyber contracts ?

(A) By monitoring and controlling
social media platforms

(B) By setting  operational
guidelines  for  payment
gateways and digital wallets

(C) By providing legal assistance
in case of contract disputes

(D) By regulating the pricing of
online goods and services

15.

A-1281

The RBI’s role in e-commerce and
cyber contracts mainly revolves
around :

(A) Setting prices for digital goods
and services

(B) Regulating digital financial
transactions and ensuring that
they are safe

(C) Providing direct legal advice
to businesses

(D) Reviewing and approving each
online transaction
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16.

Which regulation governs the use
of digital signatures in cyber
contracts in India, and is enforced
by the RBI for secure transactions ?

(A) The Indian Contract Act, 1872

(B) The Payment and Settlement
Systems Act, 2007

The Information Technology
Act, 2000

The Reserve Bank of India
Act, 1934

(©)

(D)

17.

Which of the following is NOT a
function of the RBI in the context
of cyber contracts ?

(A) Regulating the use of digital
currencies

(B) Ensuring compliance with

security standards for payment

systems
for

(©)

Issuing contracts
e-commerce platforms

Monitoring cyber fraud and
ensuring consumer protection

(D)

18.

How does the RBI help prevent
fraud in cyber contracts ?

(A) By ensuring that only physical
contracts are signed

(B) By promoting the use of

secure payment channels and

setting guidelines for digital

transactions
(C) By regulating e-commerce
prices
My  resolving
contract disputes

individual

(D)
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19.

In cyber contracts involving digital
payments, what is the role of the
RBI concerning dispute resolution ?

(A) Directly resolving disputes
between buyers and sellers.

(B) Providing mechanisms for
resolving disputes related to
payment  systems and
consumer protection

(C) Settling contract terms between
the parties

(D) Settling intellectual property
disputes

20.

What does the RBI’s “Digital
Payment Security Framework”
ensure in the context of cyber
contracts ?

(A) It ensures that digital contracts
are free from tax liabilities

(B) It guarantees the enforcement
of terms of cyber contracts

(C) It establishes security standards
for online payment systems
and prevents cyber fraud

(D) It provides a uniform format
for online contract
documentation

21.

A-1281

What is Dual Key Encryption also
known as ?

(A) Public Key
(PKI)

(B) Symmetric encryption

Infrastructure

(C) Asymmetric encryption
(D) Hashing
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22,

In Dual Key Encryption, which of
the following is true ?

(A) The same key is used for both
encryption and decryption

(B) A single private key is shared
between both parties

(C) Two separate keys are used :

one for encryption and another
for decryption

(D) Encryption and decryption
keys are automatically
generated by the user

23.

In a Dual Key Encryption system,
what is the role of the public key ?

(A) It is kept secret and used for
decryption only

(B) It is shared openly and used

for encryption
(C) Itis used to create hash values

(D) It is used to generate the

symmetric key for encryption

24,

A-1281

Which of the following is an
advantage of Dual Key
Encryption ?

(A) It requires only one Kkey,
simplifying the process

(B) It allows for secure
communication without
sharing a secret key in advance

(C) It is faster than symmetric
encryption

(D) Itavoids the use of encryption
altogether
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25. What is the private key used for in
Dual Key Encryption ?
(A) To encrypt the message
(B) To decrypt the message
(C) To hash the message
(D) To verify the sender’s identity
26. What is a digital signature ?
(A) A handwritten signature
scanned into a document
(B) A public key used to-encrypt
data
(C) A mathematical scheme for
verifying the authenticity and
integrity of digital messages or
documents
(D) A unique code assigned to
each online transaction
27. Which of the following best
describes the function of a digital
signature in e-commerce ?
(A) It encrypts the entire message
(B) It verifies the identity of the
sender and ensures data
integrity
(C) Itensures faster delivery of the
message
(D) It generates a unique URL for
each user
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28.

Digital signatures are based on
which of the following encryption
methods ?

(A) Symmetric encryption

(B) Asymmetric encryption (public
key cryptography)

(C) Transposition cipher

(D) Hashing only

29.

What does the private key in a digital
signature system do ?

(A) It encrypts the message

(B) It verifies the authenticity of
the signature

(C) It decrypts the message
(D) It generates the public key

30.

In which of the following situations
iIs a digital signature most
commonly used ?

(A) Encrypting web pages

(B) Verifying email authenticity
(C) Creating passwords

(D) Tracking cookies

31.

A-1281

Which of the following is the main
concern in e-commerce
transactions ?

(A) Internet speed
(B) Privacy and
sensitive data

(C) The aesthetic design of
websites

security of

(D) User interface experience
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32.

Which of the following is the most
common type of security breach in
e-commerce ?

(A) Denial of Service (DoS)

attacks
(B)
©)
(D)

Phishing and identity theft
Data compression errors

Overuse of graphics

33.

What is the purpose of Secure
Sockets Layer (SSL) in e-commerce
transactions ?

(A) It prevents fraud by verifying
the merchant’s identity

(B) It provides secure, encrypted
communication between the

user and the website

It ensures faster transaction

©)
processing
(D)

It compresses data for faster
transmission

34.

A-1281

Which of the following can be used
to ensure the authenticity of a

website in e-commerce ?
(A)
(B)
©)
(D)

Digital certificates
Firewalls
Social media accounts

Encryption algorithms
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35.

A phishing attack attempts to
deceive individuals into providing
personal information. What is the
main way to prevent such attacks in
e-commerce ?

(A) Using strong passwords only
(B) Encrypting all communication

(C) Educating customers about
security  practices  and
implementing  multi-factor
authentication

(D) Ensuring that websites are
mobile-friendly

36.

Which of the following is a major
threat to e-commerce security,
especially during online financial
transactions ?

(A) Malware and ransomware
(B) Lack of graphical content
(C) Dataentry errors

(D) Slow server responses

37.

A-1281

What is a “man-in-the-middle”
attack in the context of e-commerce
security ?

(A) A hacker intercepts and alters
communication between two
parties without their
knowledge

(B) A hacker gains unauthorized
access to a company’s
database

(C) A hacker floods a website with
traffic to overload the server

(D) A hacker infects a server with
malicious software
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HieTed & 3Tha o

36.

frefafead 8 9 #F o $-wrad geen
% fau s 99 Tau ¥, erEe
s forfta e & SRA ?
(A) TR SR IR

(B) wfthehel WM ! At

(C) 2o wfafte ffeat

(D) et TR wfafsramd

37.

(14)

Twmd g & Hed  #

‘T-g-o-faea’ eqean ® ¥ ?

(A) TH THT T U&il & o= T
IE & fo TR 1 aifea 2R
e <l ©

(B) U ¥ fordll oot & Sered
T SERIHT UET I HT §

(C) U THL T ! SToReAlS HTA
% fou 3fFs & g
JeEEE i W S T

(D) U T gUIGATYd WIHeRR &
Y Go i Gehihd il ©
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38.

What is the role of encryption in
e-commerce transactions ?

(A) Itensures that only authorized
users can access the
e-commerce platform

(B) It ensures data is transmitted
in a compressed format

(C) It protects sensitive data during
transmission to  prevent
unauthorized access

(D) It speeds up the transaction
process

39.

Which of the following is the
primary objective of using firewalls
In e-commerce security ?

(A) To prevent unauthorized
access to networked systems
and databases

(B) To compress large files for
easier transmission

(C) To validate online transactions
with third-party merchants

(D) To enhance the visual appeal
of the website

40.

A-1281

What does the term “two-factor
authentication” (2FA) mean in the
context of e-commerce security ?

(A) Using two different methods
of payment in a transaction

(B) Requiring the customer to
provide two types of security
information (e.g., password
and one-time code)

(C) Using two different browsers
for secure transactions

(D) Two servers are involved in
processing the transaction

CYC (SEC)-103

38.

T-HAd e H UfhwE H

Jfeht & 2

(A) I8 gHv=a & ¥ o daa
aifhd STl € E-hTd
IEHE q% TET Hhd T

(B) @& gHfy=a &l § f& 2
gﬁﬁsﬁmﬁﬁmmw

(C) =e sHfusd TEd &I Jhd &
foe = & SR gagAeia
22T 1 GET HI T

(D) I oA ufshan 1 Tifq a1 §

39.

3-hIAH AT § HRRETA T STAM

HE w1 afs eRa Fafafea §

YHAAET ?

(A) “eas faen iR SeTeg a&
ST TEH Hl Tehl

(B) STEM HeRUl % ferg st wige
! guifed &

(C) qdF-uel =AMIRAT & WY
SAMATSH e ol AT A

(D) <EHTEE i T¥F 3T Sl TG

40.
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T-HTH el & e H T-ha
sidfeshe’ (2FA)WEFIEP11319f
T2

(A) fFd o " # e & <
STTT-3TET qehl T STAI
HET

(B) UWEH I T TN Hi HET
IR (S, TEEe 3R
T-2H HIE) UM HH
3MEgTehdl Bl §

(C) gfea ot & fau
STET-3TSTT SSSH &bl STYANT
HET

(D) <R ! TETHE LA | o1 Tk
et 8 §
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