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GECS-01
1** Semester Examination, 2023 (Dec.)

Foundation of Cyber Security

Time : 2 Hours ] [ Max. Marks : 100
Note : This paper is of Hundred (100) marks divided into
two (02) Sections A and B. Attempt the questions
contained in these sections according to the detailed
instructions given therein.
AT . T YT T G (100) Akl w1 € S & WUSH, F qel
@ ¥ famfem 81 weis wve ¥ feu v fasga e &
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SECTION—A
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(Long Answer Type Questions)
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Note : Section ‘A’ contains Five (05) long answer type
questions of Twenty Six (26) marks each. Learners
are required to answer any two (02) questions only.

2x26 = 52

e ;. @ue ‘s’ § dg (05) <Y SW e v K3 T R
TS YT oF ToIT wesl (26) 3 i 1 frenfefe
%! 379 @ oheel & (02) I o I o B

1. Define the following Malware and its type :

e § 9§ Horeer o 39 YRR okl gRefid o e
(a) Adware / TSI
(b) Spyware / TIEI

(c) Browser Hijacking Software

N~ o

SIS BTESI{ohT HTFEaZR

(d) Virus /93"

Worms / 3

(f) Trojan Horse / 2M &
(g) Scareware / THTETX

2.  Explain the following Cyber Security Technique :

(e

)
)
)
)

o

Frefafed dgeR et qehlch ohi el Y :

(a) Authentication / FHTUTERTUT
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(b) Encryption / AR

(c) Digital Signatures / fefsieat g&aR

(d) Antivirus / TIEERY

(e) Firewall / wrERETA
(f) Steganography / ©THUTRT

3.  Write guideline for setting secure password? What is
a password manager? Why you should use it? How
to secure computer using free antivirus?
e Twee ¥ wH o fou faenfey fae? e
TSR 1 87 STUR! THHRT START R A =feT?
GG 1 SUAN Hich HR i hd TR R

4.  Discuss the working with windows firewall in windows?
How to start & use the windows firewall with advanced

security.

faes H faeisl & 919 BREREd o ™ i T ==
H| Teard GReT & @y foel wrrdie wl Ty I H
3R ST A

5. What is wireless security? Explain WLAN, secure

WLAN. Give safe browsing guidelines for social
networking sites.
AT TR FM B2 WLAN den fae=it WLAN i
qASEd| ORI edafht dEe o foau wfaa st
feamfee <
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SECTION—B
gue ‘g’
(Short Answer Type Questions)
(g ST AT U9 )

Note : Section ‘B’ contains Eight (08) short answer type
questions of Twelve (12) marks each. Learners are
required to answer any Four (04) questions only.

4x12=48

dT . @uE ‘@' o @78 (08) @Y SW At w5 T R
Sk U9 o fore sRe (12) e fauffia €)1 frenffat
%1 ST W shael W) (04) Wl o S A B

1.  Describe Email spoofing.

THA TR T U H

2. Discuss General tips on using social networking

platforms safely.
qIvTe Aeafch WiehiH &1 GId ®9 § ST A T

T a1 JuH

3.  Explain counter cyber security initiatives in India.

ARA § WgaR gRan fawedt wgel & e w1l
4. What are the Inbound & Outbound rules?
TARE IR ST=ease fog F1 27
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5.  Write the process of finding the best browser according

to the user’s requirement.

SYATeRl ohi STETIHRA oh TR TS JESR @IS
1 gieran fore|

6. Elaborate Denial of service attack, Salami attack.

feTgera afda edw, Tomdt e1ds o faeRyds quemd|
7. How to Access the internet securely from your
smartphone?

AT TEEH ¥ R €9 ¥ 320 hd THE H?

8. Discuss any recent cyber-crime incidents & security

guidelines.

T I el ot WEeR oruwy Wt sestl iR grem
feemfeen w ==t
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