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Introduction to Cyber Security 

(MSCIT/MSCCS/DCA/CCA/CEGCS) 

2nd/ 1st Semester Examination December 2023-24 
 

Time: 2:00 hrs                 Max. Marks: 100 

Note : This paper is of hundred (100) marks divided into 

Two (02) Section A and B. Attempt the questions 

contained in these sections according to the 

detailed instructions given therin. Candidates 

should limit their answers to the questions on the given 

answer sheet. No additional (B) answer sheet will be 

issued. 
 

uksV % ;g iz'ui= lkS ¼100½ vadksa dk gS tks nks ¼02½ [k.Mksa] 

d rFkk [k esa foHkkftr gSA izR;sd [k.M esa fn, x; 

foLrr̀ funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSA 

ijh{kkFkhZ vius iz'uksa ds mÙkj nh xbZ mÙkj&iqfLrdk 

rd gh lhfer j[ksaA dksbZ vfrfjDr ¼ch½ 

mÙkj&iqfLrdk tkjh ugh dh tk;sxhA 

 

P.T.O. 
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Section-A (Long Answer Type Questions) 

 

Note : Section 'A' contain Five (05) Long-answer-type 

question of Twenty Six (26) marks each. Learners 

are required to answer any two (02) questions 

only.    

 [2x26=52]  
 

uksV % [k.M ^d* esa ik¡p ¼05½ nh?kZ mRrjksa okys iz'u fn;s 

x;s gSa] izR;sd iz'u ds fy, NCchl ¼26½ vad fu/kkZfjr 

gSaA f'k{kkfFkZ;ksa dks buesa ls dsoy nks ¼02½ iz'uksa ds 

mRrj nsus gSaA 

Q.1. Discuss the following along with the examples of each: 

 a. Cyber Terrorism. 

 b. Phishing. 

 c. Computer Vandalism. 

 d. Computer Hacking.  

 fuEu esa ls izR;sd dks mnkgj.k ds lkFk ppkZ djsa% 

 v- lkbcj VSjsfjTe  

 c- fQflax 

 l- dEI;wVj oSUMkfyTe 

 M- dEI;wVj gSfdax 
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Q.2. What is Cyber Stalking & Child Pornography? 

Describe creating and distributing viruses over 

internet? Explain Cross Site Scripting? 

 lkbcj LVksfdax rFkk pkbYM izksuksxzkfQ D;k gS\ bUVjusV 

ij okbjl cukuk rFkk QSykus dks le>kb;sA 

Q.3. What is Cyber Forensic? Discuss the following in 

detail: Spamming, Online auction, fraud, Cyber 

Squatting, Internet Time Thefts? 

 lkbcj Qksjsafld D;k gS\ fuEufyf[kr ij foLrkj ls ppkZ 

djsaA LiSfeax] vkWuykbu vkWD'ku ÝkWM] lkbcj LDoSfVax] 

bUVjusV Vkbe Vks¶V\ 

Q.4. Write about the following: 

 i. Clearing cache for browsers 

 ii. Clearing cache for chrome browsers above 

 version,10. 

 iii. Clearing cache for safari for ios, iphone and 

 ipad 

 iv. Clearing cache for safari for windows 

 v. Clearing cache for internet explorer 9,10,11. 

 

 

 

P.T.O. 
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 fuEufyf[kr ds ckjs esa fy[ksa% 

i. czkmtjksa ds dS'k lkQ+ djukA 

 ii. laLdj.k 10 ls Åij ds Øksl czkmt+j ds fy, dS'k 

 lkQ+ djuk] 

 iii. vkbZ vks ,l] vkMZQksu] vkbZ iSM ds fy, lQkjh ds 

 fy, dS'k lkQ+ djukA 

 iv. lQ+kjh foaMkst ds fy, dS'k lk+Q djukA 

 v. baVjusV ,DlIyksVj 9] 10] 11 ds fy, dS'k lkQ+ 

 djukA 

Q.5. Explain smartphones platforms its setup and 

installation? Differentiate Platforms and operating 

systems? Write about features of smart phones, 

Branded and locked smartphones? 

LekVZ Qksu IysVQkWeZ ds lsVvi vkSj baLVkWys'ku ds ckjs esa 

crk,a\ IysVQkWeZ vkSj vkWijsfVax flLVe esa vUrj Li"V djsaA 

LekVZ Qksu dh fo'ks"krkvksa] czkaaMsM vkSj ykDM LekVZ Qksu ds 

ckjs esa fy[ksaA 
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Section-B (Short Answer Type Questions) 

Note : Section 'B' contain Eight (08) Short-answer-type 

question of Twelve (12) marks each. Learners are 

required to answer any Four (04) questions only. 

   

 [4x12=48] 
 

uksV % [k.M ^[k* esa vkB ¼08½ y?kq mRrjksa okys iz'u fn;s 

x;s gSa] izR;sd iz'u ds fy, ckjg ¼12½ vad fu/kkZfjr 

gSaA f'k{kkfFkZ;ksa dks buesa ls dsoy pkj ¼04½ iz'uksa ds 

mRrj nsus gSaA 

Q.1. Discuss Software Piracy and Crime related to IPRS. 

 lkW¶Vos;j pksjh vkSj vkbZ ih vkj ,l ls lacaf/kr vijk/k 

ij ppkZ djsaA 

Q.2. Differentiate Forgery and Counterfeiting? 

 QkWtZjh vkSj dkmaVjÝsfVax esa varj djsa\ 

Q.3. Differentiate between Virus, Worms and Trojan 

Horse? 

 ok;jl] oeZ vkSj Vªkstu gklZ ds chp varj djsa\ 

 

 

P.T.O. 
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Q.4. Discuss with examples: 

 a. Salami Attack 

 b. Data Diddling 

 c. Cyber Squatting, 

 d. Logic Bombs 

 mnkgj.k lfgr ppkZ djsa% 

 v- lykeh geyk 

 c- MsVk fMMfyax 

 l- lkbcj LdoSfVax  

 M- ykWftd oe 

Q.5. Why should we report cyber-crime? Give example of 

some recent cyber-crime incidents. 

 ges lkbcj vijk/k dh fjiksVZ D;ksa djuh pkfg,\ gky dh 

dqN lkbcj&vijk/k ?kVukvksa dk mnkgj.k nhft,A 

Q.6. Discuss What is wireless LAN? Write Major issues 

with WLAN, Secure WLAN, wi-fi at home? 

 ppkZ djsa fd ok;jysl ysu D;k gS\ WLAN] lqjf{kr 

WLAN] ?kj ij okbZ&QkbZ ds lkFk izeq[k eqn~ns fy[ksa\ 
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Q.7. Write the guideline on using social networking 

platforms safely, positing personal details, Friends, 

followers and contacts, Status updates, sharing online 

content, revealing your location? 

 lks'ky usVofdZx IysVQkWeZ dk lqjf{kr :i ls mi;ksx djus] 

O;fDrxr fooj.k] fe=ksa\ vuq;kfn;ksa vkSj laidksZ dks iksLV 

djus] fLFkfr viMsV] vkWuykbu lkexzh lk>k djus] viuk 

LFkku crkus ij fn'kk funsZ'k fy[ksa\ 

Q.8. Discuss Smartphone Secure voice communication, 

sending messages securely, Storing information on 

your smartphone? 

 LekVZQksu lqjf{kr /ofu lapkj] lqjf{kr :i ls lans'k Hkstus 

vius LekVQksu ij tkudkjh laxzghr djus ij ppkZ djsa\ 

 

 

********************** 


