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ABSTRACT KEYWORDS

Along with positive impacts, ICT transformation also increases the exposure of critical Cybersecurity Assurance;
infrastructure to cyber-attacks. Keeping in view the constantly evolving cyber-threat land-  cybersecurity Benchmarking;
scape, it is vital for a country to continuously assure the cybersecurity of its ICT infrastruc- ~ Cybersecurity Measurement;

cybersecurity Maturity
Model; cyber Threat
Assessment

ture. Recently the security of the cyberspace has got a much-needed emphasis from
Governments and International Agencies. To generate assurance, actions initiated by
a country to counter cyber threats need to be continuously assessed for implementation &
effectiveness.

This study aims to offer a new perspective on country-wide cybersecurity benchmarking and
assurance. The paper presents the study and analysis of the methods and practices adopted by
countries for cybersecurity posture assessment and generating assurance on the implemented
cybersecurity measures. In this paper, the cybersecurity posture assessment and assurance
practices implemented by 37 countries are studied with an objective of understanding the
global scenario and identification of different methods adopted for a cybersecurity posture
assessment.

1. Introduction cybersecurity posture for countering cyber-

Cyberspace and digitization emerged as the growth attacks. Some widely acknowledged initiatives are:

catalyst for the economies and its citizens around the
world. While on bright side cyberspace has immense
potential for growth and benefits, on the dark side
vulnerability in cyberspace can lead to adverse impacts
on the critical infrastructure of a country. Cyber-
attacks and cybercrimes can jeopardize the wellbeing
of the nation & its citizens. Cyber-attacks that target
the critical infrastructure of a nation-state can effec-
tively reduce available state resources, and undermine
confidence in their supporting structures (Ministry of
Electronics and IT, 2013). A cybersecurity attack such
as a malware attack, cyber espionage, targeted attack,
attack on critical information infrastructure and other
related incidents can have an adverse impact on
a nation’s critical parameters such as national security,
economy, and public safety.

Due to a surge in malicious attacks and the
possibility of cyber-attacks impacting a country’s
well-being, nation-states around the globe came up
with a variety of initiatives to improve their

a. National Cybersecurity Strategy: 73 out
of 193 members of the International
Telecommunication Union (ITU) have made
national cybersecurity strategies publicly avail-
able (ITU) [ITU, n.d.].

b. Setting up of National Computer Security
Incident Response Teams (CSIRTs) & sec-
toral CSIRTs such as Industrial Control
Systems Cyber Emergency Response Team
(ICS-CERT), United States (ICS-
CERT) [ICS-CERT, n.d.]

c. Legal and Regulatory measures such as the
Indian Information Technology Act 2000
(Ministry of Electronics and IT, 2000)

d. Critical Information Infrastructure Protection
Plans (European Union Agency for Network
and Information Security, 2015a) and

e. National and International Cybersecurity
exercises (European Union Agency for
Network and Information Security, 2015b).
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Country-level cybersecurity benchmarking efforts
are undertaken by some countries and interna-
tional & regional bodies to assess & measure
cybersecurity preparedness of a particular country.
Countries such as Australia and Austria imple-
mented cybersecurity audits and cybersecurity
exercises as methods for assessment and bench-
marking of cybersecurity efforts at the national
level (ITU, ABI Reserach., 2015). Similar assess-
ments of the cybersecurity state of a country were
also conducted by International/Regional bodies
such as ITU.

In India, the National Cybersecurity policy 2013
emphasized the need for creating an assurance
framework assisted by conformity assessment.
One of the objectives mentioned in the policy is:
“To create an assurance framework for design of
security policies and for promotion and enabling
actions for compliance to global security standards
and best practices by way of conformity assessment
(product, process, technology & people)” (Ministry
of Electronics and IT, 2013). The policy also listed
strategies for creating the assurance framework.
Some of the activities for benchmarking such as
national cybersecurity drills, sectoral drills, impa-
nelment of information security organizations,
security auditing has been implemented at
national and sectoral levels in India (Ministry of
Electronics and IT, 2017).

Grass-root level data collection and analysis are
needed for country-level assurance framework.
Latest research and cutting edge solutions such as
using machine learning for attack detection (Kozik
& Choras, 2014), automatic clustering of attacks in
Intrusion Detection Systems (IDS) (Shojafar et al,,
2019), similarity-based malware detection (Taheri
et al., 2020) has promising potential for country-
wide grass-root data collection & analysis.

This paper presents the detailed study and ana-
lysis of the methods and practices adopted by
countries for the cybersecurity assessments and
assurance at country-level. Findings were drawn
from the analysis of data collected for 37 countries.
Data for each of 37 countries were collected for
following parameters (i) Types of cybersecurity
posture assessment activities conducted in
a country, (ii) Methods and tools used for con-
ducting assessment activities, (iii) Frequency of
assessment activities, (iv) Name & type of agency

responsible for conducting assessment and (v)
Output of assessment activities. The key contribu-
tion of this study to presents a new perspective in
understanding methods adopted by countries for
cybersecurity posture assessment and generating
assurance on implemented cybersecurity measures.

The organization of the paper is as follows:
Section 2 presents the methodology and techni-
ques used for the study and analysis, Section 3
presents the experimental results, Section 4 ana-
lyzes & discusses the results and finally, Section 5
concludes the paper along with future research
directions.

2. Methodology

Search and selection for benchmarking models
was followed by the data collection and data
enrichment. Further, Qualitative analysis techni-
ques were applied to identify significant assess-
ment categories. This section details the
methodology adopted for the study.

2.1. Identification of models

For the purpose of identifying cybersecurity
benchmarking models and studies, a search was
performed for the keywords derived from “infor-
mation security or cybersecurity benchmarking
and assurance” on research databases, Google
scholar and Google operator search. Results of
the search were segregated into 3 categories
based on the level (organization, sector & nation)
of applicability of the benchmarking & assurance
methods. Since the scope of the study was limited
to national-level benchmarking & assurance
efforts in cybersecurity, the following seven
unique, national-level cybersecurity maturity
assessment models & studies were found for
further enquiry:

a. Cyber Index - United Nations (UN) report
(United Nations, 2013).

b. Community Cybersecurity Maturity Model
(CCSMM) (White, 2011).

c. Cyber Readiness Index (Hathaway, 2015).

d. National Cybersecurity Maturity Model
(NCSecMM) (Mohamed Dafir Ech-cherif El
Kettani, 2008).



e. Global Cybersecurity Index (GCI) &
Cyberwellness  Profiles - International
Telecommunication Union (ITU) (ITU, ABI
Reserach., 2015).

f. National Information Security Index (Korea
Internet & Security Agency, 2008).

g. Cyber Power Index (Economist Intelligence
Unit and Booz Allen Hamilton, 2011).

2.2. Data sources

Global Cybersecurity Index (GCI) & Cyberwellness
Profiles of 195 countries published by International
Telecommunication Union (ITU) were found most
suitable for this study, as it covers the maximum
number of countries and has a specific indicator for
national benchmarking activity. Cyberwellness pro-
files of 195 countries had been studied and country-
wide data reported in sub-category ‘National
Benchmarking” under the domain ‘Organizational
Measures’ was collected. 37 countries among a total
of 195 countries were identified as having activities
listed under the national benchmarking indicator.
Data was collected for 37 countries from the ITU
cyberwellness profile. Since ITU wellness profiles
have only brief descriptions of the benchmarking
related activities of a country, collected data was
further enriched from the following sources:

a. Government reports.

b. Statistics and reports from Computer
Security Incident Response Teams (CSIRTS).

c. Websites of Government and benchmarking
agencies.

d. Reports of international bodies and regional
forums.

e. Assessment report and findings of third party
auditors.

f. Media reports and press release.
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Government reports, statistics and reports from
Computer Security Incident Response

Teams (CSIRTSs), websites of Government and
benchmarking agencies were considered internal
sources of data while reports of International
Bodies & regional forums, assessment reports of
auditors and media reports were considered as
external sources.

2.3. Data enrichment and categorization

Data available from internal sources was consid-
ered valid data, as it is from trusted agencies like
government reports. Data available from external
sources such as media reports were validated using
‘Method of Data Triangulation” (Duchon, 1988).
The Method of Data Triangulation is a technique
used for the validation of data from two or more
sources. Further, country-level details of bench-
marking & assurance activities were summarized.
Summarized data were further coded and analyzed
using methods of qualitative data coding (Shannak
& Aldhmour, 2009). Data Coding as a method was
used on summarized benchmarking data for sort-
ing, analyzing, and identification of significant
assessment categories adopted by countries for
benchmarking activities. Code labels were assigned
during the open coding phase followed by creating
the categories in the axial coding phase and finally
in the selective coding phase insignificant cate-
gories were eliminated. Figure 1 summarizes the
steps involved in data collection and analysis for
this study.

3. Experimental results

We have collected the related data for benchmark-
ing activities of 37 countries using the ITU

. Step 2: Country-wise Data Step 3: Dat
Step 1: Literature Search | Collection on Benchmark & |- Enerlioch;'r1ear1ta
Assurance Methods
Step 6: Result B Step 5: Categorization|, Step 4: Data Coding
and Analysis

Figure 1. Data collection and analysis steps.
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cyberwellness profile of each country. Country-
wide data was further enriched from other sources
as described in Section 2 and finally data was
summarized as depicted in annexure-I. Country-
wide benchmarking activities related data was seg-
regated under five attributes of the benchmarking
activity, described as follows:

(i) Types of Activities for Cybersecurity
Posture Benchmarking: This column pro-
vides a short description of the nature of
the benchmarking programs undertaken by
the country, such as surveys, annual
reports, and exercises.

(ii) Specific Methods and Tools used for con-
ducting Benchmarking: Methodology and
tools adopted by each country for bench-
marking activities are listed under this
column.

(iii) Frequency of Benchmarking Activities:
Frequency with which benchmarking activ-
ity is conducted.

(iv) Benchmarking conducted by (Type &
Name of Agency): This column lists
name and type of organization conducting
the benchmarking activity.

(v) Output Format of Benchmarking Activities:
This column listed output data characteristics
of the benchmarking activity such as trend
reports and incidents statistics.

4. Analysis and discussion

Summarized country-wide benchmarking data of
the 37 countries as given in Annexure-I were ana-
lyzed and data coding techniques were applied to
identify categories of practices adopted by the coun-
tries for cybersecurity assurance and benchmarking.
On data of Annexure-I, qualitative data coding tech-
niques were applied, first unique codes were assigned
to the benchmarking activities as per characteristics
of activities using open coding followed by creating
the categories for benchmarking activities as per the
assigned codes and finally insignificant categories
were removed from the list. Table 1 summarizes
the unique 7 categories of cybersecurity assurance
and benchmarking activities identified in the data
analysis and coding of data.

After summarizing the cybersecurity bench-
marking & assurance categories and benchmark-
ing activities, the following is the discussion and
analysis on the usage of each activity.

Table 1. Significant categories of country-level assurance and benchmarking activities identified in the analysis.

Category — Benchmarking

S. No. Activity

Description of Activity

Among surveyed References
countries, no. of countries (S.No. of Table at
implemented the activity Annexure-|)

1 Cybersecurity Development Periodic or Annual stocktaking reports to review cyber 8

2,6,7,11,14,16,19,26

Report threats and benchmark the cybersecurity development
in the country and/or sectors.

2 Cybersecurity Exercises Multilateral, Bilateral and domestic (national and 14 5,8,13,15,16,17,21,23,27,
sector-specific) cyber security exercises with objectives 29,30,32,35,37
such as gaps identification, benchmarking, confidence
building, improving coordination, improving incident
resolution activities and others.

3 Statistical data and Trend  Periodic review of the statistical data such as Incident 4 1,3,17,25

Reports reported to national CSIRT, ICT development in
sectors, cyber-attacks and others
4 Cybersecurity compliance  Cybersecurity Compliance and audits of critical sectors 9 1,9,17,22,27,28,31,35,
and Audits and organizations against security best practices. 37
5 Maturity Models and Maturity Models and indices such as Cybersecurity 9 6,10,16,18,20,31,33,
Indexes Maturity Model (CSMM) and KAMI index (Setiadi, 36,37
Sucahyo, & Hasibuan, 2012a) for benchmarking the
cyber security preparedness of the country or sector.

6 Cybersecurity Surveys Survey of citizens, businesses and government entities 3 13,23,27
to measure cyber security developments and
identification of priority areas.

7 Cybersecurity related Laws Cybersecurity specific laws, regulations and 3 19,16

& Regulations and setup of supervisory agency for enforcing and ensuring cyber

supervisory agency security-related actions.




4.1. Cybersecurity development report

Cybersecurity reports of countries such as the annual
report of cybersecurity development in Austria (ITU,
2015b) (Federal Chancellery of the Republic of
Austria, 2014a), annual report of Indian Computer
Emergency Response Team (CERT-In) (Indian
Computer Emergency Response Team (CERT-In),
2015) are used for cybersecurity benchmarking.
Periodic (usually annual) reports generally present
cybersecurity-related threats, incidents, and develop-
ments in a country. In some cases, it also includes
study related to the review of the cyber threat land-
scape in the country, an overview of activities such as
participation in cyber exercises & audits, major inci-
dents and incident statistics, case studies, cooperation
in cybersecurity and future actions for improving the
cybersecurity readiness of the country. It was
observed that periodic cybersecurity status reports
are mostly prepared by Government agencies such
as the National Computer Emergency Response
Teams.

4.2. Cybersecurity exercises

In our study, we found that the Cybersecurity exer-
cises are a widely adopted activity by the countries.
According to the European Union Agency for
Network and Information Security (ENISA) cyberse-
curity exercises stocktaking report 2015, there has
been an exponential growth in the number of cyber-
security exercises over the past decade with the trend
expected to accelerate in the coming years (European
Union Agency For Network And Information
Security (ENISA), 2015). Cybersecurity exercises are
used for benchmarking the cybersecurity readiness of
the participating entity and improving coordination
& cooperation among entities. Around the globe,
different types of cybersecurity exercises with different
objectives and frequency are regularly conducted.
Depending on the objectives, exercises could be sec-
tor-specific drills, national cybersecurity exercises
such as Cyber Storm (U.S. Department of
Homeland Security, 2016), bilateral exercises or mul-
tilateral exercises such as Asia Pacific Computer
Emergency Response Team (APCERT) drills (Asia
Pacific Computer Emergency Response Team
(APCERT), 2017). Cybersecurity exercises also vary
in technical, operational, and strategic scenarios and
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the nature of execution from table-top exercises to
full-simulated drills. International and regional enti-
ties also conduct the exercises for improving incident
handling, sharing best practices, and improving regio-
nal cooperation in cybersecurity. ITU-IMPACT
ALERT (International Telecommunication Union
(ITU) and International Multilateral Partnership
Against Cyber Threats (IMPACT), 2013), and Cyber
Europe by ENISA (European Union Agency for
Network and Information Security (ENISA), 2016)
are examples of such exercises. Cybersecurity exer-
cises are recognized for providing opportunities for
countries to benchmark their cybersecurity posture
and generate assurance on the existing cybersecurity
measures.

4.3. Statistical data and trend report

Statistical data such as cybersecurity incidents data
is also used for benchmarking cybersecurity devel-
opments and threat landscape in the countries. For
example, the Cybersecurity Assessment Netherlands
(CSAN) program provides statistics of incidents
handled, vulnerabilities, and sector-specific assess-
ment of cybersecurity in the Netherlands (The
National Cyber Security Centre (NCSC), 2016).
Cybersecurity statistical data and trend reports are
generated at country-level to draw a cyber threat
landscape for the country and identify priority
areas to tackle. These statistics and reports are
mostly generated by Computer Security Incident
Response Teams (CSIRT) and Information Sharing
& Analysis Centers (ISAC). Trends of incidents,
targeted attacks, attacks on critical infrastructure,
type of cyber-attacks, vulnerabilities exploited, and
security assessments are used for benchmarking
cybersecurity capabilities of the country.

4.4. Cybersecurity compliance and audits

Compliance and audit against the cybersecurity
standards and best practices are adopted to assess
the cybersecurity posture of the organizations.
Compliance and audit exercises are adopted by
countries for benchmarking the cybersecurity pre-
paredness of key organizations. These cybersecur-
ity compliance exercises and audits are generally
initiated by Government agencies & regulatory
bodies and used to have assurance on the controls
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implemented for cybersecurity. Since it is tedious
to perform the audit and compliance assessment
for an entire country under a single program, these
activities are conducted for selected organizations
such as critical sector organizations, Government
systems, businesses like “cybersecurity health
checks” for Australian Securities Exchange 100
(ASX100) listed Dbusinesses in  Australia
(Australian Government, ASIC, KPMG, Deloitte,
EY, Pwc., 2017). Compliance and audit exercises
are generally proactive (before incidents occur).
However, in some instances audits & compliance
exercises of targets (specific systems, organizations
or sector) were also initiated on post-occurrence of
the cybersecurity incident to assess the vulnerabil-
ities of the targets. These exercises are conducted
using the method of self-assessment, regulation-
driven or by an independent third-party auditor
and involves activities such as checklist-based
compliance against security best practices and
standards, vulnerability assessment, penetration
testing, risk assessment, and workshop assess-
ments. In the cases of some countries, audit and
compliance is also enacted by the act or regulation
which mandate periodic cybersecurity compliance
reporting of the critical sector organizations.

4.5. Maturity models and indexes

International organizations such as the Potomac
Institute for Policy Studies, ITU, and a few coun-
tries such as South Korea and Indonesia have
adopted formal Cybersecurity Maturity Models
and measurement indices for benchmarking the
cybersecurity posture. One such measurement
index, National Information Security Index
(NISI) was developed by Korea Internet &
Security Agency (KISA), South Korea (Korea
Internet & Security Agency, 2008) [Korea
Internet and Security Agency, n.d.] with the objec-
tive of measuring current cybersecurity posture
and identification of priority areas. The NISI is
calculated from three-component indices gener-
ated from 12 low-level indices. Cybersecurity
index and wellness profiles by ITU and Cyber
Readiness Index (CRI) and country reports by
the Potomac Institute for Policy Studies assess
the country-level cyber/information security pre-
paredness on parameters such as governance,

incident response capabilities, organizational
setup, law & regulations, capacity building,
research & Development, coordination & coopera-
tion and other similar parameters at an abstract
level. The cyber posture scorecard is based on the
National Institute of Standards & Technology
(NIST) standards & best practices (National
Institute of Standards and Technology (NIST),
2011a).The National Cybersecurity Standard
(NCSec Referential) (Mohamed Dafir Ech-cherif
El Kettani, 2008) derived from ISO 27002 standard
(ISO/IEC, 2012), and the Cyber Power Index
which measures 39 indicators developed jointly
by the Economist’s Intelligence Unit & Booz
Allen are other examples of indices & models for
cybersecurity benchmarking at the country-level
(Economist Intelligence Unit and Booz Allen
Hamilton, 2011).

4.6. Cybersecurity surveys

We found that three countries (Georgia, Mauritius,
and Oman) that used surveys as a tool for bench-
marking the current state of the cybersecurity in the
country. A nationwide survey was conducted in
Georgia for an e-readiness study. A survey of
Information Security State in business was con-
ducted by Mauritius. A Global Information
Security Survey (GISS) in Oman was conducted
by Ernst & Young (Times of Oman, 2015). Survey
targets and collects data from citizens, businesses,
critical sectors, and government to assess cyberse-
curity development in the country and focus areas.

4.7. Cybersecurity related laws & regulations

Cybersecurity related laws and regulations are also
adopted for enforcing cybersecurity requirements by
countries or sector. In some instances, benchmarking
and assessment of cybersecurity postures are enacted
with laws and regulations. For instance, the Public
Information Act of Estonia mentions inspection of
the security of the information systems of state and
local government agencies and providers of vital ser-
vices (Government of Estonia, 2016). Supervisory
entities for periodic assessment of cybersecurity readi-
ness are also created for ensuring compliance to reg-
ulations, for example. Hungarian information
security law created Assessment and Supervision



Agency National Electronic Information Security
Authority (NEISA) (National Electronic Information
Security Authority, 2019) with the goal of handling
and controlling the data of central and local govern-
ment agencies regarding their cybersecurity policies
and compliance against the declared security posture.

In Section 4.1 we discuss the important points
observed from the above study.

4.8. Key observations

The following are the key observations derived
from analysis of categories of activities adopted
for assurance & benchmarking by countries:

a. There is a lack of an overarching framework
for cybersecurity assurance and compliance
at the national level, and benchmarking
activities are currently conducted on an ad-
hoc basis. Hence there is a lack of visibility of
the cybersecurity posture of a country.

b. Cybersecurity exercises are widely adopted
for cybersecurity posture improvement but
there is a lack of metrics for benchmarking
the performance.

c. Compliance and audit activities have been
thoroughly adapted for benchmarking but
the focus of these activities are limited in
scope for key organizations only.

d. In statistical and survey methods there is
a need to improve the method of collection
of data, interpretation of data, and standardi-
zation of the representation format to deduce
the effective posture of the country.

e. Laws, regulations, and setup of supervisory
agencies are well intended, but there is a need
to be regular updates regarding the changing
threat landscape. Also, there is a need to
ensure that activity is not conducted for
compliance sake only.

f. Few countries and international organiza-
tions have implemented formal maturity
models and scales for the measurement at
the country-level. However, measurement
indicators are only at an abstract level and
sufficient data from a grass-roots level is not
included in the measurement exercises.

g. There was no available data for the comparison
of the effectiveness of different assessment
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methods, before the selection of a particular
method of assessment by a country.

h. There is the need for refinement especially of
the development of quantitative matrices for
all 7 identified significant categories.

i. Although formal methods for benchmarking
cybersecurity posture were developed by
a few countries, the implementation and suc-
cess of these models is not known.

j. A national cybersecurity assurance frame-
work with a dedicated government cyberse-
curity benchmarking agency needs to be set
up to assess & present the cybersecurity pos-
ture of a country and its critical sectors on
a continuous basis.

4.9. Limitations

Since limited research was available on the topic,
the following two factors may have affected the
coverage of data collection and identification of
any new assessment method:

a. Cybersecurity activities are sometimes trea-
ted & labeled as they are held as confidential
by governments and hence data with respect
to such initiatives may not be available in the
public domain.

b. There is a possibility that cybersecurity issues
are catered for by the laws and regulations of
a country. However, cybersecurity is not the
primary objective & title of that law/regula-
tion and hence it will not appear using our
search method.

5. Conclusion and future work

With the objective to study and analyze practices
adopted by various countries for benchmarking
and generating assurance on implemented cyber-
security measures, we had considered 37 countries
as benchmarking data was available for them.
Survey and analysis of cybersecurity assurance &
benchmarking exercises of these countries pro-
vided some interesting methods initiated for gen-
erating confidence in cybersecurity measures. We
have identified the 7 significant categories of activ-
ities adopted for the benchmarking by countries.
Further, key observations on cybersecurity
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benchmarking practices adopted by countries have
been presented.

It was observed in the study that there is a lack
of a country-level overarching framework for
cybersecurity assurance & benchmarking. It was
also observed that activities are mostly limited in
the scope of implementation across a nation, and
also lack effective measurement indicators. In few
cases where formal models are implemented, mea-
surement is only at an abstract level; data from the
grassroots level is not included in benchmarking
efforts.

Nation-states are trending toward the wide
applications of 5 G communication technology
and variety of Cyber-Physical Systems such as the
Internet of Things (IoT) in smart cities.
Application of emerging technologies for the phy-
sical, social, institutional and economic infrastruc-
ture of a community would lead to increased
attack surface via cyberspace. In such smart envir-
onments, cybersecurity assurance is vital for con-
tinuing safe and secure operations.

To generate sufficient confidence in the cyber-
security measures implemented and provide prior-
ity areas for aligning the resources there is a need
to develop and implement a cybersecurity assur-
ance framework at the country-level.

Through this study and analysis, we have
listed activities adopted for benchmarking by
various countries and have identified opportu-
nities to improve country-level cybersecurity
benchmarking efforts. The analysis also suggests
some key properties such as the need for quanti-
tative measurement of the cybersecurity prepa-
redness at the country-level and inclusion of best
practices & activities from other countries.
Benchmarking activities to work in tandem and
data to be gathered from the grass-roots level to
generate confidence at the national level. The
holistic architecture of Cyber-Physical System
including hardware, software and humans
needs to mapped for generating benchmarking
indicators. These key properties may be consid-
ered during the development of a national-level
cybersecurity assurance framework.

This study is the first step in tendering efforts to
develop a cybersecurity assurance & benchmark-
ing framework for India, which may be further
extended and customized for other economies.

The possibility of engaging government for the
development and implementation of a nationwide
cybersecurity assurance framework will be
explored. Based on this study and analysis, the
authors are looking forward to developing the
cybersecurity assurance framework for India.
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